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Azure Best Practices Assessment 

Objective  
The objective of the assessment is to review and describe the architecture in Azure, current state 
of the infrastructure, as well as to offer recommendations to improve the security and 
performance.  The recommendations in the assessment are in the context of Microsoft best 
practices pertaining to infrastructure design. Any findings range from suboptimal to critical, and 
these should be reviewed, and resolved, starting with the critical issues. 
 
 

Process 

 
Azure Subject Matter Experts on our engineering team will take a deep dive into your Azure 
environment to ensure that the design and configuration is following Microsoft best practices.   
Components that are covered in the assessment include the following: 
 

• General Azure management, resource organization, and governance 

• Identity (ADDS, Azure AD, users and groups, directory synchronization, MFA, security) 

• Backup protection for Azure resources and disaster recovery review 

• Network design and configuration 

• Cost and performance optimization 

 

All findings are captured in detail in a comprehensive assessment document, which includes 

recommendations for any findings needing attention, and rationale behind each recommendation.  

The assessment will be shared with any appropriate roles and reviewed with the engineer(s) that 

had completed the assessment to cover any questions or concerns with any of the findings or 

recommendations.  As a follow up, any or all recommendations agreed to be remediated will be 

added to a scope of work and scheduled with our Professional Services team in a timely manner. 
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Example Format: 
 

 

 

 


