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Our well-defined scope engagement will help you kick start your Security and Compliance operations

based on Azure.

According to expert research, around 50% of organizations embracing the cloud lack the expertise to
enhance their cloud platform for better security and scalability. This affects the ability to detect and
respond quickly to security incidents and leads to data leakage, business interruptions, and reputational

loss.

Project Benefits

With our 3-week Proof of Concept, you will get instant access to our expertise to implement a set of
scenarios based on Azure AD Premium, Microsoft Cloud App Security, Azure Information Protection, DLP,
Intune Endpoint Manager, Defender for Office 365, Defender for Identity, and Defender for Endpoints that
are integrated with Azure Sentinel. Our security and compliance PoC will also render a quick glimpse into

implementing solutions that will help you optimize your compliance standard on a global level.

Delivery Methodology

Our PoC framework consists of 4 main project phases.

e Assess- Assess your existing Azure Cloud infrastructure and take inventory of the disputable areas that
require enhancements.

e Discover - |deate and propose relevant security and compliance best practice solutions to overcome
vulnerabilities.
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e Enable - Configure a set of scenarios (best practice solutions) as a Proof of Concept to your pilot users.
e Implement - Implement the PoC-approved solutions across your tenant to bolster your security.

Once the implementations are made based on the PoC, our experts will provide support across your
Microsoft Azure framework on demand.

What will you get from the 3 — week Proof of Concept

e Azure Sentinel & Connected Services Configurations

e Microsoft 365 Tenant Assessment Report

e Recommendations to enhance M365 tenant security

e M365 Tenant Administration Solutions

e Recommendations to enhance email and Office 365 apps security

e Recommendations to augment global level security & compliance standards.
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Microsoft Secure Score

Overview  Recommended actions  History = Metrics & trends

Microsoft Secure Score is a representation of your organization's security posture, and your opportunity to improve it.

Applied filters: Y Filter
Your secure score Include Actions to review
0 Regressed ® To address Planned Risk accepted Recently added @ Recently updated ®
Secure Score: 60.59% g P v yup
1459.05/246 points achieved 3 3 8 0 0 0 0
100%
Top recommended actions
75% Recommended action Score impact Status Category
_— e
Do not expire passwords +3.25% (O To address Identity
50%
2 @SS W2 ® a2 o o Wb wR o o W )

I N R IR R AN Set the phishing email level threshold at 2 or higher +3.25% O To address Apps
Breakdown points by: Category e Protect all users with a sign-in risk policy +2.85% O To address Identity
Identity 53.07%

I — Protect all users with a user risk policy +2.85% QO To address Identity
Data 55.56%

N Quarantine messages that are detected from impersonated doma... +2.44% O To address Apps
Apps 63.45%

] Quarantine messages that are detected from impersonated users  +2.44% O To address Apps
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Email & collaboration reports
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To know more contact

sales@avasoft.com ‘

Threat protection status
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View details
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URL protection report
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