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Chapter 1: Introduction

This guide describes the steps to integrate a SecureW?2 third-party CA with Microsoft Intune to
create and auto-enroll certificates for Microsoft Intune Managed Devices using the Simple
Certificate Enrollment Protocol (SCEP).

Admins can then view and manage the end-entity certificates on the JoinNow Management
Portal.

Note: When a device, which has been enrolled through the Intune third-party CA integration, is
removed from Intune, the corresponding certificates are automatically revoked in the JoinNow
Management Portal.

Prerequisites

To set up Microsoft Intune to allow devices to enroll for digital certificates using the SCEP, you
need:

e A Microsoft Online Services account with a Microsoft Intune (Microsoft Endpoint
Manager) subscription.
Permissions to register an application in Azure Active Directory (AD).
An account in the JoinNow Management Portal set up for TLS-based authentication.
Getting Started Wizard to generate Certificate Authorities (CAs) and the RADIUS Server.

Device Profiles in Microsoft Intune

Device profiles allow you to add and configure settings, and then push those settings to devices in
your organization.The following profiles are created for end-user devices to connect to the
secured network using user certificates:

Trusted Certificate Profile for the SecureW2 RADIUS Server Root CA.
Trusted Certificate Profile for the SecureW2 Root CA.

Trusted Certificate Profile for the SecureW2 Issuing CA.

SCEP Profile for the SecureW?2 SCEP certificate requests.

Wi-Fi profile for secure SSID configuration.

Note: You must create a separate profile for each platform.



Chapter 2: Configure Azure
This section describes the steps to configure Azure and Intune to work with the SecureW2 PKI.
Creating a New Application

To create an app in Azure to communicate with the Intune CA IdP, follow the given steps.

1. Login to the Azure portal.
2. Goto App registrations.

App registrations  »

+ Mew registration @ Endpoints &'3 Troubleshooting O Refresh i Downlaad  [Z2] Preview features 7 Got ‘eedback?
@ Try ourthe new App registrations search preview! Click to enable tie preview. —s

@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directary Authentication Liarary (ADAL) and Azure AD Graph. We will continue to provide technical suppert and security updates but we wil no larger provide
feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

3. Click New registration.
4. On the displayed screen, configure the following settings.

* Name

The user-facing display name for this application (this can be changed later).

| intune scer -1

Supported account types

Whe can use this application or access this API?

@' Accounts in this organizational directory enly (Default Directory only - Single tenant)

O Accounts in any arganizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choase...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for mast authentication scenarios.

Web N | | e.g. https://example.com/auth



5. Click Register. The following screen is displayed.

[il Delete (D Endpoints [ Preview features

. Essentials

Display name

: Intune SCEP

Application (client) ID :db af

Object ID

1 dE 51

Directory (tenant) ID cde” T T o T T Tefe

Supported account types : My organization only

6. Copy the Application (client) ID, Object ID, and Directory (tenant) ID values to your
console. These values are required to create an Intune IdP in the JoinNow Portal. (See the
Creating an Intune CA IdP section.)

Creating a Client Secret

1. On the left pane, go to Manage and click Certificates & secrets.

Intune SCEP | Certificates & secrets =

[ Search tCmd-/) | «

I8 Overview
Quickstart
#" Integration assistant
Manage
= Branding
3 Authentication
Certificates & secrets
{l!' Token configuration
= APl permissions
& Expose an AP
5 Approles
&s Owners
als Roles and administrators | Preview

Il Manifest

Support + Troubleshooting

é’ Troubleshooting

0 Got feedback?

Credentials enable confidential applications to identify themselves to the authentication service when receiving takens at a web addressable location (using an HTTPS:
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token. Alsa can be referred to as public keys.
T Upload certificate
Thumbprint Start date Expires Certificate 1D

No certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

—+ New client secret

Description Expires Value Secret ID

No client secrets have been created for this application.


https://docs.google.com/document/d/1QStrik8SDZEX5dq_bWst6O-t14oHUyQNoj3-BJVcIWc/edit#bookmark=id.jb8r66pb32hn
https://docs.google.com/document/d/1QStrik8SDZEX5dq_bWst6O-t14oHUyQNoj3-BJVcIWc/edit#bookmark=id.jb8r66pb32hn

2. Click New client secret.
3. Inthe Description field, enter a description for the client secret.
4. From the Expires drop-down list, select an expiration date.
5. Click Add.
Add a client secret X
Description [ Client secret |
Expires | 12 months v|
e |

6. The client secret is displayed under the Value column.

Note: Ensure that you save the client secret on your console properly, as this secret is

non-recoverable.

Adding API Permissions

To provide the API permission for SecureW?2 to access the Azure directory, follow the given steps.

1. Onthe left pane, go to Manage and click APl Permissions.
2. Onthe displayed screen, click Add a permission.



3. Select Microsoft Graph.
3. Select Application permissions.
4. From the Application drop-down menu, select Application.Read.All.

> APIConnectors

> AppCatalog

' Application (1)

. Application.Read All
~

. Yes
Read all applications
D Application.ReadWrite. All O v
es
Read and write all applications
D Application.ReadWrite.OwnedBy v
es

Manage apps that this app creates or owns

> AppRoleAssignment
> AuditLog

> BitlockerKey

Add permissions

Click Add permissions.

Select Intune.

Select Application permissions.

From the Permissions drop-down menu, select scep_challenge_provider.

O N oo



/' Permissions (1)

get_data_warehouse

Yes
D Get data warehouse information from Microsoft Intune
D get_device_compliance v
es
Get device state and compliance information from Microsoft Intune
D manage_partner_compliance_policy v
es
Manage partner compliance policies with Microsoft Intune.
pfx_cert_provider (D
O b Yes
PFX certificate management
scep_challenge_provider
N Yes
SCEP challenge validation
D send_data_usage @ v
es
Send and receive device telecom and Wi-Fi data usage information with Microsoft
[:] update_device_attributes v
es
Send device attributes to Microsoft Intune
update_device_health ©
D Yes

Send device threat information to Microsoft Intune

Add permissions

8. After adding the permissions, click Add permissions.
9. The Configured permissions screen is displayed.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

— Add a permission /" Grant admin consent for Default Directory
APl / Permissions name Type Description Admin consent requ... Status
N Intune (1)
scep_challenge_provider Application  SCEP challenge validation Yes A\ Notgranted for Default =~ +=*
v Microsoft Graph (1)

ApplicationRead.All Application  Read all applications Yes A\ Not granted for Default

Chapter 3: Configure SecureW?2

This section describes the following procedures carried out in the JoinNow Management Portal:
Generating the required network profiles

Creating a SecureW2 Intermediate CA

Creating a certificate template

Creating an Identity Provider (IdP) for Intune CA,

Creating the Role and Enrollment policies



Getting Started

The Getting Started Wizard creates everything you need for 802.1x. It will generate a RADIUS
server, CAs, profiles, a Landing page to onboard BYOD devices if desired, and all the default
network settings you need for 802.1x.

Note: This is not mandatory if you already tested SecureW?2 PKI flow.

1. Log in to the JoinNow Management Portal.
2. Go to Device Onboarding > Getting Started.

3. Onthe following screen, retain the default settings as shown.

General 3 Quickstart Network Profile generator
Profile Type: [Wireless v |
|dentity Management (&) _
ssih: | CorporateWiFi |
Device Onboarding & Security Type: | WPA2-Enterprise v |
EAP Method: |Egp415 v|
Getting started Policy: |DEFAULT v|
Organization Wireless Vendor: |Ciscu Systems v|
Users Radius Vendaor: [SecureW2 v |
Specific settings required for your S5ID can be turned on by fu
Metwork Profiles Reconnect, and many more can enabled there.

Events

4. For the SSID field, enter the name of the SSID with which you want to authenticate users.
For the Wireless Vendor field, from the drop-down list, select a wireless infrastructure
vendor.

6. For the Radius Vendor field, from the drop-down list, select SecureW2.

7. Click Create.

The Getting Started wizard typically takes 60-90 seconds to create the profile.



Creating an Intermediate CA for Intune SCEP Gateway Integration

As a best practice, SecureW2 recommends using a dedicated intermediate CA for Intune
enroliments. The CA that issues certificates to BYOD devices should be separate from the CA that
issues certificates to managed devices, because managed devices do not require email
notifications. You can disable email notifications for a dedicated CA that issues certificates to
Intune managed devices.

To create a new intermediate CA:

1. Go to PKI Management > Certificate Authority and click Add Certificate Authority.

2. Inthe Basic section, from the Type drop-down list, select Intermediate CA.
From the Certificate Authority drop-down list, select the default Root CA that comes with
your organization.

4. In the Common Name field, type a name. SecureW?2 recommends a name that includes
"SCEP”.

5. Click Save. The new intermediate CA is generated.

Basic
Basic
Type: Intermediate CA
Certificate Autharity: TechWritingTest Davii
Generate via: Internal system (priva
Common Name: Intarmediate ECEP
Key Size: 2048
Signature Algorithm: SHA-256
Validity Period ( in years ): 20 :

Notifications ~
Expiry Natification Frequency (in days):  choose One Q

Notify user on successful Enrollment:

Revocation ~
Revoke certificate if unused for: ~ days
Reason Code: Certificate Hold

Save Cancel



Creating an Intune Certificate Template

To create an Intune certificate template:

1.

w

7.

Go to PKI Management > Certificate Authorities. In the Certificate Templates section,
click Add Certificate Template.
In the Name field, enter Intune Certificate Template as the name of the template.
In the Subject field, enter CN=${/device/identity:/device/clientld} as the common name.
In the Validity Period field, enter the validity period of the certificate (based on
requirement).
In the SAN section, for the:

e DNS field, enter: ${/device/clientld:/device/identity}

e RFC822 field, enter: ${/device/clientld}

e Other Name field, enter: ${/device/clientld}
In the Extended Key Usage section, from the Use Certificate For list, select Client
Authentication.
Click Update.

Creating an Intune CA IdP

In the JoinNow Management Portal, create an IdP for the Intune CA to accept requests from the
Intune portal. The IdP provides the Endpoint URI for the SCEP profiles in Intune.

1.

2
3.
4
R

Go to Identity Management > Identity Providers.

Click Add Identity Provider.

Enter a suitable name and description for the IdP, in the respective fields.
In the Type field, from the drop-down list, select INTUNE CA PARTNER.

Click Save. The following screen is displayed.

Identity Provider - Intune SCEP

Basic Configuration
Basic
Name: Intune SCEP
Description:

Update Back

6. Click the Configuration tab.



7. Enter the Client ID, Client Secret, and Tenant ID which you obtained after creating a new
app in the Azure portal. (See the Creating a New Application and Creating a Client Secret

sections.)

Identity Provider - Intune SCEP

Basic Configuration

Configuration
* Client Id: db.

....................................

*Client Secrel: Show
*Tenantld: yu--— o oo oo I TiLiiLuTIL .

Certificate Authorit, , To = A N AL I

Endpoint URI: https://pki-se ]'3

Update Back

8. From the Certificate Authority drop-down list, select the Intermediate CA you
created.(See the Creating an Intermediate CA for Intune SCEP Gateway Integration
section.)

9. Copy the Endpoint URI to your console.

10. Click Update.

Configuring Policy Management
Setting up Microsoft Intune requires two separate policies in the JoinNow Management Portal:

e ARoles policy and
e An Enrollment policy.

Note: Microsoft Intune does not need a dedicated Device Role policy. You can use the Default
Device Role policy in the configuration.

Configuring a Roles Policy
To configure a Roles policy:

1. Go to Policy Management > Roles.
2. Click Add Role.



6.
7.

Type a name and display description, in the respective fields, and click Save.
The page refreshes and the Conditions tab is displayed. Click the Conditions tab.
In the Conditions section, from the Identity Provider drop-down list, select the Intune CA

IdP you created. (See the Creating an Intune CA IdP section.)

W)2
RolePolioy - Intune Usey DEFAULT IDENTITY PROVIDER 1
Basic Condit okta
Conditions Azure
Identity Provider: v  Intume SCEP
Attribute/Groups
Attribute: | ANY Azure Identity Lookup Provider Valug:
Groups:
JAMF
AirWatch
Jamf SCEP

In the Attributes/Groups section, for the Attribute field, retain ANY.
Click Update.

Configuring an Enrollment Policy

To configure an enrollment policy:

1
2
3.
4
5

Go to Policy Management > Enrollment and click Add Enrollment Policy.

Type a name and display description, in the respective fields, and click Save.

The page refreshes and the Conditions and Settings tabs are displayed.

Click the Conditions tab.

In the Conditions section, from the User Role list, select the user role policy you created
earlier.

From the Device Role list, select DEFAULT DEVICE ROLE POLICY.



9.

Update

Basic

Conditions

User Role:

Device Role:

Conditions Settings

Group Authentication
Group2

Helpdesk

Intune user

JAMF SCEP

SAML user

SCEP user

SCEP user1

Admin device

DEFAULT DEVICE ROLE PC
Groupl

JAMF SCEP Device
OpenlD Policy

Test

Back

Note: You must select a User Role and Device Role for enroliment. You can use a Fallback
Device policy to allow enroliment based on the Role policy.

Click the Settings tab.
In the Settings section, from the Use Certificate Authority drop-down list, select the
Intermediate CA you created earlier. (See the Creating an Intermediate CA for Intune SCEP
Gateway Integration section.)
From the Use Certificate Template drop-down list, select the template you created earlier
(see the Creating an Intune Certificate Template section).

For the other settings, retain the default values.

10. Click Update.

Basic

Settings

Use Certificate Authority:

Use Certificate Template:

Revoke Certificate:

EnrolimentPolicy - Intune SCEP Enrollment Policy

Conditions Settings

| Intune SCEP Intermediate CA

v| and restrict to III devices per user

| Intune Certificate Template

[Automatically | using ‘ ${/template/su bjeclfcn},$(!template!s;| @

Automatic Re-enroliment: 0oe

Force authentication for certificates older than

Configuring a Network Policy

To set up a network policy:




nh =

Go to Policy Management > Network.

Click Add Network Policy.

Add a Name and optional Description to the Basic tab
Click Save. The Conditions and Settings tabs appear.

Network Policy Conditions

The Conditions tab under Network policy is where you map Roles policies and other user
attributes. You can configure the Roles policy you just created.

Network Policy - VLAN 45

Basic Conditions Settings

Conditions

@ watch All O Match Any D Add rule@Add group

User Role

Device Role

Update || Back |

Equals (Intune User Role ~]

Equals [DEFAULT DEVICE ROLE + |

We've configured the conditions for the Azure tenant network policy, which is the Roles policy
created earlier, the email attribute from the lookup policy, and the issuing CA. The ‘Match All

option is selected, meaning that if every rule is checked, the RADIUS will respond to the user
with an ‘Access_Accept’ and the RADIUS attributes that we’ll configure under Settings.

Network Policy Settings

Our policy sends a RADIUS_ACCEPT if users are verified as active. You can take it a step
further by segmenting the users into separate VLANs. So, we need to configure a RADIUS
attribute to send them to a VLAN.

1. Choose the Settings tab.
2. Click Add Attribute.

a.

b.
c.
d

From the Dictionary drop-down list, select Radius:IETF.
From the Attribute drop-down list, select Filter-Id.

In the Value text box, enter a value for the VLAN.

Click Save.



Netwaork Policy - Azure tenant network policy

Basic Conditions Settings
Settings
Access: [ Allow - rﬂ

AAA Attributes

Attribute  Value  Functions
Filter-d 101 Edit  Delete

4

Add Attribute

| Update || Back |




Chapter 4: Trusted Certificate Profiles

Trusted Certificate Profile for the RADIUS Server Root CA
Certificate

You should configure the Trusted Certificate Profile with the certificate of your RADIUS server
certificate's issuing authority. This is to make the devices trust your RADIUS server by validating
the RADIUS server certificate. We achieve this server validation in the profile configuration by
adding the Root and/or Intermediate Certificate Authority (CA) certificates that issued the RADIUS
server certificate. When you assign this profile, the Microsoft Intune managed devices receive the
trusted certificates.

Note: For other RADIUS vendors, other than SecureW2 RADIUS server, ensure that you have the
Root or Intermediate CA that issues the RADIUS server certificates.

Note: You must create a separate profile for each OS platform. The steps to create trusted
certificates are similar for each device platform.

Trusted Certificate Profile for SecureW2 Root CA

This trusted certificate profile is required for the certificate chain of trust.

Note: You must create a separate profile for each OS platform. The steps to create trusted
certificates are similar for each device platform.



Exporting the SecureW2 Root CA

To export the SecureW?2 Root CA from the JoinNow Management Portal, follow the given steps.

Log in to the JoinNow Management Portal.

Go to PKI Management > Certificate Authorities.

3. Inthe Certificate Authorities section, click the Download link for the Root CA issued to

your organization.

This certificate is imported when you set up the trusted certificate profile described in the

following section.

Creating a Trusted Certificate Profile - SecureW2 Root CA

1. Sign in to the Microsoft Endpoint Manager portal.

2. Select Devices > Configuration profiles > Create profile.

Microsoft Endpoint Manager admin center

‘ﬂ‘ Home

il Dashboard
= All services
% FAVORITES
Ei Devices

£i apps

‘} Endpoint security
Reports
Lh Users

&4 Groups

A Tenant administration

#% Troubleshooting + support

Home > Devices

Devices | Configuration profiles

2 Search (Ctrl+/) | < = Create profile Columns 'f_) Refresh ¥ Export 5 Filter
|. "~
Policy RADIUS CA Praofile i0S/iPad0s Trusted certificate
Compliance policies SCEP - Simple MDM Windows 8.1 and later SCEP certificate

Conditional access SCEP CustomXML i0s/iPad0s Custom

Configuration profiles SCEP Issuing Intermediate CA ... i05/iPad0s Trusted certificate

Scripts
Group Policy analytics (previe...

Windows 10 update rings

Windows 10 feature updates ...

Update policies for i0S/iPad0s

3. From the Platform drop-down list, select the device platform for this trusted certificate.

The options are:

e Android
e i0S
e macOS

e Windows 10 and later



4. From the Profile type drop-down list, select Templates, and then select Trusted

certificate. Click Create.

Create a profile X

Platform

[ Windows 10 and later v I

Profile type

[ Templates v ]

Templates contain groups of settings, organized by functionality. Use a template when you
don't want to build policies manually or want to configure devices to access corporate
networks, such as configuring WiFi or VPN. Learn more

l £ Search

Template name v

Wi-Fi ©

VPN ©

Trusted certificate ©

Shared multi-user device ®
Secure assessment (Education) ©
SCEP certificate @

PKCS imported certificate ©
PKCS certificate ©

Network boundarv

Note: You must create a separate profile for each OS platform. The steps to create trusted
certificates are similar for each device platform.

5. On the Trusted certificate page, type a name and description for the trusted certificate
profile and then click Next.

6. Add the Root certificate you saved earlier by clicking the Browse button (see the Exporting
the SecureW?2 Root CA section).

7. Click Next.

Note: For Windows 8.1 and later devices only, configure the Destination Store field as Computer
certificate store - Intermediate as shown in the following screen.

Trusted Certificate Profile for SecureW2 Intermediate CA

This Trusted Certificate Profile is required to map the SecureW2 Intermediate CA certificate to the
SCEP certificate profile. This CA certificate must be the certificate that issues the end-user
certificates.



Note: You must create a separate profile for each OS platform. The steps to create trusted
certificates are similar for each device platform.

Exporting the SecureW2 Intermediate CA

To export the SecureW?2 Intermediate CA from the JoinNow Management Portal, follow the given

steps.

Log in to the JoinNow Management Portal.

Go to PKI Management > Certificate Authorities.

3. Inthe Certificate Authorities section, click the Download link for the Intermediate CA
created earlier. (See the Create an Intermediate CA for Intune SCEP Gateway Integration

section.)

This certificate is imported when you set up the trusted certificate profile described in the

following section.

Creating a Trusted Certificate Profile - SecureW2 Intermediate CA

1. Sign in to the Intune (Microsoft Endpoint Manager) portal.

2. Select Devices > Configuration profiles > Create profile.

Microsoft Endpoint Manager admin center &

4

Home > Devices

Home H . . .
f Devices | Configuration profiles
=40 Dashboard
= All services £ search (Ctrl+)) | < = Create profile columns () Refresh & Export W Filter
% FAVORITES poli & ] R -
olicy RADIUS CA Profile i0s/iPados Trusted certificate
Devices ; i
Compliance policies SCEP - Simple MDM windows 8.1 and later SCEP certificate
B o iy -
L e O conditional access SCEP CustomXML i05/iPad0s Custom
Endpoint securi : : F . : R -
@ endp Y [] Configuration profiles SCEP Issuing Intermediate CA ... i05/iPad0s Trusted certificate
FEpEis ™ Scripts
-
ah Users [] Group Policy analytics (previe...
A& Groups ==

A Tenant administration

r 4 Troubleshooting + support B

Windows 10 update rings
Windows 10 feature updates ...

Update policies for i0S/iPad0s

3. From the Platform drop-down list, select the device platform for this trusted certificate.

The options are:



e Android
e i0S
e macOS
e Windows 10 and later
4. From the Profile type drop-down list, select Templates, and then select Trusted

certificate. Click Create.

Create a profile X
Platform

[ Windows 10 and later v I
Profile type

l Templates v |

Templates contain groups of settings, organized by functionality. Use a template when you
don't want to build policies manually or want to configure devices to access corporate
networks, such as configuring WiFi or VPN. Learn more

l £ Search

Template name v

Wi-Fi ©

VPN ©

Trusted certificate ©

Shared multi-user device ®
Secure assessment (Education) ©
SCEP certificate @

PKCS imported certificate ©
PKCS certificate ©

Network boundarv

Note: You must create a separate profile for each OS platform. The steps to create trusted
certificates are similar for each device platform.

5. On the Trusted certificate page, type a name and description for the trusted certificate

profile and then click Next.



Trusted certificate

Windows 10 and later

1 Basics - 3 4 5
Mame * | Trusted Certificate Eecure‘.-‘ufz Issuing CA - Windows 10 o |
Description | Trusted Certificate Profile for SecureW2 Issuing CA - Windows 10 A ‘
Next

6. Add the certificate you saved earlier by clicking the Browse button (see the Exporting the
SecureW2 Intermediate CA section).
8. Click Next.

Note: For Windows 8.1 and later devices only, configure the Destination Store field as Computer
certificate store - Intermediate as shown in the following screen.

Trusted certificate

‘Windows 10 and later

v/ Basics 2 Configuration settings 3 4 5

Certificate file * "Intune SCEP Intermediate CA.cer"
“Intune SCEP Intermediate CA.cer”

Destination store (O ‘ Computer certificate store - Intermediate ~

8. Assign the profile to appropriate Groups and Rules, review it, and click Create.



Trusted certificate

Windows 10 and later

~ Basics ~/ Configuration settings v Assignments v Applicability Rules 5 Review + create
summary
Basics
Mame Trusted Certificate SecureWW2 Issuing CA - Windows 10
Description Trusted Certificate Profile for SecureW? Issuing C4 - Windows 10
Platform Windows 10 and later
Profile type Trusted certificate

Configuration settings

Certificate file Intune SCEP Intermediate CA.cer

Destination store Computer certificate store - Intermediate

Assignments

Included groups --

Excluded groups -

Previous Create

Exporting the Trusted RADIUS Server Root CA Certificate

This section lists the steps to export the RADIUS Server Root CA Certificate from the JoinNow
Management Portal.



Click Network Profiles.

Click the Edit link of the network profile you configured earlier.

In the Certificates section, click Add/Remove Certificate.

Check the checkbox next to DigiCert Global Root CA (Mon Nov 10 00:00:00 UTC 2031)
as shown in the following screen.

w2

[ Certificates

Specify Certificates
Install  Type Common Name Mot After Functions
PUBLIC DigiCert Global Reot CA (Mon Nov 10 00:00:00 UTC 2031) 1110431 View  Remove
O PUBLIC AAA Certificate Services (Sun Dec 31 23:09:59 UTC 2028) 12/31/28 View  Remove
) PUBLIC Actalis Authentication Root CA (Sun Sep 22 11:22:02 UTC 2030) 9/22/30 View Remove
O PUBLIC AddTrust Class 1 CA Root (Sat May 30 10:38:31 UTC 2020) 5/30/20 View  Remowve
J PUBLIC AddTrust External CA Root (Sat May 30 10:48:38 UTC 2020) 5/30/20 View  Remove
O PUBLIC AddTrust Qualified CA Root (Sat May 30 10-44:50 UTC 2020) 5/30/20 View  Remave
O PUBLIC AffirmTrust Commercial (Tue Dec 31 14:06:06 UTC 2030} 12/31/30 View  Remowve
[l PUBLIC AffirmTrust Networking (Tue Dec 31 14:08:24 UTC 2030) 12/31,/30 View Remaove ~

Private Certificate

No file chosen

5. Click Update.
6. The CA appears in the Certificates section.
7. Click Download.

Creating a Trusted Certificate Profile - RADIUS Server Root CA
Certificate

After downloading the RADIUS Server certificate, create a Trusted Certificate Profile in Intune to
push this certificate to the organization’s devices. The process is as follows:

1. Sign in to the Microsoft Endpoint Manager portal.

2. Select Devices > Configuration profiles > Create profile.



Microsoft Endpoint Manager admin center

Lol

g Home > Devices

A Home

=40 Dashboard

Devices | Configuration profiles

= All services |/’3 Search (Ctrl+/) | « = Create profile Columns () Refresh L Export 7 Filter

W FAJORITES Palicy " RADIUS CA Profile i05/iPad0s Trusted certificate
L] compliance palicies SCEP - Simple MDM Windows 8.1 and later SCEP certificate

E&d Apps O cConditional access SCEP CustomxML i05/iPad0s Custom

" ERCEC B Configuration profiles SCEP Issuing Intermediate CA ... i05/iPad0s Trusted certificate

Reports ™ Scripts

.'.. Users Group Policy analytics (previe...

4& Groups -

22 windows 10 update rings

£ Tenart administration 52 windows 10 feature updates ..

# Troubleshooting + support Bt update policies for i0S/iPad0s

3. From the Platform drop-down list, select the device platform for this trusted certificate.
e Android
e i0S
e macO0S
e Windows 10 and later
4. From the Profile type drop-down list, select Templates, and then select Trusted
certificate and click Create.

Create a profile X
Platform

l Windows 10 and later v l
Profile type

l Templates v |

Templates contain groups of settings, organized by functionality. Use a template when you
don't want to build policies manually or want to configure devices to access corporate
networks, such as configuring WiFi or VPN. Learn more

l O Search

Template name v
Wi-Fi ©

VPN ©

Trusted certificate ©

Shared multi-user device ©

Secure assessment (Education) ©

SCEP certificate ©

PKCS imported certificate ©

PKCS certificate ©

Network boundarv ()



Note: You must create a separate profile for each OS platform. The steps to create trusted
certificates are similar for each device platform.
5. Enter a name and description for the trusted certificate profile, in the respective fields.

6. Click Next.

Trusted certificate

Windows 10 and later

1 Basics - 3 4 5
MNarme * | Trusted Certificate RADIUS CA - Windows 1 D| /l
Description Trusted Certificate RADIUS CA - Windows 10
Next

7. Click the Browse button to add the certificate you saved earlier (see the Exporting the
Trusted RADIUS Server Root CA Certificate section) and then click Next.

Note: For Windows 8.1 and later devices only, from the Destination Store drop-down list,
select Computer certificate store - Root.

Trusted certificate

Windows 10 and later

~/ Basics 2 Configuration settings 3 4 5

Certificate file * "DigiCert Global Root CA.cer"

"DigiCert Global Root CA.cer"

Destination store (& Computer certificate store - Root ~ |

8. Assign the profile to appropriate Groups and Rules, review it and click Create.



Trusted certificate

Windows 10 and later

/' Basics v/ Configuration settings v Assignments v Applicability Rules 5 Review + create

Summary

Basics

Marme Trusted Certificate RADIUS CA - Windows 10
Description Trusted Certificate RADIUS CA - Windows 10
Platform Windows 10 and later

Profile type Trusted certificate

Configuration settings

Certificate file DigiCert Global Root CA.cer
Destination store Computer certificate store - Root
Assignments

Included groups

Excluded groups

Previous Create

Chapter 5: SCEP Profile for SecureW2 Certificate
Requests

The SCEP Profile is required for end-user devices to communicate with the SecureW?2 Issuing CA
certificate for the enrollment of end-user certificates. Once the end-user certificate is enrolled
successfully, the certificate is used to connect to the Wi-Fi network.



Note: You must create a separate profile for each OS platform. The steps to create trusted
certificates are similar for each device platform.

Creating a SCEP Certificate Profile

1.
2.

Sign in to the Microsoft Endpoint Manager portal.

Select Devices > Configuration profiles > Create profile.

Microsoft Endpoint Manager admin center

4
‘ﬂ‘ Home
il Dashboard
= All services
* FAVORITES
EE Apps
‘} Endpoint security
Reports
Lh Users
&4 Groups
F Tenant administration

#% Troubleshooting + support

Home > Devices

Devices | Configuration profiles

| 2 Search (Ctrl+/)

| «

Policy

Compliance policies

Conditional access

Fl|a

Configuration profiles

Bt

Scripts

Group Policy analytics (previe...
Windows 10 update rings
Windows 10 feature updates ...

Update policies for i0S/iPad0s

Ll

= Create profile Columns () Refresh Export I Filter
RADIUS CA Profile i05/iPadOs Trusted certificate
SCEP - Simple MDM Windows 8.1 and later SCEP certificate
SCEP CustomXML i05/iPadOs Custom

SCEP Issuing Intermediate CA ... i0S/iPad0Os Trusted certificate

From the Platform drop-down list, select the device platform for this SCEP certificate. You
can select one of the following platforms for device restriction settings:

e Android
e i0S

e macO0S
[ ]

Windows 10 and later

From the Profile type drop-down list, select Templates and then select SCEP certificate.

Click Create.



Create a profile X

Platform

[ Windows 10 and later v l
Profile type

I Templates v I

Templates contain groups of settings, organized by functionality. Use a template when you
don't want to build policies manually or want to configure devices to access corporate
networks, such as configuring WiFi or VPN. Learn more

‘ £ Search

Template name J
Wi-Fi ©

VPN @

Trusted certificate ©

Shared multi-user device

Secure assessment (Education) @

SCEP certificate ©

PKCS imported certificate O

PKCS certificate @O

Network boundarv ()

Note: You must create a separate profile for each OS platform. The steps to create trusted

certificates are similar for each device platform.

On the SCEP certificate page, type a name and description for the SCEP Certificate profile

and click Next.



SCEP certificate

Windows 10 and later

1 Basics - 3 4
MNarne * SCEP Certificate - Windows 10
Description SCEP Certificate profile for Windows ’S|
MNext

6. For Certificate Type - User, use the following settings:

a. Certificate type: Select User for user certificates.

b. Subject name format: Choose how Microsoft Intune creates the subject name in
the certificate request. Select one of the following options:

m  CN={{UserName}}
m  CN={{EmailAddress}}
m  CN={{UserPrincipalName}}

c. Subject alternative name: Choose how Microsoft Intune creates the subject
alternative name (SAN) in the certificate request. We advice customers to use one
of the following attributes in the given format:

m Email address : {{User Name}}
m Email address : {{UserPrincipalName}}
m Email address : {AAD_Device_ID}}

Note: To test if attributes are configured correctly, check the General Events
section in the SecureW2 Management Portal for any event messages, such as
Device Creation Failed, which indicates that the attributes are not correctly
mapped.

d. Key storage provider (KSP) (Windows Phone 8.1, Windows 8.1, and later): Select
where the certificate’s key is to be stored. Choose the following value:
m Enroll to Trusted Platform Module (TPM) KSP if present, otherwise
Software KSP
e. Key usage: Enter the key usage options for the certificate. Select both options:
m  Key encipherment: Allow key exchange only when the key is encrypted.
m Digital signature: Allow key exchange only when a digital signature helps
protect
the key.



f.  Key size (bits): Select the number of bits contained in the key. Select the largest
bit size.

g. Hash algorithm (Android, Windows Phone 8.1, Windows 8.1 and later): Select
SHA-2, the strongest level of security that the connecting devices support.

SCEP certificate

Windows 10 and later

~" Basics 2 Configuration settings

Certificate type User o

Subject name format * (0 CN={{UserName}}

Subject alternative name

Email address {{UserNarme}} Jl:
Certificate validity penod ™ Years R 1
Key storage provicer (KSP) * (0 | Enroll to Trusted Platform Module (TPM) KSP if present, otherwise Software ..
Key usage* (O | 2 selected w
Key size (bits) * 2048 '
Hash algorithm * | SHA-2 w

Note: Certificate type is not a setting on Android SCEP Profiles.

7. Root Certificate: Click the + sign and choose the profile created earlier (Trusted Certificate
Profile for SecureW?2 Issuing CA).

8. Extended key usage: Add values for the certificate's intended purpose. In most cases, the
certificate requires Client Authentication so that the user or device can authenticate to a
server. From the Predefined values drop-down list, select Client Authentication.

9. Enrollment Settings

e Renewal threshold (%): Enter the percentage of the certificate lifetime that
remains
before the device requests renewal of the certificate. The default value is 20%.
e SCEP Server URLs: Enter the Endpoint URI available in the Intune CA IdP. (See the
Creating an Intune CA IdP section.)
10. Select Next and assign the profile to appropriate Groups and Rules, review it, and click
Create.



SCEP certificate

Windows 10 and later

Root Certificate * (1

Trusted Certificate SecureW2 Issuing CA - Windows 10

&

+ Root Certificate

Extended key usage* (@

Name Object ldentifier Predefined values
Client Authentication 1.3.6.1.5.57.3.2 Client Authentication (1.3.6.1.5.5....  [0] ==+
Mot configured | | Mot configured | | Not configured " |
Enrollment Settings
Renewal threshold (%) * (O 20 v

SCEP Server URLs ™ (T

https://api.securew?.com/urltokenid/dd1ch780-4c61-b07f-eff0a5bfaff /urlauth/secretkey/enroll/d53a3f06-1e7a-...  [ii] ==

Previous Mext

11. For Certificate Type - Device, use the following settings:

a.

Certificate type: Select Device certificate for scenarios such as user-less devices,
example kiosks, or for Windows devices, placing the certificate in the Local
Computer certificate store.
Subject name format: Choose how Microsoft Intune creates the subject name in
the certificate request. Select one of the following options:

e CN={{DeviceName}}

e CN={{AAD_Device_ID}}
Subject alternative name: Choose how Microsoft Intune creates the subject
alternative name (SAN) in the certificate request. We advice customers to use one
of the following attributes in the given format:

e Email address: {{DeviceName}}

e Email address: {{AAD_Device_ID}}

Note: To test if the attributes are configured correctly, check the General Events section in the
JoinNow Management Portal for any event messages, such as Device Creation Failed, which
indicates that the attributes are not correctly mapped.



d. Key storage provider (KSP) (Windows Phone 8.1, Windows 8.1 and later): Select

where the key to the certificate is stored. Choose the following value:
e Enroll to Trusted Platform Module (TPM) KSP if present, otherwise
Software KSP
e. Key usage: Select the key usage options for the certificate. Select both the options:
e Key encipherment: Allows key exchange only when the key is encrypted.
e Digital signature: Allows key exchange only when a digital signature helps
protect
the key.

f.  Key size (bits): Select the number of bits contained in the key. Select the largest bit
size.

g. Hash algorithm (Android, Windows Phone 8.1, Windows 8.1, and later): Select
SHA-2, the strongest level of security that the connecting devices support.

h. Root Certificate: Click the + sign and choose the profile created earlier. (See the
Trusted Certificate Profile for SecureW?2 Intermediate CA section.)

i. Extended key usage: Add values for the certificate's intended purpose. In most
cases, the certificate requires Client Authentication so the user can authenticate
to a server. From the Predefined values drop-down list, select Client
Authentication.

SCEP certificate

Windows 10 and later

~ Basics + Configuration settings ~ Assignments  ~ Applicability Rules 5 Review + create

Certificate type | Device ~ |

Subject name format * (D ICN:{{DE\:iceName}}{ ~ I

Subject alternative name 0

Email address {{DeviceMame}}@yourdomain.com E[ LA
Certificate validity period * (O | Years o | | 1 . |
Key storage provider (KSP)* (O | Enroll to Trusted Platform Module (TPM) KSP if present, otherwise Software ... |
Key usage* (O | 2 selected i |
Key size (bits) * @ [ 204 v |
Hash algorithm * (D | SHA-2 ~ |

j.  Enrollment Settings
e Renewal threshold (%): Enter the percentage of the certificate lifetime that
remains before the device requests renewal of the certificate.



e SCEP Server URLs: Enter the Endpoint URI available in the Intune CA IdP.
12. Select Next and assign the profile to appropriate Groups and Rules, review it, and click
Create.

SCEP certificate

Windows 10 and later
Roat Certificate *
Trusted Certificate SecureWz Issuing CA - Windows 10

+ Root Certificate

Extended key usage * (O

Mame Object |dentifier Predefined values
Client Authentication 1.3.6.1.5573.2 Client Authentication (1.3.6.1.5.5... [0 *#*+
Mot configured | | Mot configured | | Not configured v |

Enrollment Settings

Renewal threshold (%) * @ 20

SCEP Server URLs * (O

https://api.securew. com/urltokenid/dd1ch780-4c61-b0TF-ef69a5bfaf0f/urlauth/secretkey/enroll/d53a3f06-1€Ta-...  [il] #++




Chapter 6: Wi-Fi Profile for Secure SSID
Configuration

Microsoft Intune includes built-in Wi-Fi settings that you can deploy to users and devices in your
organization. This group of settings is called a profile, which can be assigned to different users
and groups. Once you assign users a profile, they can obtain access to the network without
configuring it themselves.

Creating a Wi-Fi Profile

1.

In the Microsoft Endpoint Manager portal, select Device configuration > Profiles > Create
profile.
Enter a name and description for the Wi-Fi profile.
From the Platform drop-down list, select one of the OS devices to apply the Wi-Fi settings:
o Android
o i0S
o macO0S
o Windows 10 and later
Note: You must create a separate profile for each OS platform. The steps to create trusted
certificates are similar for each device platform.
In the Profile Type drop-down list, select Templates and then scroll down and select
Wi-Fi.
After adding your Wi-Fi settings, select Create to add the configuration profile. The profile

is created and is displayed in the profiles list (Devices > Configuration profiles).

Assigning a Device Profile

After creating a profile, you must specify the devices to which the profiles are to be pushed. You
can accomplish this by assigning them.

1.

In the Microsoft Endpoint Manager portal, select Devices > Configuration profiles. All the
profiles are listed.

Select the profile you want to assign > Assignments.

Select to Include groups or Exclude groups, and then select your groups. When you select
your groups, you are choosing an Azure AD group. To select multiple groups, hold down

the Ctrl key, and select your groups.



4. Click Save..

Adding Wi-Fi Settings for Devices Running Android

You can create a profile with specific Wi-Fi settings, then deploy this profile to your Android
devices.

Table 1: Configuration steps for devices running Android

Setting Name Configuration Step

Wi-Fi type Select Enterprise.

Network name Enter a name for your reference.

SSID Enter the name of the wireless network that devices connect to.
EAP type Select the Extensible Authentication Protocol (EAP) type used to

authenticate secured wireless connections. Select EAP-TLS.

o Server Trust - Root certificate for server validation: Select
an existing trusted Root certificate profile, created in Creating
a Trusted Certificate Profile - RADIUS Server Root CA. This
certificate is presented to the server when the client
connects to the network, and is used to authenticate the
connection. Select OK to save your changes.

o Client Authentication - Client certificate for client
authentication (Identity certificate): Select the SCEP profile
created previously in Creating a SCEP Certificate Profile. This
certificate is the identity presented by the device to the server
to authenticate the connection. Select OK to save your
changes.

Note: Retain the default values for the Connect automatically and Hidden network attributes.

After you have configured the Wi-Fi settings, select OK and then click Create. The profile is
created and displayed in the profiles list.

Adding Wi-Fi Settings for iOS Devices

You can create a profile with specific Wi-Fi settings, then deploy this profile to your iOS devices.



Table 2: Configuration steps for iOS devices

Setting Name

Configuration Step

Wi-Fi type

Select Enterprise.

Network name

Enter a name for the Wi-Fi connection.

SSID

Enter the name of the wireless network that devices connect to.

EAP type

Select the Extensible Authentication Protocol (EAP) type used to
authenticate secured wireless connections. Select EAP-TLS.

o

Server Trust - Certificate server names: Add one or more
common names used on your RADIUS server certificates
issued by your trusted CA. For the SecureW?2 RADIUS, it is:
radius01.securew2.com

Root certificate for server validation: Select an existing
trusted Root certificate profile, created in Creating a Trusted
Certificate Profile - RADIUS Server Root CA. This certificate is
presented to the server when the client connects to the
network, and is used to authenticate the connection.

Select OK to save your changes.

Client Authentication - Client certificate for client
authentication (Identity certificate): Select the SCEP profile
created previously in Creating a SCEP Certificate Profile. This
certificate is the identity presented by the device to the server
to authenticate the connection. Select OK to save your
changes.

Note: Retain the default values for the Connect automatically, Hidden network, and Proxy

settings attributes.

After you have configured the Wi-Fi settings, select OK and then click Create. The profile is
created and displayed in the profiles list.

Adding Wi-Fi Settings for macOS Devices

You can create a profile with specific Wi-Fi settings, then deploy this profile to your macOS

devices.

Table 3: Configuration steps for macOS devices

Setting Name

Configuration Step




Wi-Fi type Select Enterprise.

Network name Enter a name for the Wi-Fi connection.
SSID Enter the name of the wireless network that devices connect to.
EAP type Select the Extensible Authentication Protocol (EAP) type used to

authenticate secured wireless connections. Select EAP-TLS.

o Server Trust - Certificate server names: Add one or more
common names used on your RADIUS server certificates
issued by your trusted CA. For the SecureW?2 RADIUS, it is:
radius01.securew2.com

o Root certificate for server validation: Select an existing
trusted Root certificate profile, created in Creating a Trusted
Certificate Profile - RADIUS Server Root CA. This certificate is
presented to the server when the client connects to the
network, and is used to authenticate the connection.

Select OK to save your changes.

o Client Authentication - Client certificate for client
authentication (Identity certificate): Select the SCEP profile
created previously in Creating a SCEP Certificate Profile. This
certificate is the identity presented by the device to the server
to authenticate the connection. Select OK to save your
changes.

Note: Retain the default values for the Connect automatically, Hidden network, and Proxy
settings attributes.

After you have configured the Wi-Fi settings, select OK and then click Create. The profile is
created and displayed in the profiles list.

Adding Wi-Fi Settings for Windows 10 and Later Devices

You can create a profile with specific Wi-Fi settings, then deploy this profile to your Windows 10
and later devices.

Table 4: Configuration steps for Windows 10 and later devices

Setting Name Configuration Step

Wi-Fi type Select Enterprise.




Wi-Fi name (SSID) Enter the name of the wireless network that devices connect to.

Connection name Enter a name name for the Wi-Fi connection.

EAP type Select the Extensible Authentication Protocol (EAP) type used to
authenticate secured wireless connections. Select EAP-TLS.

o Server Trust - Certificate server names: Add one or more
common names used on your RADIUS server certificates
issued by your trusted CA. For the SecureW?2 RADIUS it is:
radius01.securew2.com

o Root certificate for server validation: Select an existing
trusted Root certificate profile, created in Creating a Trusted
Certificate Profile - RADIUS Server Root CA. This certificate is
presented to the server when the client connects to the
network, and is used to authenticate the connection.

Select OK to save your changes.

o Client Authentication - Client certificate for client
authentication (Identity certificate): Select the SCEP profile
created previously in Creating a SCEP Certificate Profile. This
certificate is the identity presented by the device to the server
to authenticate the connection. Select OK to save your
changes.

Note: Retain the default values for the Connect automatically when in range, Metered
Connection Limit, Single sign-on (SS0), Enable Pairwise Master Key (PMK) caching, Enable
pre-authentication, and Company Proxy settings attributes.

After you have configured the Wi-Fi settings, select OK and then click Create. The profile is
created and displayed in the profiles list.



Chapter 6: Troubleshooting

This section lists the common issues and the steps to resolve them.

Common issues that you may encounter after the configuration is done:
e Certificate fails to enroll.

e Connection to the secure SSID fails.
e FError messages are displayed:
o Device Creation Failed in the SecureW?2 Management Portal > Device Onboarding
> Events or

o SCEP enrollment failed in the Intune portal.

To resolve them:

e Check if the attributes have values and are mapped correctly. For more information, see:
Creating an Intermediate CA for Intune SCEP Gateway Integration.

e Make sure that the SCEP profile (in the Intune Portal) is configured to send values in the
SAN attribute using Email address (RFC822). The common attributes configured are
DeviceName and AAD_Device_ID. For more information, see: Creating an Intermediate CA
for Intune SCEP Gateway Integration.

e Confirm if the User Role Policy is mapped to the Intune API Token as identity Provider and
similarly ensure that Enroliment Policy is mapped to the Role and default Device Role. For
more information, see: Configuring a Role Policy.

e Ensure that the SCEP profile is configured accurately.For more information, see: Creating
an Intermediate CA for Intune SCEP Gateway Integration.

e Check if the Trusted Root CA of the RADIUS server certificate is mapped in the Wi-Fi
profile. For more information, see: Creating a Wi-Fi Profile.

e Remove the SCEP profile and push any other profile, like the Trusted Root CA profile, to
confirm if the user is successful with the configuration. For more information, see:
Exporting Trusted RADIUS Server Root CA Certificate.

Possible issues in Microsoft Intune:

e SCEP enrollment failed. For more information, see:
https://docs.microsoft.com/en-gb/troubleshoot/mem/intune/troubleshoot-device-enrollm
ent-in-intune

e Users not assigned to the application in Azure. For more information, see:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/users-add



https://docs.microsoft.com/en-gb/troubleshoot/mem/intune/troubleshoot-device-enrollment-in-intune
https://docs.microsoft.com/en-gb/troubleshoot/mem/intune/troubleshoot-device-enrollment-in-intune
https://docs.microsoft.com/en-us/mem/intune/fundamentals/users-add

