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Common Pain Points

Lack of governance over exponentially increasing unstructured
data

Lack of visibility of data across disparate silos and repositories

Unnecessary computing infrastructure needed to manage data

with little or no value (E.g., ROT — Redundant, Obsolete or Trivial)

Non-compliance with data/records retention policies




Strategy towards Governance
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Discover

Speed Depth &
and scale breadth

» Scale out to meet ;

, = Support 1000+ file types

enterprise workloads

» Discover sensitive data across
39+ countries and economic

regions.

= Hybrid file analysis

= Tagging, and weighted labels

Analyze Robust

in-place scanning
» Learn without the need = |n dashboard audit trail,
to move or copy to a process monitoring and

central location. volume metrics




Insight

Context-

aware

file analysis

= Apply classifications to
data based contextual

understanding of
document content.

Value-based
lifecycle decisions
= Apply data lifecycle

policies based on value
of data.

Actionable
data analytics

= Rich visualizations
around risk impact, Pl
categories and data
management

Policy-based

management

= Defensible dispose data
and manage data
retention rules to drive
compliance and contain
costs.
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Protect

Transparent
encryption

= Persistent encryption
across platforms
beyond the edge or
network boundaries.

Govern data
access and recover

» Ensure that sensitive
data is protected from
unauthorized access.

Protect
in place

= Automate sensitive
data detection based
on risk and context.

Secure

information
sharing

= Control use and
proliferation of sensitive
files.
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Monitor

Insight driven  Accuracy
protection and speed | p—

Medical Data 3,591

= Prioritize protection based = Reduce the avalanche of 00—
on risk hot spots across burden from fanagemen 1770 —
and shorten time to unmonitored data.
compliance.

ENTITIES ITEMS

Intelligent Flexible

Al
Waorle GEMERAL ACTIVITY DATA PRIVACY

access policy enforcement
= |dentifying security = Adjust assessment of risk 2
vulnerabilities and without rescanning

remediate. ITEMS  SEVERITY

Health

= Assess and measure to
make better decisions



Manage

Target

disposition activities

= |dentify redundant,
obsolete, trivial data and
take action.

= Track and monitor data
disposition.

Smart
data management

= Make faster, informed
decisions around data
disposition.

Data
minimization
= Defensibly delete data

at the source.

= Automatic or self-
directed disposition of
data.

Monitor
and audit
= Track, monitor and audit

all actions taken on data
including disposition.
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4 Week Proof Of Value
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Strategy and Scanning Activity
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Information First

Governance and Analytics Solutions

Functions and Categories

(adhere to compliance frameworks NIST/ISO...)

* Age & Size * Metrics * Risk and Mapping
* File Types * Governance * Performance

* Sensitivity * Records

* Trends e OCR

* Redundant * Pl

* Obsolete

* Trivial

* Sensitive Data * Legal Holds

* Privacy Data

* Data Subject Access * Legal Hold
Requests

s FACTS = ACCOUNTABILITY
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Deliverables

Categies
Data Discovery & Protection Program Roadmap N y :

= Executive Summary e
= Discovery and Insight Analysis

= Recommendations I I

Discovery & Insight 360 Report ilnnas =T

Tagging

= Scanning Metrics

|||||

» Visualization Dashboards

3/ Addresses

= Risk, ROT, and Sensitive Data Findings

= Information Governance Non-compliance Results
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Information First

Governance and Analytics Solutions

Interfaces and Demonstration

DATA DISCOVERY > ANALYZE > SENSITIVE DATA
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REPORTING GROUPS CONTENT FLAGGED CLUSTERS &
a8 Medical Data 3,333 items (3,292 unigue) \ France 6.215 items (3,848 unique)
I .
- ; ]
Contact Data 2,439 items (2,440 unique) Paris 633 items (328 unique)
]
[ B |
Business Process 1,282 items (1,493 unigue) 07 Londan 607 items (5498 unique)
I
@ -
Identification Data 437 items EMEA 32 items (29 unique)
| B
Government ID 434 items (222 unigue) Belfast 14 items (13 unique)
I n
More
Health Highly Sensitive Sensitive Sensitivity Markings Partially Sensitive Corporate related
REPOSITORY TYPES FILE TYPES ENTITIES
Archive  m— Addresses (World Wi, s
M File System
> . Email ms— Email Addresses  mmm—
B SharePoint
B Content Manager Microsoft Word Phone Numbers (Wor...
Text  m—— Mames (EMEA) o
PDF (Acrobat) e Social Security Taxati.. mem
HML Addresses (USA)  mm
Microsoft Word . mm Sort Codes (World Wi, mm
HTML mm National ID (World Wi.. mm
Microsoft Excel m Mare
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Privacy IsNot ..

Funny Business

Privacy Compliance begins C
with Data Discovery




