Bridewell

Purple Team Assessment

Threat Intelligence Led Adversary Emulation That
Leverages Real World Tools/Tactics, Techniques,
And Procedures (TTPs)

Do you know which threats may be targeting your business
and the tactics, techniques, and procedures the attackers are
going to use? Have you established the necessary security
controls to prevent, detect, and respond to modern attacks?
In short, are your organisation’s hybrid cloud and on-premises
environments as secure as you think they are?

Organisations today are managing a growing volume of data
and alerts while dealing with tight budgets and vulnerable
legacy systems. Amongst the noise it’s easy to set and

forget technology and miss potential problems. You don’t
want to discover that controls are ineffective during a real
attack. A Purple Team Assessment can help confirm controls
are working and identify any gaps. We help you develop a
strategic plan, customised for your organisation and based on
the recommendations of Microsoft cybersecurity experts.
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You'll gain visibility into immediate threats across email, identity, and data,
plus clarity and support on how to upgrade your security posture for the long term.

This is a fully interactive experience where we work in collaboration with your team
to thoroughly test and verify the effectiveness of prevention and detection. Get help
achieving your broader security objectives and identify current and real threats.

By scheduling a Purple Team Assessment, you can:

Identify current threats and ongoing risks to your business, and validate your ability

to defend against them

Walk away with actionable recommendations based on your specific needs

and objectives

Improve prevention, detection, and response capabilities in collaboration with Red and
Blue team experts

Better understand how to defend against credible threats to your business.



Engagement Highlights What to Expect:

During the assessment, we'll partner with you to strengthen your
organisation’s approach to cyber defence. We'll help you to better
understand how to defend against modern attacks and how to
prioritise and mitigate potential attacks, with:

Test and validate your ability to protect, detect, and
respond to real world attacks

O Understand your current security posture and what

needs to improve
m Targeted threat intelligence on credible threats that could target your

Establish objectives that can drive strategic and tactical organisation
security improvement m Actionable recommendations and support to help immediately close
gaps and mitigate the identified threats
Provide assurance to stakeholders and interested parties = A real-world adversary emulation using the tools, techniques, and
procedures deployed by the selected threat actor
Upskill your security team and improve prevention and L . L. .
) o = Aninside look at Bridewell’'s holistic approach to security, and how we
detection capabilities
can help support your organisation
m Access to expert red and blue team operators to help assess and
improve your cyber defence capabilities
= Long-term recommendations from cyber defence experts about your
security strategy, with key initiatives and tactical next steps.
What We'll Do
Pre-engagement Kick-off meeting Planning and Purple Team Improvement Engagement

Call direction assessment activity debrief



Who Should Participate? About Bridewell

The assessment is intended for the following sponsors and participants: Trusted globally by highly-regulated and complex
organisations to deliver tailored cyber security, managed

Chief Information Security Officer (CISO) Incident Responders and Threat Hunters T (T (e i) e BREY S e

SOC / Cyber Defence Leadership CTl analysts providing protection against cyber attacks and driving

Security Managers continuous transformation.

Cyber Project Managers Bridewell are a PCI DSS QSA company with NCSC, CREST,

Security Analysts, Engineers ASSURE, IASME Consortium, SOC2, Cyber Essentials Plus,
1ISO27001, and ISO9001 accreditations. It's award-winning
team of experts, comprised of highly trained and certified
consultants work closely to understand organisations
key challenges and ambitions, creating flexible
outcome-focussed solutions to strengthen cyber security
posture, ensuring business continuity by keeping them
protected and productive from the inside out.

In today’s ever-changing digital economy, the

importance placed upon critical infrastructure cannot be
underestimated, with clients in sectors including transport
and aviation, financial services, oil and gas, government
and communications. Bridewell can be trusted to deliver
solutions that keep critical services running and ultimately

deliver real business impact. Together.

+44 (0)3303 110 940
Brldewe" hello@bridewell.com

bridewell.com
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