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What our clients say:

"Exelegent helped our company migrate from G-Suite
to Microsoft Office 365 with zero downtime and zero
data loss. During the process, over 3,500 users
continued to collaborate and run critical business
functions seamlessly.”

Robert Florescu, CISO, CityMD

"Switching to Exelegent has been a major
contributing factor to the growth of our group. As a
company looking to expand, we really value our
employees' time and productivity. Exelegent's IT
Support has enabled our business to run as
efficiently as possible."

Bruce Lucarelli, CTO, DermOne

"Exelegent has been with our hospital since we've
opened our doors. Their experience in a wide range
of projects and solutions, and management of
vendors has made a tremendous impact on our
efficiency”

Alexey Gololobov, CFO, Columbus Hospital LTACH

"Exelegent has become our trusted business
partner and completed migration on time,
alleviated hosting responsibilities, and gave us
capabilities to enable team productivity and data
security.«

Kevin Hannigan, President, ACC Inc.
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Microsoft Defender For Cloud

Cloud native application protection across clouds and on-prem environments

Harden and manage Detect threats and protect

your Security Posture your workloads Respond & Automate

Automate with the

:Q::CI Ij‘ tools of your choice
-6 /C

Secure configuration Full-stack Assess and resolve security [‘El_i}
of resources threat protection alerts and incidents
= g
—_— L
Management of Vulnerability assessment Automate =l now
compliance requirements & management response ‘“‘v -

A aws o

Microsoft Azure Amazon Web Services Google Cloud Platform On-prem
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The security dashboard

Centralized posture view

Your security posture across Azure, AWS,
and GCP in one place

Focused views

Easily access deep dive views for security posture,
resource inventory, workload protection, and more

Top insights front and center
Understand which recommendations to prioritize

See your most attacked resources and take action

= Microsoft Azure 3 Search resources, services and docs

) Microsoft Defender for Cloud | Overview

3 54 subscription:
ubscript

General O 54 4 & 18 8928 = 215

O Overview Azure subscriptions AWS accounts GCP projects Assessed resources Active recommendations
Getting started

¥= Recomm tions ¥ Security posture © Regulatory compliance W} Workload prote

[ Recommendations status Azure security benehmark Resource coverage
Inventary 95 of 455 overdue recommendations 2 of 44 passed cantrols 95‘% For full protectior

-

@ Workbooks
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& Community P o Y

Z* Diagnose and solve problems 785 CMME Level 3 . 1
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42% S0 27001 1/20 50 1 [ ]

Cloud security

57% AWS €IS 1.20 3443

BHigh (4.8K) IMedium (1K
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hd ‘ Enhance your threat prote
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=0 Firewall
B Firewall manager Inventory L Information prc
regrated with Purview
Unmonitared VMs R
\@SOUrCe scan coverage
&5 =3 €4
Firewalls Firewall policies Regions with firewalls l-f_~.54- To better protect your organization, we recommen 2% For full coverage sc
nstall agents
Network protection status Total resources Recommendations & Ale
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8928

Virtual hubs 0/0

Wirtual networks B/126
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Secure Score

»

»

»
»

»

Assess and implement best practices for security and
compliance

Cover all critical cloud resources across network, access,
compute, databases, your service layer and more

450+out-of-the-box recommendations

Create custom recommendations to meet organizational
requirements

Use “"Quick fix" to remediate with a single click or scale
enforcement mechanisms to enforce policies to avoid
configuration drifts

_

Access

59%

SECURE SCORE

Evaluated categories

Compute

oD

Network

App Services

s

SQL server

Containers

78%

42%

57%

loT




Compliance assessment
and management

Hom rosoft Defen for Clouc
(4] Microsoft Defender for Cloud | Regulatory compliance

Assess and manage your compliance status with

a continuous assessment of your cloud resources . o oo -
Use industry Sta ndards, regulatory Compliance ;\:ureSe(urlryBen(hmark Lowest compliance regulatory standards
frameworks, and vendor provided benchmarks —

to implement security and compliance best practices

Create custom recommendations to meet unique ) I

organizational needs

Expand all compliance contrals

~ @ NS. Network Security

Support for:

~ @ IM. Identity Management

CIS HIPAA Ry C—
PCI Local/National compliance standards e
NIST Azure Security Benchmark

SOC AWS Foundational Security best practices

ISO .
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|dentify sensitive data in cloud resources

Microsoft Defender for Cloud

Microsoft Defender for Cloud | Inventory

owing 84 subscriptions

Extend visibility from cloud infrastructure resources
into the data layer

£ Search (Ctrl+) « ) Refresh Add non-Azure servers "5 Open query L Download CSV report [ @ Leammore | &7 Guides &

General
Filter by name Subscriptions == All Resource Groups == All ¢ Resource types == All X Defender for Cloud == All X

o e Installed applications == All xl Data sensitivity ... == Confidential (4), Confidential\All Employ... xl o Add
é Getting started
. . o, . . Recommendations Total Resources Unhealthy Resources Unmonitored Resources Unregistered subscriptions
Leverage an entirely new way to prioritize security - 27 24 0 0 0 0
. . . . . Inventory
policies and the investigation of alerts I PO - S—
& CC‘H\ITTLH\'.‘_-: Generzl + 1 more jorage accounts DEV.IP4AZUre
&, Diagnose and solve problems Confidential\Microsoft Extended + 1 more orage accounts DEV.IP4AzUre
. . ) Confidential\Microsoft Extended + 1 more forage accounts DEV.IP4Azure
Filter recommendations and resources by data seupuca
M M M ) Secure Score \:‘ = aipdem Secret Label\Accounting + 3 more forage accounts DEV.IP4AzUre
S e n S ItIV I ty © Regulatory complenss (] = aipelptd Secret Label\Accounting + 4 more orage accounts DEV.IP4AZUre
U workload protections
[ = sipcipedgest Secret Label\Accounting + 3 more orage accounts DEV.IP4Azure
B Firewall Manager
D aipeipte] Public L servers DEV.IP4AzZUre
. . . PR Management [ = aashish General brage accounts DEV.IP4AZUre
Easily view the number of assets that contain sensitive SR T — i
f t t & Security policy O= nosdb  HighlyCenfidential ure Cosmos DB accounts DEV.IP4AzUre
I n O rm a I O n a C rOSS yo u r e nVI ro n m e n H2 Security solutions [ & datrigarfib  HighlyConfidential L servers Ds-Auditing_and_DataClassification_?lz...
& Workflow automaticn [ @ dtrigarffib  HighlyConfidential L databases DS-Auditing_and_DataClassification_Pla...
L Coverage O & aipeipte] HighlyConfidential L databases DEV.IP4Azure
Cloud connectors
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Protect your workloads in the cloud

and on-premises

Use detections that are built for the unique attack
vectors of each resource type, built on the powerful
insights of Microsoft Threat Intelligence

Reduce your attack surface by continuously scanning
workloads to identify and manage vulnerabilities

Automatically protect new workloads as soon as they
are deployed

Integrate with your SIEM for easy management of
incidents

= Microsoft Azure
o

ome » Microsoft Defe

nder

for Cloud

() Microsoft Defender for Cloud | Workload protections -
Showing 54 subscriptians

@ Workbook
& G t
2 Diag d sol

Cloud security

V' Secure score

© Regulatory compliance

¥ Workload protection

= Firewall manager

Management

0 e
|} Environment settings

Hii Security sof

& Workflow automation

T Subseriptions (= What's new

Defender for Cloud coverage

665

TOTAL

Fully covered (89.5%)
Agent not installed (3.8%) Install
d (6.8%) Upgrade a

Advance protection

Il VM vulnerability assassmen t

127 Unprotected

w SQL vulnerability assessment

-
5 21622 & 51 B 21,5

Servers App service Containers

Upg rade

& 277 = 1957200 1212

Azure SOL database servers Storage Resource manager subscription:

Upgrade

»  File integrity monitoring
=4
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Microsoft Azure O Search resources, services and docs

Home » Microsoft Defender for Cloud

Y= Microsoft Defender for Cloud | Recommendations X
Shawing 40 subscriptions
)
£ Search | % L Download C5V report Guides & Feedback
General
All recommendations  Secure score recommendations
O Overview -

Use these recommendations ta harden your resources. Each one has a description, steps to take and the affected resources. Learn more =

in
"f Getting started Far the full details of a recommendation, select it fram the list,

I= Recommendations

Completed recommendations (by severity) Resocurce health
O security alerts ——
High Madium Low Y
i4 Inventory B},su 8;25 | 12ﬂ1l BUnhealthy (1495)  IHealthy (993) | Mot applicable (184)
@ Workbooks
B Community

Iﬁ‘ Search by subscription name l Recommendation status : All Recommendation maturity : All Severity : All Resource type - All Response action : All - Cantains exemptions : All Erwvironment : All Initiative : All Reset filters

,4;9 Diagnose and solve problems

Showing 1-15 of 140 items

Cloud security
© Secure score Recemmendation T Unhealthy resources T1 Reseurce health T.L Initiative Tl Actions
o Begulatory compliance Dagnastic logs in Data Lake Analytics should be enabled ﬂ 3 of 3 data lake analytics ac_. ASE é?r @ -
0 Workload protection [ container registries should use private link €% 5 of & container registries ASE, MyQrgDemoCustomPalicy @
& Firewall manager Audit usage of custormn RBAC rules 36 of 36 GCP compute engines HIPAA, IS0 27001 +2
9 9 9

A Key Vault keys should have an expiration date @ 1 of 1 key vault Azure CI5 1.1.0, Azure C15 130 @

Management
Kubernetes Services Management APl server should be configured with restricted access E’ 15 of 15 managed clusters ASE g

I Enviranment settings

[ Web apps should request an S50 certificate for all incoming requests @ 28 of 28 GCP GKE clusters ASE, Azure CIS 1.0.0 #2

i Security solution

An activity log alert should exist for Create or Update Network Security Group Rule 2 of 2 azure resources

ﬁ Azure CI5 1.1.0, Azure C15 130
Waorkflow automation
[ Diagnostic logs should be enabled in App Service

24 of 24 web applications ASE, Azure CIS 1.3.0 +1

o ® d

[ s5m agent should be installed on your AWS EC2 instances 3 of 3 AWS 53 sepvice

A aws Security Hub should be enabled in every region in your AWS accounts 74 of 4 AWS Kubernetes

e
A Storage account public access should be disallowed = 173 of 173 storage accounts ASE, Azure CIS 1.7.0 +1 ﬁ e
L

Audit Windows machines that do nat have a maximun password age of 70 days 42 of 42 azure resources 150 27001, MIST 800-53 +1

Audit Windows machines that allow re-use of the previous 24 passwords FA 21 of 27 azure resources IS0 27001, NIST 800-53 +1

) Multi-cloud recommendations




Approach

jo

Analyze

Business and IT
requirements

Existing security
management solutions
for hybrid cloud
workloads

Existing security
solutions for Azure
resources

Security Operations
automation
requirements

&

Define scope
& deploy

Define the scope of the
Microsoft Defender for
Cloud deployment

Deploy and configure
Microsoft Defender for
Cloud

Onboard servers to
Microsoft Defender for
Cloud, including
Microsoft Defender for
Endpoint

Onboard Azure SQL and
Azure storage account
services to Microsoft
Defender for Cloud

—

Discover
threats

Discover threats to
your hybrid workloads

Learn how to use
Microsoft Defender for
Cloud to investigate
and respond to
incidents

J

Explore Azure Network

Security

Learn about Azure
Network Security
capabilities [Optional]

Experience Azure
Network Security in a
demonstration
environment [Optional]

Sje

Explore
vulnerabilities

Use Microsoft Defender
for Cloud to explore
hybrid and multi-cloud
vulnerabilities

Learn how to reduce the
attack surface for hybrid
and multi-cloud
workloads

D

Recommend

Map threats and
vulnerabilities found to
recommended mitigation
strategies

Provide next steps for
the deployment of
Microsoft Defender for
Cloud

Provide next steps for
the deployment of Azure
Network Security services

) & @



Microsoft Defender

T T —

What is Microsoft Defender for Cloud?

Microsoft Defender for Cloud provides cloud security posture
management (CSPM and cloud workload protection (CWP).

Microsoft Defender for Cloud is an enterprise security platform
designed to help organizations prevent, detect, investigate, and
respond to advanced threats to hybrid and multi-cloud workloads
and discover vulnerabilities in them.

Insights into threats

Discover and analyze threats to hybrid and multi-cloud
workloads.

In scope for this engagement.

Discover vulnerabilities

Discover vulnerabilities and learn how to reduce the attack surface
for hybrid and multi-cloud workloads.

In scope for this engagement.

Requirements

Microsoft Defender for Cloud has a free tier which does not
include the enhanced security features available as part of the
Microsoft Defender for Cloud plans.

The Microsoft Defender for Cloud plans enables enhanced security
features and is available to any customer with an Azure
subscription and can be individually set to on or off.

» Exelegent



Azure Network Security

T T —_

What are Azure Network Security services?

Azure Network Security services provide capabilities to build secure
virtual networking infrastructure and protect Azure resources at various
networking levels (L3-L7).

This engagement is focused on four services:

Azure Firewall is a managed cloud-based network firewall service that
protects your Azure resources.

Azure Firewall Manager is a security management service that provides
central security policy and route management for cloud-based security
perimeters.

Azure Web Application Firewall is a service that protects web applications
from bot attacks and common web vulnerabilities such as SQL injection
and cross-site scripting.

Azure DDoS Protection is a service that protects Azure resources from
denial of service (DoS) attacks with always-on monitoring and automatic
network attack mitigation.

More information about these and other Azure Network Security services:
Azure Networking = Secure Network Infrastructure

Requirements

Azure Network Security services are priced and available to any
customer with an Azure subscription.

» Exelegent


https://azure.microsoft.com/en-us/product-categories/networking/

Azure Network Security

Virtual Network
Virtual WAN
ExpressRoute
VPN

DNS

Network Watcher
ExpressRoute Monitor
Azure Monitor

Virtual Network TAP

DDoS Protection

Azure WAF

Azure Firewall

Azure Firewall Manager
Network Security Groups

Service Endpoints/Private Link

CDN

Front Door

Traffic Manager
Application Gateway

Load Balancer

) Exelegent



Azure Application Delivery portfolio

Together, application delivery services let you build mission-critical dynamic, high-performance global
applications

Azure "‘ Web Application Application Azure Load
' Front Door ﬁ Firewall Gateway (.» Balancer

: Azure Traffic
a Azure CDN DDoS Protection )~ APl Manager ® Manager
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Secure Multi-Cloud Environments Workshop phases and activities

Pre-engagement Call Microsoft Defender for Cloud Overviewlll Kick-Off Meeting — 1 hour
—1-2 hours * — 1 hour [optional]
* Engagement walk-through

* Introductions * Microsoft Defender for Cloud - Engagement tools
+ Engagement walk-through overview presentation « Expectations
+ Expectations ’ * What's next

* What's next

Define Scope - 1 hour

Secure Multi-Cloud Environments » Define and document deployment
Workshop questionnaire scope

* Fill in and return the questionnaire Configuration and Verification
+ Other pre-engagement preparations -4 hours

+ Configure engagement tools
® « Verification of deployment and
configuration

Readiness
[optional]

Pre-
engagement

Engagement
Setup

Azure Network Security Overview
— 1 hour [Optional]

* Azure Network Security
overview presentation

Azure Network Security Demonstration

and Discussion — 2 hours [Optional]

* Azure Firewall demonstration

* Azure Web Application Firewall
demonstration

* Azure DDOS Protection Standard
demonstration

 Discussion of next steps

Azure
Network
Security

Exploration

Data
Collection

c Exelegent weeks



Secure Multi-Cloud Environments Workshop phases and activities

Threat Exploration and Report Generation
— 4 hours

* Present and discuss results * Remove configuration changes
* Threat Exploration * Record next steps * Deactivate trial licenses
* Report Generation
’
* Discuss next steps
®

Threat Results Presentation — 1 hour

Engagement Decommissioning — 1 hour

Threat

Exploration Results Engagement
_ Report and Next Decommissioning
generation Steps



Use of Microsoft Defender for Endpoint

Licensing — Microsoft Defender for Cloud includes license for Microsoft Defender for Endpoint for Windows and Linux servers.
Compatibility - to be able to showcase the best possible experience with Microsoft Defender for Endpoint we need to consider the potential impact

of running Microsoft Defender for Endpoint on servers side-by-side with existing non-Microsoft antivirus (AV) and/or Endpoint Detection and
Response (EDR) solutions.

AV solution: No impact. Onboard servers to Microsoft Defender for Endpoint without
Microsoft Defender Antivirus additional changes required.

EDR Solution:

None RECOMMENDED

AV solution: It is not recommended to run Microsoft Defender To experience the full functionality of Microsoft Defender Antivirus
Non-Microsoft product Antivirus in parallel with a non-Microsoft antivirus and Microsoft Defender for Endpoint we recommend disabling or
EDR Solution: solution due to potential performance issues. uninstalling existing non-Microsoft AV solutions on the servers

included as part of the engagement.
None

AV solution: It is not recommended to run Microsoft Defender We recommend that you uninstall or disable the existing non-
Microsoft Defender Antivirus for Endpoint in parallel with a non-Microsoft EDR Microsoft EDR on the servers included as part of the engagement

EDR Solution: .solutlon due to potential endpoint performance before onboarding the devices to Microsoft Defender for Endpoint.
issues.

Non-Microsoft product
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