Keys of the Kingdom 365

Improve the protection of the privileged credentials
applying the tiering model to Active Directory.

The theft or compromise of the «keys of the kingdom» (Active Directory privileged credentials) causes extensive damage,
disruption and data exfiltration

Therefore, protection of the «keys of the kingdom» is one of the main task to increase the general security posture of every
environment.

Protection is achieved by defining management levels in Active Directory isolated from each other, called "Tier", which together are
the «Tiering model».

Thanks to the Tiering model, the probability of success of the attack techniques defined by MITRE as Privilege Escalation and
Lateral Movement can be reduced.

The definition and application of the "Tiering model" in Active Directory can be done in two ways:

= Custom: it requires a deep analysis to build a "tailormade” Tiering model.

= Secure Privilege Access (SPA) model by Microsys: predefined, optimized and low-impact method to apply the Tiering
model to Active Directory.

SPA model by Microsys:

Based on ESAE model by Microsoft, but easier to implement and manage. SPA model introduce:

» A new Organizational Unit structure, groups and delegations.

= Policy and configurations to manage accesses of privileged credentials to computers (server and workstation) in Active
Directory.
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LAPPS mobile is a web app (developed by Microsys) to obtain password of local Administrator or workstations. It is useful when a
Help Desk operator is in physically in front of the workstation and need a temporary administrative access (LAPS reset the local
Administrator password automatically after 90 minutes).

Computers in SPA model Users in SPA model

Tier 0: members of built-in groups (Domain Admins, Enterprise
Admins, Account Operators, Schema Admins). Are also considered
«T0» account with «wide» rights or «cross-tier» rights and business
critical accounts like SQL, Exchange, or PKI administrators

Tier 0: Domain Controller, Certification
Authority and business critical systems

\ Tier 1: account with administrative rights on servers located under
— Tier 1: Member server i the first-level OU of SPA model (T1 global) or with administrative
rights on some of the servers (T1 local).

Tier 2: account with administrative rights on all workstation
Tier 2: Workstation located under the first-level OU of SPA model (T2 global} or with
administrative rights on some of the workstations (T2 local).
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Scenario after application of SPA model

Privileged accounts (T0)
won't be able to do any
type of logon on
workstations (T2) and
on servers (T1)

Accounts with
administrative rights on
servers (T1) won't be
able to do any type of
logon on workstations
(T2)

Accounts with
administrative rights on
workstations (T2) won't
ba able to do any type
of logon on servers (T1)

Local administraive
access on workstations
(T2) with administrative

credential will be
possible only using local

Administrator with
password managed by

LAPS

(optional) It is possible
to use «LAPPS mabile»
developed by Microsys
to obtain local
administrative of
workstation using
mobile device when the
Help Desk operatar is
physically in front of the
workstation

It is possible to force all
or some computers in
Active Directory to
accept RDP connections
only from a specific set
of workstation where to
use safetly the
privileged credentials TO
(Jump Server o PAW)

Alternatibely to Jump
Server or PAW, it i
possible to use a PAM
solution like One
Identity Safeguard

Tools to improve security and management of SPA model

After the application of the SPA model, the adoption of tools is recommended for:

+ further increase the security of privileged credentials

* manage and monitor the quality of the SPA model over time

* add reactive/proactive detection and response capabilities.
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