Modern Authentication

One of the most vulnerable elements in your environment is the security of staff mobile devices. Our Modern
Authentication service delivers an additional layer of security to protect your team members while they are
working outside your office environment.

With a range of authentication features available, we can simplify the process in how users access your
company's files and applications.

v Mobile team member protection

v" Security check of your existing systems

v Simple log in with Microsoft's Authenticator

v" Control business & personal devices which are accessing your network.

The VigilantIT Modern Authentication service follows a five stage process which has been designed to
establish an automated process in Microsoft's Azure Active Directory (AAD).
v Authenticates user’s identity against their registered username, password and a smart phone installed
with the Microsoft Authenticator application.
v Authorises their computing access to your organisation based on agreed conditions configured in
AAD (Conditional Access policy) and using the Open Authorisation 2.0 protocol.
v Disables any legacy application authentication method.
v Allows access only from an agreed set of countries.

Service Delivery

Our Modern Authentication service will be delivered in the following stages, each stage being dependant upon
the successful completion of the previous stage.

Stage | Service

We perform a review of your existing environment to
determine the upgrades required for your organisation to be
ready for Modern Authentication.

Some applications in use may not support Modern
1 Systems Check Authentication and can either be excluded or upgraded in
Stage 2.

We will provide a quotation for all upgrades required and
where relevant will liaise with your third party vendors in
relation to upgrades required in their software.

We will implement the upgrades identified in Stage 1 and
2 Systems Upgrade arrange for the purchase of any relevant Microsoft licences if
required.




Confirm end-state and configure to  We will confirm all user groups to be configured, what levels
test-ready state of conditional access these groups will have and we will
conduct an initial test.

We will work with you to communicate with the pilot test
users and conduct the pilot test.

4 Pilot test
Any lessons learned and changes required to the process will
be rolled into documentation and planning for the full rollout.

We will carry out the rollout of Modern Authentication across
your pre-determined users and according to a pre-agreed
rollout schedule.

5 Full Rollout
During the rollout, your users will have access to our Service
Desk for standard queries and guidance relating to the
rollout.

After the rollout is complete, we won't leave you high and dry. We will be there to assist you and your team at
our standard hourly rates or we can discuss ongoing assistance packages including our general Managed
Services, our Managed Security Services and our pre-paid Professional Services options.

Pricing Schedule

Service Stage

Stage 1: Systems Check $2,365.00

Stage 2: Systems Upgrade Priced and agreed separately #

Stage 3: Configure to test-ready
Stage 4: Pilot Test $2,365.00

Stage 5: Full Rollout

*All fees are quoted in Australian dollars and excluding GST

#Stage 2 will be quoted at Time and Materials and is not included in this offer. We can arrange for purchase of required
licences or equipment as part of the Stage 2 cost.

Operations & Technology Group Pty Ltd reserves the right to withdraw or amend this offering at any time unless or where
signed agreements are in place for the provision of this service.

Please note: We are always happy to provide a quotation specifically designed for your needs. If you would prefer
to schedule a chat, reach out to us at any time.




In the current and ever changing risk landscape, it pays to ensure you have
the best available security in place for your environment and devices.

Speak to your Vigilant.IT account manager or reach out to our friendly solutions team at info@Vigilant.IT

Operations & Technology Group Pty Ltd trading as Vigilant.IT
Suite 9, 40 Yeo Street, Neutral Bay NSW 2089

+61 2 8925 1800 www.vigilant.it info@vigilant.it
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