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Maximize your security ROI

Sopra Steria RightSecurity Managed Security Services

Sopra Steria RightSecurity Managed Security Services provides rapid threat detection and
end-to-end protection in the increasingly complex cyber security landscape. We build on
your existing Microsoft security solution and give your organization an edge with new
threat intelligence, and significantly minimize both the risk and impact of cyber threats.
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Sopra Steria RightSecurity Managed Security
Services help customers to protect against
cyber threats and minimize the risk for cyber-
attacks. The services integrate to your
organizations Microsoft security solutions and
includes proactive advisory for
recommendations on security and IT
improvements to reduce cyber security risks.

Increase the maturity and knowledge on
security and establish a partnership for
development of security improvement
roadmap and management for your business.

Sopra Steria’s flexible delivery model provides
standard services to cover the whole security area.
24/7 Security Monitoring and Incident Response and
advisory to a fixed predicative price.

RightSecurity Managed Security Services - A
solid foundation for a proactive partnership in
cyber security!

The Managed Security Services is delivered by
Sopra Sterias Security Operation Center (SOC)
Service and provides 24/7 security monitoring and
incident response. We are providing a modular
product catalogue which can be implemented and
adopted to customers’ needs and security
maternity. The SOC services are implemented in
cooperation with the customers own IT and security
organization. Our approach builds on the customers’
existing Microsoft security tooling, i.e., Microsoft
Sentinel and Microsoft Defender, optimizing security
investments. This approach reduces complexity and
enables rapid deployment for managed security
services from months to weeks.

Sopra Sterias SOC

e Integrates with customers’ existing security
solutions.

e  Establish SIEM/SOAR capabilities in the
customers environment or log analyze
systems.

e Strategic and operational security advisory
e Managed Detection and Response (MDR)
for visibility, hardening, detection and
response in cloud and on-prem

environments.

e Vulnerability Assessment for monitoring
and improvement for security posture.

Security Operations Center

The SOC includes 4 basic capabilities — Threat
Protection and Playbook Management, 24x7 security
monitoring and incident response, Advisory services
and reporting.
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Managed Service Portfolio — extending the

The SOC offering can be extended with managed
security services from our product catalogue,
adapted to the customer requirements.

Way of work

The service includes regular and

standardized meetings on operational, tactical, and
strategic levels according to a fixed schedule. This
ensures regular collaboration around the threat
landscape, ongoing incidents, and improvement
areas for the purpose of shared situational
awareness and security improvement.

Goals and Ambitions for Security Roadmap for Security

Operational
s .
A

Advisory and reporting

On the advisory level the service provides both
operational, tactical, and strategic advisory.

The advisory also include dynamic reporting, custom
threat assessments + weekly threat updates.
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Our Security Dashboard provides insights in security
status from correlated analyzes based on real-time
information from security tooling and provides
decision making support for the customers
operational and strategic security processes.

About Sopra-Steria

Sopra Steria, a European Tech leader recognized for
its consulting, digital services and software
development. With 47,000 employees in nearly 30
countries, the Group generated revenue of €4.7
billion in 2021.

Contact us!

Sopra Steria +46 (0) 8 587 650 00
Mail: info.se@soprasteria.com / www.soprasteria.se
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