
AGENDA

Day 1
Module 01 Manage �dent�ty and access 
 L01:  Conf�gure Azure Act�ve D�rectory (Azure AD) Pr�v�leged Ident�ty
Management (PIM) 
 L02: Conf�gure Azure AD for Azure workloads and subscr�pt�ons 
 L03: Conf�gure secur�ty for an Azure subscr�pt�on
 
Module 02
Implement platform protect�on 
 L01:  Understand cloud secur�ty 
 L02: Bu�ld a network
 L03: Secure the network
 L04: Implement�ng host secur�ty
 L05: Implement�ng platform secur�ty enhancements
 L06: Implement subscr�pt�on secur�ty

Day 2
Module 03 Secure data and appl�cat�ons
 L01:  Conf�gure secur�ty pol�c�es to manage data
 L02: Conf�gure secur�ty for data �nfrastructure
 L03: Conf�gure encrypt�on for data at rest
 L04: Understand appl�cat�on secur�ty
 L05: Implement secur�ty for appl�cat�on l�fecycle
 L06: Secure appl�cat�ons
 L07: Conf�gure and manage Azure Key Vault 
 
Module 04
Manage secur�ty operat�ons
 L01:  Conf�gure secur�ty serv�ces
 L02: Conf�gure secur�ty pol�c�es by us�ng Azure Secur�ty Center
 L03: Manage secur�ty alerts
 L04: Respond to and remed�ate secur�ty �ssues
 L05: Create secur�ty basel�nes
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