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Key Security Areas
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Add custom rule

A custom rule is made up of one or more conditions followed by an action. All custom rules

for an Application Gateway WAF policy are match rules.

Learn more about custom rules

Custom rule name * | GeoRule

Priority * (0 | 2

Conditions

If

Match type @ Geo location

Match variables

El

Match variable * (@ Remaotelddr

+ Add another match variable

Operation

(:) Is @ Is not

Country code *

| 2 selected

-

= Add new condition

£ 3

Then Log traffic only

Allow traffic
Deny traffic

Log traffic only



Bot {7"—‘%; ( Public Preview) - s

‘/_,_-) Search (Ctri+/) | « save X Discard () Refresh

@& overview A pre-configured rule set is enabled by default. This rule set protects your web

application from common threats defined in the top-ten OWASP categories. The default
rule set is managed by the Azure WAF service. Rules are updated as needed for new
attack signatures. Learn more
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® Toos Managed rule set 2 selected

< OWASP_3.0
(® expandall  +/ Enable (%) Disable

Settings

1+ Policy settings
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Microsoft Azure Key Vault
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https://docs.microsoft.com/zh-tw/azure/key-vault/secrets/tutorial-rotation
https://docs.microsoft.com/zh-tw/azure/key-vault/general/event-grid-overview
https://docs.microsoft.com/zh-tw/azure/event-grid/event-schema-key-vault?tabs=event-grid-event-schema
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Home » Security Center

Hl Security Center | Pricing & settings

Showing subscription 'Ju's Microsoft Azure Internal Consumption’

L Search (Ctrl+/]
General
Q overview
& Getting started
¥= Recommendations
0 security alerts

#  Inventory
‘ ‘Workbooks

B Community

Cloud Security

0 Secure Scare

9 Regulatory compliance

O Azure Defender

= Firewall Manager

Management

Pricing & settings

i Security policy

il Security solutions

:I: Pricing & Settings

Configure pricing, data collection and additional settings of your Azure subscriptions and workspaces.

6 MANAGEMENT GROUPS 1 SUBSCRIPTIONS 2 WORKSPACES

|/':' Search by name

Name Azure Defender plan
o [#4] 72f908b1-8661-41af-91ab-2d7¢d011db4T (1 of 2 subscriptions)
['] €SS (1 of 1 subscriptions)
v [£%] caPs (1 o 1 subscriptions)

~ [#4] TeAD (1 of 1 subseriptions)

| Ju's Microsoft Azure Internal Consumption On (partial]

[.‘,-.’.] GSMO-MG (0 of 1 subscriptions)
[#4] ToBeldentifiedMG (0 of 1 subscriptions)
=P 12LAwarkspace on

.@ judata on
=

> Secunty Center >

17 Settings | Azure Defender plans

Ju's Microsof

zure Internal Cons

|.. Search (Ctrl+

Settings
Azure Defender plans
X Aulo provisioning
Email notifications

a
@ Integrations

15 Workflow automation

W continuous export
L3

Cloud cennactors

o Azure Defender provides enhanced security. Learn more >

Azure Defender off

»" Continuous

~* Azure Secure Score

pent and security recommendations

~ Continuous assessment and security recommendations
~" Azure Secure Score

+ Justin time VM Access

+*" Adaptive application controls and network hardening
+*" Regulatory compliance dashboard and repors

+ Threat protection for Azure Vs and non-Azure servers
(including Server EDR)

~" Threat protection for supported Paas services

Azure Defender plan will apply to: 34 resources in this subscription

~ Select Azure Defender plan by resource type Enable all

Azure Defender for

B e

7 servers

Resource Quantity Pricing

£15/Server/Month

Plan

§15/Instance/Month

| {®] app service 2 instances o] a» o

ﬂ Azure SOL Databases 2 servers $15/5erver/Manth @ On off
s/ServeriManth -

m SOL servers on machines 0 servers :;}CS::C:IC\"!:!):\:[ w Off

B Cpen-source relaticnal databases 0 servers $15/5erver/Manith @ on Off

= sterage 12 storage accounts $0.02110k transactions  (§) on off

w5 Kubemetes 4 kubernetes cores $2/VM core/Month @ On off

& container registic

3 container registrie 1029 mage
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Active alerts

- 7 3t 52 F A1 3 E A (Dangling DNS detection)

# 55

AA

Affected resources

Severity ==

D Severity || Alerttitle T

Z-"g“

High

L
o u.

Sample alert

Sample alert

Subscription == ASC DEMO

Low, Medium, High <

Affected resource T,
= Sample-Storage

= Sample-Storage

Status == Active X

Time == Last month X

Activity start time (...

01/25/21, 11:13 AM

01/25/21, 11:13 AM

I+igh (59) | Medium (626]

2%,3) DNS SEH& B chFI 60T DNS HE
S SEIEHEIEE Cookie

Active alerts by severity
—
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o Dangling DNS Recor...

danglini
gling

01/24/21, 1241 PM

O0O0o00000000).go0a

o Azure Security Cente.

0 Azure Security Cente..
U Azure Security Cente...
o Azure Security Cente..
o Azure Security Cente.
U Azure Security Cente..
O Azure Security Cente..
0 Azure Security Cente..
o Digital currency mini.

Q@ Digital currency mini..

i Openshift-Cluster-1

#& aks-engine-arc-test-2
aks-engine-arc-test-2

_ij' aks-engine-arc-test-2

microsoft.azuredefe
3 app-Ix
@ app-ix

£ ASC-Arc-OpenShift-...

. 01114721

01/20/21, 01:26 PM
01/19/21, 07:22 PM
01/18/21, 01:16 PM
, 04:50 PM

01/14/21, 01:26 PM
01/14/21, 01:26 PM
01/14/21, 01:26 PM
01/14/21, 1112 AM
01/13/21, 12:38 PM

01/13/21, 12:38 PM

"7 Add filter
| No grouping V|
1L MITRE ATTS.... Status T
# Pre-attack Active
i“ Exfiltration  Active
Active I
) Persistence  Active
€D Persistence  Active
C_,' Persistence  Active
C:f' Persistence  Active
C.f' Persistence  Active
CD Persistence  Active
) Persistence  Active
€ Persistence  Active
c: Execution Active
% Execution  Active

Low (138)

Dangling DNS Record detected on App
Service

High

Severity

Active
Status

O 01/24/21,12:4...

e

~

Alert description

A DNS record that points to a recently deleted App Service resource has
been detected. This is also known as "dangling DNS” entry and leaves you
susceptible to a subdomain takeover. Subdomain takeovers enable malicious
actors to redirect traffic intended for an organization's domain to a site
performing malicious activity.

Affected resource

&

dangling
Web application laas

Playground
Subscription
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o RIFERM Key Vaulthy Azure Defender

Home » Security Center

L Search (Ctrl+/)
General
Q overview

& Getting started

Recemmendations

0 Security alerts

#  Inventory

‘ ‘Workbooks

B Community

Cloud Security

o Secure Scare

9 Regulatory compliance
O Azure Defender

= Firewall Manager

Management

Pricing & settings

Security policy

il Sccurity solutions

Security Center | Pricing & settings

Showing subscription 'Ju's Micresoft Azure Internal Consumption’

' I i Pricing & Settings
Configure pricing, data collection and additicnal settings of your Azure subscriptions and workspaces.

6 MANAGEMENT GROUPS 1 SUBSCRIPTIONS 2 WORKSPACES

] O Search by name

Name Azure Defender plan
o [#] 72¢980b+-86f1-41af-91ab-2dTcd011db4T (1 of 2 subscriptions)

L [] €SS (1 of 1 subscriptions)

] CAPS (10t 1 subscriptions)

~ [#4] TeAD (1 of 1 subseriptions)

| Ju's Microsoft Azure Internal Consumption On (partial)

GSMO-MG (0 of 1 subscriptions)

] TeBeldentifiedMG (0 of 1 subscriptions)
=P 12LAwarkspace on

.@ judata on
=

*" Ju's Microsoft Azure Internal Consumption

Search (Ctrl+/) «

Settings

Azure Defender plans
2 Auto provisioning
& Email notifications
@ Integrations

Workflow automation

&

o

Continuous export

[}

Cloud connectors

7 Settings | Azure Defender plans

Azure Defender off

v/ Centinuous assessment and security recommendations
« Azure Secure Score

X Just in time Vi A

k hardening

Azure Defender on

+/ Continuous assessment and security recommendations
« Azure Secure Score

«+* Justintime VM Access

+ Adaptive application contrals and network hardening
' Regulatory compliance dashboard and reports

+ Threat protection for Azure VMs and non-Azure servers
(including Server EDR)

+ Threat protection for supported PaaS services

~ Select Azure Defender plan by resource type Enable all

Azure Defender for Resource Quantity Pricing
B servers Loading. $15/Server/Month o
E‘E App Service Loading... $15/Instance/Month @
B, Acure SOL Databases Loading.. §15/5erver/Month o)

§15/5erver/Month
ﬂ SQL servers on machines Loading.. $0.015/Core/Hour o]
ﬂ Open-source relaticnal databases Loading... $15/Server/Month 0]
= Storage Loading... 30.02/10k transactions o
o Kubernetes Loading.. $2/VM core/Manth 0]
@ Container registries Loading... $0.29/Image
| © eyt Loading.. $002/10k transactions
(%) Resource Manager Loading.. /1M resource
management operations
@ ons Loading.. $0.7/1M DNS queries o
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Key vault

J Search (Ctrl+/

Overview
Activity log
Access control (JAM)

Tags

f Diagnose and solve problems

Events (preview)

Automation

Export template

Resource explorer

Settings
Keys
Secrets

¥ Certificates

Access policies
Networking

Security @
Properties

Locks

() contosoakv3 | Security

©Q visit security Center to manage security across your virtual networks, data, apps, and more

Recommendations

10

Security alerts

09

Azure Defender for Key Vault On

Recommendations

Security Center continuously monitors the Azure Key Vaults in your environment to identify security vulnerabilities
and recommends actions to mitigate them in order to reduce the attack surface and increase security posture,

Description T4 Severity 11

Diagnostic logs in Key Vault should be enabled

0 Low

E‘- View additional recommendations on other resources in Security Center >

Security incidents and alerts

Security Center uses advanced security analytics and threat intelligence to alert you on suspicious activities
in your Azure Key Vaults that potentially malicious. Security alerts displayed below are from the past 21 days.

o Check for Azure Defender Alerts on this resource in Azure Security Center >
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