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https://docs.microsoft.com/zh-tw/azure/key-vault/secrets/tutorial-rotation
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:I: Pricing & Settings

Configure pricing, data collection and additional settings of your Azure subscriptions and workspaces.
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o Azure Defender provides enhanced security. Learn more >
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~" Azure Secure Score

+ Justin time VM Access

+*" Adaptive application controls and network hardening
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~" Threat protection for supported Paas services
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~ Select Azure Defender plan by resource type Enable all
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Security Center | Pricing & settings

Showing subscription 'Ju's Micresoft Azure Internal Consumption’

' I i Pricing & Settings
Configure pricing, data collection and additicnal settings of your Azure subscriptions and workspaces.
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Name Azure Defender plan
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Settings

Azure Defender plans
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7 Settings | Azure Defender plans

Azure Defender off

v/ Centinuous assessment and security recommendations
« Azure Secure Score
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Azure Defender on

+/ Continuous assessment and security recommendations
« Azure Secure Score

«+* Justintime VM Access

+ Adaptive application contrals and network hardening
' Regulatory compliance dashboard and reports

+ Threat protection for Azure VMs and non-Azure servers
(including Server EDR)

+ Threat protection for supported PaaS services

~ Select Azure Defender plan by resource type Enable all

Azure Defender for Resource Quantity Pricing
B servers Loading. $15/Server/Month o
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J Search (Ctrl+/

Overview
Activity log
Access control (JAM)

Tags

f Diagnose and solve problems

Events (preview)

Automation

Export template

Resource explorer

Settings
Keys
Secrets

¥ Certificates

Access policies
Networking

Security @
Properties

Locks

() contosoakv3 | Security

©Q visit security Center to manage security across your virtual networks, data, apps, and more

Recommendations

10

Security alerts

09

Azure Defender for Key Vault On

Recommendations

Security Center continuously monitors the Azure Key Vaults in your environment to identify security vulnerabilities
and recommends actions to mitigate them in order to reduce the attack surface and increase security posture,

Description T4 Severity 11

Diagnostic logs in Key Vault should be enabled

0 Low

E‘- View additional recommendations on other resources in Security Center >

Security incidents and alerts

Security Center uses advanced security analytics and threat intelligence to alert you on suspicious activities
in your Azure Key Vaults that potentially malicious. Security alerts displayed below are from the past 21 days.

o Check for Azure Defender Alerts on this resource in Azure Security Center >
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