/XRcHIVEzs0

Microsoft Teams Archiving

Compliant, secure, holistic retention and management of employee
communication for regulatory and policy needs

Adoption of collaboration platforms, such as Microsoft Teams, is escalating.
Organizations are urgently trying to support work from home orders. Products
like Office 365 and Microsoft Teams are helping remote workforces stay
connected and productive. However, they also present challenges to
organizations' regulatory, privacy and risk management obligations.

Archive360 ensures that organizations can comply with their regulatory
obligations, address privacy concerns and mitigate risk. Archive360 for Journaling
directly supports compliant, intelligent and holistic archiving and management of
Microsoft Teams. Implemented by some of the most highly regulated
organizations worldwide, Archive360 directly addresses the needs of IT, Security,

Legal and Compliance teams.

Collaboration meets Compliance

Support growing requirements for
your global remote workforce while
addressing your SEC, FINRA, MiFID Il
and other regulatory requirements.
Archive360 is optimized for
organizations with heavy
collaboration workloads. Full native
content support ensures compliant
capture, management and archiving
of all Teams conversations, with
complete chain of custody.

Built for the Cloud

Archive360 is the first intelligent
information management and
archiving platform built for the Azure
Cloud. This means that your sensitive
Teams data, as well as all other
archived data, always stays in your
Microsoft Cloud under your direct
control — encrypted with your keys.

Intelligent Risk Mitigation
All Teams conversations and
associated files and content are

scanned and classified before archival.

Potentially sensitive data and Pll is
identified and reviewers are
automatically alerted to policy
violations. All Teams data is
appropriately (based on content,
context, ownership and geographic
location) secured, archived, and
searchable.

Holistically
Archive and
Manage All
Teams
Conversations
and Content

Channels

Communications
in a Private
Channel

Direct messages

Edits to messages
(captured as
separate

messages)
Group messages

Files shared in
communications

Files not sent in a
communication

Deletions

Integrated apps
(wikis, etc.)
Video

Voice

Unlike other vendors, Archive360 oty b [ Yourcious N s
provides full data migration and cloud SV iy
management of your Teams data, all A
in one solution. No paying for and Sunelance

Pll

relying on a proprietary third-party
cloud provider with confusing,
questionable security controls.
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Military-Grade Security and Access Control

» Content and context-aware Security Gateway
encryption (in transit/at rest) delivers the highest
levels of data security and automatically supports
your data classification, taxonomy and data
management requirements.

* Encryption and key-management delivered on-
premises and in the cloud address the most
stringent data privacy and protection requirements.

» Customer-controlled and customer-managed
encryption keys further protect your data and
ensure no vendor lock-in.

e Secure and audited data access and role-based
access control.

Compliance Archiving & The Power of PaaS

» Zero vendor lock-in! Ensure you always retain
control and ownership of your data. Unlike SaaS-
based solutions, all data is stored in your tenant in
your private cloud.

» All Teams conversations (one-to-one, group and
channel communications, as well as files and
content), are appropriately archived to meet in-
country data residency and disposition
requirements.

» Control costs via scalability on demand — use (and
pay for) only what your need.

* Full support for policy-driven tiered storage and
WORM/SEC compliant immutable storage.

About Archive360

Al-Powered Content Scanning and Tagging

Leverage the power of integrated Artificial
Intelligence with predictive scanning classification
and tagging of your content BEFORE archival.
Content-aware protection of sensitive data actively
managed through both content and context
inspection.

Ensure compliance with external privacy regulations
(i.e. GDPR, CCPA, HIPAA, PCI-DSS) as well as
internal policies.

Al-Powered Content Alerts & Surveillance

Intelligent, Al-powered support of your FINRA Rule
3110 and NYSE Rule 342 supervisory review
requirements.

Automated alerts if policy violations detected.

Al-Powered Analytics, Search, e-Discovery

On-demand data analytics and intelligent search to
help with cost control.

Identify and investigate data trends, expose risks,
mitigate fraud and liability.

Meet complex eDiscovery and legal hold/case
management requirements

Archive360 is the enterprise information archiving company that businesses and government agencies worldwide
trust to securely migrate their digital data to the cloud, and responsibly manage it for today's regulatory, legal and
business intelligence obligations. This is accomplished by applying context around the search, classification, and
indexing of data including files, videos, and emails - all while allowing organizations to maintain full control over
privacy, access, and compliance. Archive360 is a global organization that delivers its solutions both directly and
through a worldwide network of partners. Archive360 is a Microsoft Cloud Solution Provider, and the
Archive2Azure™ solution is Microsoft Azure Certified. To learn more, visit www.archive360.com.
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