Model Governance
with ModelOp Center

Control Risk, Enforce Policies
and Pass Audits
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1. Increased Al Model Usage...

Increased Al Model Usage Doesn’t
Have to Result in Increased Risk

Across your enterprise, the use of Al models continues to expand. As Al is deployed
across more teams, the business benefits can continue to proliferate. However, without the right
governance capabilities, this expanded Al usage can also present the business with massive risk.

As Al models expand across teams and technologies—and regulatory requirements continue to grow more
stringent—manual, ad hoc governance efforts simply don't cut it.

That's why you need ModelOp Center.

With ModelOp Center, your team can establish unified, automated governance over Al models deployed
across the organization. With the solution, your teams can dramatically streamline model governance,
while you ensure continuous compliance with internal policies and external regulations.




2. Al Models: Increasing Criticality, Scope and Complexity

Al Models: Increasing Criticality,
Scope and Complexity

Within enterprises, reliance on Al has continued to grow. in the process, everything
associated with Al is also expanding:

Increasing Criticality

Al models are playing an increasingly foundational role in business-critical decision making and processes,
and addressing more strategic applications. In the process, these models continue to play a more
prominent role in the ultimate fortunes of the business.

Expanding Scope

These models are being implemented by more and more teams, who are deploying expanding numbers
of models. Over time, the scale of implementations, including data volumes, numbers of users and
integrations also continues to climb.

Mounting Complexity

Along the way, complexity also continues to proliferate, with different models, development platforms,
deployment environments and so on all continuing to expand. Increasingly, model development and
validation are being conducted both onshore and offshore, which can further complicate matters.

Intensifying Regulatory Scrutiny

Models are often subject to regulatory oversight. The rules teams have to comply with continue to evolve,
while the scrutiny only increases. In the financial services sector, the Federal Trade Commission (FTC)
enforces a number of laws that apply to the use of models, including the Fair Credit Reporting Act and
the Equal Credit Opportunity act. More generally, organizations need to ensure Al models and other

data management practices comply with such privacy regulations as the European Union's General Data
Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA).

Further, more regulations are expected. For example, the Office of the Comptroller of the Currency (OCC)
and several other agencies are investigating the use of Al models, which is expected to yield updated rules
for financial firms. Also, in April 2021, the European Commission released draft regulation on Al, which is
anticipated to form the basis of a comprehensive EU law on automated decision making.

For all these reasons, the governance of Al models grows both more critical, and more difficult.

“Sharpening the organization’s thinking about show-stopping risks is only a
start. Also crucial is the application of company-wide controls to guide the
development and use of Al systems, ensure proper oversight, and put into
place strong policies, procedures, worker training, and contingency plans.”

McKinsey Global Institute



https://www.mckinsey.com/~/media/McKinsey/Business%20Functions/Risk/Our%20Insights/McKinsey%20on%20Risk%20Issue%207%20Summer%202019/McKinsey-on-Risk-7-full-issue-v9.ashx

3. The Governance Challenges

The Governance Challenges

For IT and risk management leaders, the growth of Al presents some mounting
responsibilities.

The development and use of Al models have to be governed to ensure compliance with internal policies
and relevant regulatory mandates. Ultimately, the models in place can prove to be a major asset, or a
major vulnerability, and having the right governance in place can make all the difference.

The problem many teams are facing is the fact that so many deployments have sprung up in an isolated
fashion. Across many organizations, a number of different teams are now running Al models. Invariably,
each team has its own processes, tools and platforms.

This siloed, fragmented approach presents several key challenges:

Lacking central production model inventory. When confronted with basic questions—such as
“how many models are running in production?’—risk management, IT and other teams lack clear answers.
Assets and artifacts, such as data sets used to train models, approval histories, source code files and so on,
are in varying repositories and formats, and difficult to find and track.

Lacking consistent processes. Because models are developed and deployed in a disparate
fashion, there's no consistent process in place. Further, because many teams that are now deploying Al
models don't have risk management backgrounds, they may lack formal processes, and may skip important
approvals and gating workflows.

Lacking consistent, comprehensive monitoring. Because models are developed and deployed
in a disparate fashion, there’s no consistent process in place. Further, because many teams that are now
deploying Al models don't have risk management backgrounds, they may lack formal processes, and may
skip important approvals and gating workflows.




4. The Implications

The Implications

Right now, the status quo is creating a range of issues and obstacles in
organizations:

Manual, time-consuming efforts. Given the lack of centralized tracking and asset aggregation,
teams are constantly resorting to manual, time-consuming efforts needed to assess status, run reports and
so on.

Reactive. Too often, central IT and risk teams are not finding out about models until after they're
deployed. Rather than being able to proactively manage compliance, risk teams are being forced to
respond after an audit has been initiated or a policy breach has been discovered.

Lack of consistency in policies and policy enforcement. Across teams, there aren’t formal
definitions of requirements and processes. Due to this inconsistency, it is difficult to ensure each model
goes through the required gates, approvals and checkpoints.

Lack of visibility. Given the lack of centralized, unified model governance, it is either time
consuming or downright impossible to accurately assess models. For example, if an internal auditor wants
to validate the data used to train a given model, it may be extremely difficult to find the actual version of
the data set used.

Lack of scale. Within many organizations currently, governance happens manually. Various teams
are generating reports and aggregating data from various spreadsheets. When one or two models are
running, this kind of ad hoc, piecemeal approach to governance may suffice, but it fundamentally can't
scale beyond that. This is particularly true given the complex, heterogeneous nature of model deployments
running across the enterprise, and the intensifying, evolving nature of regulatory oversight.

Exposure. With only sporadic, ad hoc monitoring, enterprises are constantly exposed to the risk of
models running in a non-compliant fashion. Ultimately, the details matter, but more importantly, the ability
to ensure policies and processes are adhered to—and that those controls can be demonstrated, is critical.

The end result? Particularly in financial services, organizations are exposed to excessive risk. In many cases,
the result has been that organizations have been hit with penalties of tens and even hundreds of millions
of dollars—all due to a lack of consistent policy enforcement and compliance breaches. In fact, two of

the 10 largest regulatory fines issued in 2020 were related to insufficient risk management controls, and
accounted for fines of $400 million and $85 million.

Scenario: How Do Audits Play Out in Your Organization?
An auditor asks you for a complete list of models running across the organization.

How do you gather and report on the information? Sending emails to various teams and then gathering
and consolidating spreadsheets? Or do you hit a button and generate a report?

Next, the auditor wants details about a specific model, including who it was approved by, what data was
used to train the model, when it was put into production and so on. Does this precipitate another labor-
intensive, search/aggregate/report effort? Or is all this information also readily available?




5. Requirements

Requirements

While tools are available that offer basic tracking of workflows, those capabilities
don't address the critical need for comprehensive model governance. To establish
effective, authoritative and efficient governance, teams need to address these requirements:

Standard, documented definitions. First, it is essential to create standardized definitions of
key concepts, most fundamentally, starting with what a model actually is. Teams must also be able to
categorize what constitutes a high, medium and low risk model; and then establish a lifecycle aligned with
that categorization. In this way, for example, teams can consistently ensure that high-risk models are given
the highest levels of scrutiny.

Complete model inventory. In a central fashion, teams need to be able to gain visibility of all
models, across teams, tools, domains and technologies. For consistent, efficient compliance with internal
policies and external regulations, comprehensive sets of assets need to be tracked and captured.
Ultimately, teams need detailed traceability of all specifics around each model running, including source
code samples and details around approvals and approvers.

Comprehensive monitoring. Teams need to establish consistent, comprehensive monitoring of
models. This includes monitoring for performance as well as data, ethics and fairness. In this effort, it is
important to be able to establish custom, intelligent thresholds in order to ensure that teams are only
getting alarms when real issues arise, rather than getting a bunch of false alerts. In addition, it is important
to ensure risk management and IT governance teams are given the opportunity to review and approve
these thresholds.




6. The Solution: ModelOp Center

The Solution: ModelOp Center

ModelOp Center offers enterprises a way to centrally, consistently and efficiently
manage all their Al and ML models. The solution enables teams to optimize the entire model
operations lifecycle, from initial deployment through to retirement. With ModelOp Center, teams can
automate and orchestrate comprehensive governance workflows.
With the solution, you can:

Use a rules-based engine to automate monitoring and enforcement of controls.

Leverage governance controls to ensure model quality and compliance.

Gain complete flexibility to align your implementation with your organization'’s specific technologies,
policies and objectives.

Get started with customizable processes that speed initial set up.

Achieve fast, efficient and authoritative auditing and compliance reporting.




7. Complete Capabilities...

Complete Capabilities for
Defining Governance Processes

ModelOp Center facilitates fast, efficient and complete establishment of
governance processes that are tightly aligned with your organization. The solution
aids in the definition of formal descriptions of processes, standards, categories and requirements. Through
the solution, you can define how often a model needs to be monitored in production, specify revalidation
and retirement dates and so on.

Further, through the solution’s flexible integrations and APIs, ModelOp Center can seamlessly leverage
data, metadata and files submitted elsewhere and also integrate with additional systems and workflows,
such as creating a change request in Jira or service ticket in ServiceNow. With the solution, you can define
a model in the lifecycle editor of choice, and then easily onboard it into ModelOp Center. (See the page
below for complete details on all the solution’s integration capabilities.)




8. Orchestration and Automation

Orchestration and Automation

ModelOp Center provides complete support for the entire model operational
lifecycle, including model approval, validation, deployment, change, compliance
and controls and retirement. Through the solution, a single command, such as “register model”
can trigger all required approval workflows.

Leveraging orchestration and automation, risk management and IT governance teams can much more
efficiently and consistently enforce controls across different organizations. With the solution, your teams
can orchestrate simple workflows, for example, triggering an alert if a model's expiration date is reached.
You can also support more complex decision tables, enabling your teams to define intricate model risk
management rules. For example, in the case above, a notification can not only be automatically generated
once an expiration date has been reached, but, if the model continues operating for a specified threshold,
such as several days, without any updates or resolution, if approved, the solution can automatically
decommission the model and update its status accordingly.




9. Continuously Updated, Authoritative Model Inventory

Continuously Updated,
Authoritative Model Inventory

With ModelOp Center, you can track each step in the model's lifecycle, so
you can gain full transparency and auditability. with the solution, you can maintain a
comprehensive production model inventory that includes required documentation and assets, such as:
Model ID
Model documentation, including design documents
Snapshots of every version and model source

Code

Reviewers and approvers, including specific steps in review, such as whether a model was rejected,
approved, or approved with conditions

History of all jobs executed

Test metrics

Training data
Through this comprehensive production model inventory, ModelOp Center helps you establish complete,
immutable snapshots of models. As a result, even years after deployment, if issues or audits arise, you can
still produce details on how the model was developed, who approved it, the training data used and so on.

You can even provide auditors with complete reproducibility of model functionality at a given point in the
model lifecycle.




10. Monitoring: Establish Continuous Compliance Verification

Monitoring: Establish Continuous
Compliance Verification

With ModelOp Center, establishing monitoring of new models is extremely fast
and efficient, so you can ensure ongoing enforcement of regulatory, business
and risk control policies. The solution offers these advanced capabilities:

Fast, efficient implementation. The solution features pre-built models that can be used
immediately and customized as needed for your specific requirements.

Comprehensive coverage. ModelOp Center can monitor statistical, technical and infrastructure
performance issues. The solution offers monitors that cover a range of areas, including data drift, concept
drift, ethical fairness, interpretability, population scoring, characteristic stability, champion/challenger
testing, Shap testing and more.

Advanced orchestration and automation. With its advanced capabilities, ModelOp Center
enables your teams to automate a range of activities, including detecting issues with operational
performance, enforcing risk and governance controls and orchestrating problem remediation and updates.
For example, the solution offers integration with ServiceNow and other IT service management platforms
for incident and change management.

Granular threshold configuration. ModelOp Center offers intelligent benchmark and threshold
setting capabilities, so you can minimize false positives and negatives. It also can help ensure IT and risk
management teams approve thresholds before implementation.

With these capabilities, the solution enables your teams to foster continuous compliance and model
improvement.




11. Seamless, Flexible Integration and Model Support

Seamless, Flexible Integration
and Model Support

With its advanced capabilities and flexible integration, ModelOp Center provides
one platform for managing all your Al, ML and analytics models.

With the solution, you can manage models built with a wide range of development tools and frameworks,
whether you have teams working with R, Python, C, Scala or all of the above. You can also centrally track
models running on premises and in a broad range of cloud environments.

ModelOp Center seamlessly integrates with your enterprise ecosystem, including your model development
tools, IT systems, risk management systems and business applications. The solution features more than

40 pre-packaged integrations. Further, the solution’s RESTful APl makes it easy to add support for new
technologies and applications whenever needed.

ModelOp Center Features More Than 40 Prepackaged Integrations

- Al model factories

- Model frameworks

- Model workbenches

+ Shared IT systems

+ Cloud-based ML services
-+ Bl visualization tools

View the Full List of ModelOp Center Integrations.



https://www.modelop.com/product/integrations/

12. Enabling Governance for Risk, IT and Data Teams

Enabling Governance for
Risk, IT and Data Teams

ModelOp Center represents one platform that can support all aspects of model
governance, delivering the capabilities each of these different teams require:

Risk management. Through integration with model risk management systems, your teams can
ensure compliance thresholds are adhered to at all times.

IT governance. The solution supports governance throughout the IT lifecycle. With the solution,
you can define and manage workflows through development, quality assurance, user acceptance testing,
integration testing and SecOps testing to ensure there are no vulnerabilities. If issues are detected, teams
can seamlessly, automatically open change requests in ServiceNow, run modifications by IT governance
change review boards, route for SecOps review and so on—with all progress updates tracked in the model
inventory.

Data governance. For teams dedicated to ensuring that models operate in an ethical, unbiased
fashion, ModelOp Center offers extensive capabilities. With the solution, teams can quickly access the data
used to train models and evaluate whether bias was introduced, private data was used in a non-compliant
fashion and so on.




13. The Benefits of ModelOp Center

The Benefits of ModelOp Center

By implementing ModelOp Center, your team can realize these key advantages:

Streamline governance. ModelOp Center delivers the central, powerful and unified controls
and visibility that can significantly boost staff efficiency and productivity. With the solution, your teams
can eliminate wasted time and inefficiency associated with emailing requests, aggregating spreadsheets,
chasing down artifacts from disparate sources and so on. Through the solution’s automation, teams can
reduce overall workload associated with model validation and governance by 20-30%.

Boost compliance. ModelOp Center enables the automation, process standardization and unified
control and visibility that help promote more consistent policy compliance across the organization. The
solution offers all the capabilities teams need to establish standardized, repeatable, demonstrable and
auditable governance processes. With these capabilities, your teams can significantly reduce the business
risk associated with poorly performing, faulty, biased or non-compliant Al models.




14. Conclusion

Conclusion

With manual, ad hoc governance, your teams simply can't scale to support your diverse Al models
and technologies, increasingly large-scale and business critical applications and evolving regulations
and internal policies. That's why you need ModelOp Center. With the solution, you can establish the
automation, unified visibility and control and continuous monitoring that dramatically streamline
governance and boost compliance.
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