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Quickstart - LWM2M to Azure IoT Hub
Quickly integrate LWM2M devices to Azure IoT Hub

/ / QuickStar t LWM2M-to-Azure

This guide will walk you though integrating a LWM2M device to Azure IoT Hub using an available
solution template.

If you already have an IoT Hub, you can skip this step.

For a detailed walkthrough from Microsoft, check out the following link: 
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-create-through-portal

LWM2M to Azure IoT Hub

Pre-requisites

1. Account on Tartabit IoT Bridge.

2. Access to a Microsoft Azure subscription.

3. LWM2M device that supports registration or bootstrap with CoAP over DTLS.

1. Create an IoT Hub in Azure

https://docs.tartabit.com/en/QuickStart
https://docs.tartabit.com/en/QuickStart/LWM2M-to-Azure
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-create-through-portal
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A: Select an existing resource group or create one.▸

B: Provide a unique name for your IoT Hub.▸

C: You can skip the other tabs and create a new Hub.▸

2. Retrieve your IoT Hub connection string

1. Navigate to your new Azure IoT Hub.
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2. Click Shared Access Policies. 

3. Select iothubowner (this is required because the IoT Bridge will automatically provision devices
in the IoT Hub as they are needed). 

4. Copy the Connection string - primary key value and save it for later. 
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If you have a LWM2M device, you will need to save the following information for later:

If you don't have a LWM2M device, you can use the Anjay open source client from AVSystem. If you
already have a LWM2M device, you can skip this step.

Go to https://github.com/AVSystem/Anjay  to find the instructions to build and run the Anjay
client on your PC. We will cover the required command line arguments in a later step.

You can choose your own endpoint, identity and pre-shared key at this point, or use the randomly
generated values as part of the import.

Follow the steps below to import the solution template:

3. Prepare a LWM2M device

Endpoint▸

DTLS Identity (as a string)▸

DTLS Pre-shared key (Hex encoded)▸

4. Import the solution template

https://github.com/AVSystem/Anjay
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1. Click Solution Templates at the bottom of any page. 

2. Find the LWM2M to Microsoft Azure IoT Hub template and click Import. 

3. Follow the instructions below to import the template:

A: If you know the endpoint, identity, and pre-shared key, enter it here. If you do not, save thse
values for configuring your client.

▸

For the Anjay client, the identity is specified in HEX, and you will need to hex-encode the value
generated in the import dialog before using it in the Anjay client.

▸

B: Enter the Azure IoT Hub connection string that you previously saved in Step #1.▸
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You should receive an import result like this: 

Now that everything has been imported, you can connect your first LWM2M device.

If you have your own device and entered the credentials in step #4, then you can connect it now.

If you are using the Anjay client, run the client with the credentials generated during the import
phase, or that you manually entered. Remember that the identity must be hex encoded.
./output/bin/demo --endpoint-name <endpoint> --server-uri

C: Select the option to Start Triggers this will automatically start all of the new triggers upon
import.

▸

D: Click import when finished. ▸

5. Verify the import was successful

6. Connect your LWM2M device
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coaps://bs.tartabit.com:5684 --security-mode psk --identity <hex encoded
identity> --key <pre-shared key>

You should see that your client reports connected.

Verify that the client is connected by navigating to Endpoints -> List and checking the status. 

With the device connected, you should now see it connected in the IoT Hub, and data being updated
in the device twin.

7. Check your device in Azure IoT Hub

1. Navigate to your Azure IoT Hub

2. Click IoT Devices 
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3. You should see your newly created device, click on it. 
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4. Click on Device Twin 
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5. You will see the LWM2M object data in your twin. 
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�. You can use the Azure IoT Explorer to view the telemetry as well. 

You are done!
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