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Devices » hpl-win10-0

hpl-winl0-0

MNo known risks

=

® Active

Device summary

Device details

Domain

brianhsing.fun

0s

Windows 10 WVD 64-bit
Version Other
Build 19042

Health state
Active

Data sensitivity
MNone

IP addresses
10.0.34

See |P addresses info

Onboarding status
Onboarded

Last seen

6/13/21, 2:30 PM

Overview Alerts Timeline

Active alerts

Risk level: No
known risks

180 days

We don't see new malicious activity on
this device

Security recommendaticns

& 7

<) Managetags (&) Isolate device CO Restrict app execution

Software inventory

Security assessments

Exposure level:
Medium

60 active security
recommendations

Discovered vulnerabhilities (15)

W High (15)

See all recommendations

Logged on users

2 logged on users

Most frequent: userl |

30 days

Least frequent: wvdadmin [

See all users
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Set time limit for disconnected Setting
sessions ;@ Set time limit for disconnected sessi

i=| Set time limit for active but idle Ren

Edit policy setting ~n ) o )

1= Set time limit for active Remote Des
Requirements: :=] End session when time limits are rez
At IEE'St Wmdclws Server 2003 iz Set time limit for logoff of Remoted
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A Set time limit for disconnected sessions

E} Set time limit for disconnected sessions

() Not Configured Comment:
(@) Enabled
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Supported one At least Windows Server 2003 operatin
Options: Help:
End a disconnected sessicn | 1 minute e This policy setting all

disconnected Remot
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Azure Monitor Workbook for Azure Firewall

Azure Firewall Workbook

~Aaure Firewall Premium - IDPS
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Azure Firewall Premium - IDPS

1095 Actions Count filterable by Action 1075 Protocol Count, fiterable by protocol 10PS SignatureiD: Count. fiterable by Signarurein 1075 SourcetP Count. fikerable by
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Gain insights into Azure Firewall events. You can learn about your application and network rules, see
statistics for firewall activities across URLs, ports, and addresses. This workbook allows you to filter your
Firewalls and Resource Groups, dynamically filter per category with easy to read data sets when
investigating an issue in your logs. Import via ARM Template or Gallery Template.

When deploying via ARM Template, please make sure you know what Resource ID (Log Analytics
Workgroup) you're wanting to use.

Example of a value: /subscriptions/'GUID'/resourcegroups/'RG
Name'/providers/microsoft.operationalinsights/workspaces/'Workspace Name'

This workbook visualizes security-relevant Azure Firewall events across several filterable panels for Mutli-
Tenant/Workspace view. It works with all Azure Firewall data types, including Application Rule Logs,
Network Rule Logs, DNS Proxy logs and Threatintel logs. Import via ARM Template or Gallery Template.

All IP addresses events: Query Time(9222#)) : Total Rows(148)

TimeGenerated

2021/6/13 F4843:16
2021/6/13 T*F8:43:16
2021/6/13 484317
2021/6/13 T78:43:17
2021/6/13 T*F8:43:17
2021/6/13 F48:43:32
2021/6/13 TF8:43:33
2021/6/13 F48:43:54
2021/6/13 TF8:42:01
2021/6/13 484211

2021/6/13 184214

FQDN
aefd.nelreports.net
deff.nelreports.net
aefd.nelreports.net
deff.nelreports.net
deff.nelreports.net
edge.microsoft.com
edge.microsoft.com
www.bing.com
config.edge.skype.com
www.bing.com

www.bing.com

Protocol 7T
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

HTTPS

Eliphubg

Gram VS Enterprise

wvd-log ( southeastasia )

SourcelP T
10034
10.03.4
10.03.4
10.03.4
10.03.4
10.03.4
10.03.4
10034
10.03.4
10.03.4

10.034

https://github.com/Azure/Azure-Network-Security/tree/master/Azure%20Firewall/Workbook%20-%20Azure%20Firewall%20Monitor%20Workbook

SourcePort T
55699
62564
55105
56811
54948
53646
58549
52474
51876
54947

64655

Resourceld T

ResourceGroup T,
AZFW-RG
AZFW-RG
AZFW-RG
AZFW-RG
AZFW-RG
AZFW-RG
AZFW-RG
AZFW-RG
AZFW-RG
AZFW-RG

AZFW-RG
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