1-Week Vulnerability Assessment

eCloudvalley x Microsoft Azure
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Vulnerability Assessment: 1-Wk Assessment

A vulnerability assessmentis a way to identify security weaknesses of an

organization’s digital assets such as cloud computing instances or web applications

on Azure cloud.

This assessment methodology inspect application’s vulnerabilities from outside, use
a systematic automated scanning tool to find out the vulnerabilities exposed on the
Internet which might be exploited by attackers. After the scan, assess the severity

level of the vulnerabilities and provide appropriate recommendations for

remediation to the organization.
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Vulnerability Assessment: 1-Wk Assessment

Why perform vulnerability assessment?

v" Understand where the digital assets are most vulnerable.

v" Improve enterprise security by patching systems based on the assessment report.

Deliverables:
v" Areport will be delivered that include:

* Executive summary

* Assessment overview

* Risk severity

e Vulnerability description
* Initial remediation

v' (Optional) An 1-hr consultation include:

* Vulnerability consulting
* Remediation consulting

Notes:
Pricing and duration may be varied based on the scope of assessment. ér\f‘s
Cloud
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Vulnerability Assessment Process

® o
Preparation Reporting
Connection confirmation Generate and provide
and assessment the vulnerability
environment setup. assessment report.
Communication Execution Consultation
Confirm the client’s system Provide consultation to

architecture and the scope m m customer based on the
before assessment. assessment results
Analysis
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Vulnerability Assessment Report Content
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Vulnerability Assessment Report Content
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SCIL injection

Cookies with missing, inconsistent or
contradictory properties

Cookies without HttpOnly flag set
Cookies without Secure flag set

HTTP Strict Transport Security (HSTS) not
implemented
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Vulnerability Assessment Report Content
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* https://xxx.com/frontend/login.php
Request

GET /frontend/login.php / HTTP/1.1
Referer: https://xxx.com/frontend
User-Agent: ...
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