Bridewell

Bridewell is a leading provider of cyber security, consultancy and Member of

managed services. A member of the Microsoft Intelligent Security Microsoft Intel ||gent
Association and a Microsoft Gold partner, we're partnering with Secu rlty Association
Microsoft to ensure that organisations have configured their

) i y B® Microsoft
Microsoft Azure and Microsoft 365 tenant securely, fully utilising
the features available within their licensing model.
The Cloud Security Posture Assessment Incorporates: Bridewell’s Cloud Security Posture Assessment covers:

®m A holistic technical assessment of your Microsoft Azure and Microsoft 365 tenancy = Identity and Access Management
Protecting users through securing accounts and ensuring appropriate access

= An evaluation of your current security configuration o .
control policies are implemented

= Developing a plan to implement security features not currently utilised . .
® Threat Protection and Cloud Security
= Provision of an assessment report, giving clear, concise guidance on each finding Minimising risk of attack across endpoint, mail, cloud and web, through
and how to remediate identified concerns appropriate Microsoft Defender configuration

= Data Protection

Turning Security Challenges Into Enablers for Growth Ensuring labelling is applied consistently, Data Loss Prevention is appropriately

Our recent CNI Cyber Report: Risk & Resilience study reports 93% of those surveyed configured, and data sharing is monitored and controlled

having experienced at least one successful cyber attack in the past 12 months. m Endpoint Management

Implementing security strategies to meet these challenges is not about merely applying Defining appropriate device and mobile application management processes to
greater number of controls, but identifying and implementing the most appropriate protect corporate and non-corporate devices

measures to help mitigate against the threats. In doing so, security strategy can
create competitive edge. Through understanding individual business requirements,
development and transformation needs, set against the cyber threat landscape, our
Cloud Security Posture Assessment can help you stay one step ahead.

m Security Management
Integrating with existing procedures and processes to ensure that
configuration and security changes are properly managed and governed



Identity &

Access Management
A

=Single Sign on and

Self-Service Rest
=Multifactor Authentication
=Conditional Access
=Privileged Access Management
=|dentity Governance

= Active Directory Identity
Protection

Endpoint Management
A

=Mobile Application Management

=Mobile Device Management

Data Protection
A

=Data Discovery

=Data Classification

=Data Loss Prevention

=|nsider Risk Management

=Device Encryption

=Secrets Management

=|Information and Messaging
Encryption

The Benefits
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+44 (0)3303 110 940

Endpoint Detection and
Response

Endpoint Protection Platform
Forensic Tools
Intrusion Prevention System

Threat Vulnerability
Management

Anti-phishing

User and Entity Behaviour
Analytics

Threat Intelligence Feeds
App and Browser Isolation
Attachment Sandboxing
Application Control
End-user Training

Network Firewall (URL
Detonation)

Host Firewall

Secure Email Gateway
Security Assessment
SIEM

SOAR

Incident Response
Services

DDoS Protection

loT Protection

About Bridewell

Trusted globally by highly-regulated and complex
organisations to deliver tailored cyber security, managed
security, penetration testing and data privacy services,
providing protection against cyber attacks and driving

continuous transformation.

Bridewell are a PCI DSS QSA company with NCSC, CREST,
ASSURE, IASME Consortium, SOC2, Cyber Essentials Plus,
1ISO27001, and ISO9001 accreditations. It's award-winning
team of experts, comprised of highly trained and certified
consultants work closely to understand organisations

key challenges and ambitions, creating flexible
outcome-focussed solutions to strengthen cyber security
posture, ensuring business continuity by keeping them
protected and productive from the inside out.

In today’s ever-changing digital economy, the

importance placed upon critical infrastructure cannot be
underestimated, with clients in sectors including transport
and aviation, financial services, oil and gas, government
and communications. Bridewell can be trusted to deliver

solutions that keep critical services running and ultimately

deliver real business impact. Together.
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