Co-sell Xylos Secure Modern Workplace
Endpoint Management Workshop

Xylos

= Microsoft

Tony Verhaegen & Paul Peersman



X

We believe successful solutions require a human perspective,

a strategic approach, a solid understanding of data and technology as well as a

strong execution.



The Xylos security approach
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Baseline measuring
Establish endpoint overview
Define building blocks
Create roadmap
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IMPROVE

= |Implement technology,
procedures, policies
= Improve resilience, lower risk

MANAGE

=  Follow up compliance

=  Maintain resilience level,
both for technology and
people
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Technical assessments
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Data No data to show
Device 45%
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Utiize 30 Active Discavery Tool »
® Use s Passive Asset Discovery Tool »

@ Use DHCP Logging to Update Asset lnventory *
@ Maintain Detalied Asset inventory »

@ Maintain Asset Inventory Information »

@ Adoress Unauthortzed Assets §

@ Deploy Port Level Access Control »

® Utiize Client Certificates to Autherticate Hardware Assets

Domain Overview
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Domain Risk Level: 100 / 100

It is the maximum score of the 4 indicators and one score cannet be higher than 100. The lower the

better

Stale Object : 91 /100

Itis about operations related to user or
computer objects

Privileged Accounts : 100 /100

Itis about administrators of the Active
Directory

10 rules
matched

13 rules
matched
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Trusts : 25 /100

Itis about links between two Active
Directories

Anomalies : 100 /100

Itis about specific security control points

2rules
matched

15 rules
matched




Create Roadmap

2020

Human Awareness _ Mar 1 - Mar 31
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Information Information Security Workshop . Jul1-Jul 3
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Endpoint Management

Based on 4 major cornerstones:

Enrolling and managing Endpoints

Protecting and securing all Endpoints and

applications

Maintaining and updating endpoints to

achieve compliancy

Delivering applications in a secure manner

! Personal :
. Devices

: Applications

Updates

Compliance o—

{  Desktop
i Delivery :

! Enrollment :

Endpoint
Security

Lifecycle
1 Management

Encryption '



Enroll

Provide specific enrollment methods for
i0S/iPadOS, Android, Windows, and macOS

Provide a self-service Company Portal for users to
enroll BYOD devices

Deliver custom terms and conditions
at enrollment

Zero-touch provisioning with automated enrollment
options for corporate devices

Support & Retire
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Revoke access to corporate resources
Perform selective wipe

Audit lost and stolen devices

Retire device

Provide Remote Assistance
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User

@ Configure
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Deploy certificates, email, VPN, and Wi-Fi profiles
Deploy device security policy settings

Install mandatory apps

Deploy device restriction policies

Deploy device feature settings

L_lﬁ Protect
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Restrict access to corporate resources if policies are
violated (e.g., jailbroken device)

Protect corporate data by restricting actions such as
copy/cut/paste/save outside of managed app
ecosystem

Report on device and app compliance



Technical Support Services
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. Standard Premium

Essentials ]
Service Desk Access Technical monitoring Incident Priority Upgrade
Incident handling Backun Management ' _ _
(All incidents included) P g Functional / Technical Advisory

Patch management ; Compliancy monitoring Xylos Technical
: Account Management

Essentials: Business hours, Standard and Premium: 24/7

Service Delivery Management

Service reporting Service Management Governance

Support Package

Standard changes Non-standard changes Functional support Information request



Xylos

Inspired by technology,

atypical by nature.



