Kovrr financially quantifies enterprise
cyber risk. On-demand.

Cyber Decisions. Financially Quantified. Kovrr's Quantum Platform enables
decision makers to seamlessly drive
actionable cyber risk management
decisions.
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Cyber Risk threatens the resilience of 150m+ businesses globally.

Boards, CRO’s and CISO'’s struggle to understand and communicate their business’s exposure to cyber risk.

This leads to a sub optimal ROl on their cyber security investments and decisions that are required to
effectively manage this growing and dynamic threat.

BRIDGING THE TECHNICAL GAP
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Quantum - Financially Quantification of Enterprise Cyber Risk

Cyber Decisions. Financially Quantified.

Transforming the world’s cyber security data into financially quantified cyber risk management decisions.

Cyber Security Data Cyber Decisions.

Financially Quantified
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Frictionless, Scalable and Insurance Validated
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Quantum —-Financially Quantified Enterprise Cyber Risk

Product
Overview
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Strategic Overview of exposure. Prioritized risks. As they change.

Average Exposure Low Exposure High Exposure

$19,384,500 $107,200 $131,360,000 @

The weighted average of the 10,000 simulated years. There is a 98% chance that the company will suffer a loss that will exceed There is a 1% chance that the company will suffer a loss that will exceed
$107,200 in the next year from cyber events. $131,360,000 in the next year from cyber events.

Total Annual Cyber Risk Exposure Loss Drivers Breakdown

Exposure to Loss by Yearly Probability
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Understand the impact of cyber attacks and 3™ party serivce provider failures

Ransomware & Extortion Annual Risk Exposure  Tail Events

$3,263,100

Average Quantified Loss

$101,300 $50,003,000

Low Exposure High Exposure

®©

Probability Probability

Events in which a hacker infiltrates into a computer system
and threatens to commit a malicious act unless a ransom fee
is paid. The scope extends to extortion payments made and
expenses incurred in responding to those demands.

Damage Types

Extortion Recovery Expenses Extortion Payment
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Quantum —-Financially Quantified Enterprise Cyber Risk

Insights into multiple cyber events that could cause severe losses

Ransomware & Extortion

$3,263,100

Average Quantified Loss

$101,300

Low Exposure

®

Probability Probability

$50,003,000
High Exposure

Events in which a hacker infiltrates into a computer system
and threatens to commit a malicious act unless a ransom fee
is paid. The scope extends to extortion payments made and
expenses incurred in responding to those demands.

Damage Types

Extortion Recovery Expenses Extortion Payment

Annual Risk Exposure  Tail Events

Ransomware
A Ransomware attack was carried out by exploiting a vulnerability in PostgreSQL (DB).

Event Type Systemic
Event Cause Attack

Technologies Impacted
Duration 67 hours

Postgresql (DB)

Ransomware
An attack using ransomware targeted Acmel via Phishing.

Event Type Specific

Event Cause Attack
Technologies Impacted Not Applicable
Duration 69 hours

Nephilim Ransomware
An attack of the ransomware 'Nephilim' targeted Acmel exploiting an OS vulnerability.

Event Type Specific
Event Cause Attack
Technologies Impacted Ubuntu (OS)
Duration 53 hours
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Financially Quantify the ROI of cyber security control investment decisions

CIS Controls Recommendations
. Inventory and Control of Hardware Assets

Missing CIS controls increase the severity of events which increases the exposure business impact loss. Learn More 2
Actively manage (inventory, track, and correct) all hardware devices on the network so that only
5 authorized devices are given access, and unauthorized and unmanaged devices are found and prevented
CIS Control Recommended Action (1) Max Effect on Average Annual Loss from gaining access
Learn More (2
Inventory and Control of Hardware Assets - @ - $395,971 (5%3+)
Current Implementation Group CIS Category Most Affected Impact Scenarios
Data Recovery Capabilities (U y m $394,441 (5% m m Basic Data Theft & Privacy
Controlled Use of Administrative Privileges — $364,960 (5° s N
> = @ Recommended Action (1)
. . ; . Max Effect on AAL
Secure Configuration for Hardware and Software on X @ $295,717 (5% \
Mobile Devices, Laptops, Workstations and Servers 2 - $395’971 (5%

Limitation and Control of Network Ports, Protocols S : 21 279 (50
’ ’ U own Y $221,372 (5
and Services 3 . m g
Safeguards to Implement Asset Type
Secure Configuration for Network Devices, such as €90 5
Firewalls, Routers and Switches - @ $205,438 (5 Utilize an Active Discovery Tool Devices A

Utilize an active discovery tool to identify devices connected to the organization's network and update

Inventory and Control of Hardware Assets m > m $202,478 (5% the hardware asset inventory. Learn More (2

Use a Passive Asset Discovery Tool Devices v
Continuous Vulnerability Management Not Implemented B 0 $202,221 (5%

Use DHCP Logging to Update Asset Inventory Devices v
Implement a Security Awareness and Training Program o > $202,187 (59

Maintain Detailed Asset Inventory Devices v

Maintain Asset Inventory Information Devices v
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Financially quantify cyber insurance & risk transfer options

Deductible Limit
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Quantum —-Financially Quantified Enterprise Cyber Risk

IELCGEWENS

Risk Management: Communicate cyber risk in a language everyone
understands. The language of money.

ROI: Access fast, actionable, on-demand insights for all your cyber investment
and strategy decisions.

Resilience: Increase resilience and confidence in a fast-changing risk
environment that can severely damage or disrupt your business.



