
User experience drives 

modern management 

at Microsoft



What we’ll cover today

Migration to modern management approach

Group policy to 

Mobile Device Management (MDM)

What’s next

New device experience

Managing Windows updates

How Microsoft Surface helps 
with frictionless devices
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Technology needs are evolving
in the modern workplace

Modern IT
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Microsoft Endpoint Manager

Cloud-driven 

intelligence

A cloud-enabled transformative platform for unified and secure endpoint management

Unified admin console

Microsoft IntuneConfiguration Manager

Autopilot

Endpoint security

Other Endpoint-management capabilities in Microsoft 365

Desktop Analytics App protection policies Endpoint analytics

Microsoft 

Endpoint 

Manager
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Proof of concept
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Early adoption 

autopilot

Transition to full 

modern 

infrastructure

Co-managed Cloud native management
On-premises 

managed

Migrating the environment

A phased migration

Users choose between traditional and modern setup New devices default to modern



Moving from group policy to MDM

Migration process

Background
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Lessons learned:



New device setup experience 
Benefits:

Microsoft program results:
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Windows Update for Business migration
Benefits:

Lessons Learned:

Case study: Keeping Windows 10 devices up to date with Microsoft 

Intune and Windows Update for Business

https://www.microsoft.com/itshowcase/Article/Content/1083/Keeping-Windows-10-devices-up-to-date-with-Microsoft-Intune-and-Windows-Update-for-Business


IT initiatives toward modern management

Modern

management

The Enterprise IT

infrastructure is cloud-based for 

identity and device management 

services

Remote users: Enable remote users

Wireless-first: Disable wired ports

Internet-first: Remove corporate networks

Server retirements: Move services to the cloud

Co-manage: Transition from classic to modern with Intune and ConfigMgr

Zero trust: Never trust, always verify



How Microsoft Surface 
helps with frictionless 
devices: a modern 
management story

Max Sanders

Microsoft Surface Specialist



D e p l o y m e n t  M a n a g e m e n t  S e c u r i t y  

Windows Autopilot with Surface: 
modern device lifecycle management

CSP Partner Center

Automated
Autopilot 

Service

Microsoft 365 
Apps

Microsoft 365

1

Surface

Windows 1709 (RS3)

As a service

2

Intune Microsoft 
Store for Business

Customer

Fulfill and deliver

Re-provisioned

Warranty 
replacement

End of life
(deprovisioned)

5
Full lifecycle 
management

Remote wipe,
Autopilot reset, 

etc. 4

Employee

Self service

Zero-touch deployment
• Corporate sign in
• User privileges
• Windows 10 Enterprise
• Remove privacy, EULA
• Additional surface security
• Remove consumer-ware
• Enrollment status

3 On demand

Steady 
state 
usage Some capabilities require 

Windows RS4/1803



Windows Autopilot 
on Surface

• End users are immediately productive with 
Surface

• Only OEM will automatically 
deregister/reregister returned devices

• Partner-channel enabled and ready

• Sales & Support operationalized, and free

• Commercial SKU is tuned for fastest 
Windows Autopilot experience with Office 
ProPlus, and a clean image



D e p l o y m e n t  M a n a g e m e n t  S e c u r i t y  

Streamlined deployments 

IT saves over 25 minutes per device deployed¹

78% agree they have reduced IT time and costs to 
deploy Surface devices vs. non-Surface devices¹

Zero-touch deployment through Autopilot

Partner expertise that reduces IT complexity

Lifecycle strategy to remotely replace and reuse



How far have we come?
Windows Autopilot scenarios



Windows Autopilot
White glove

Autopilot

white glove

Autopilot



78% agree that Surface reduced the IT time and labor 

to manage and update Microsoft 365¹

15% reduction in device and application performance 

tickets with Surface¹

Modern management 

D e p l o y m e n t  M a n a g e m e n t  S e c u r i t y  

Complete device management from Unified 

Extensible Firmware Interface (UEFI) to Windows

Always up to date automatically, even while asleep

Purpose built tools for diagnostics and tuning



D e p l o y m e n t  M a n a g e m e n t  S e c u r i t y  

Intune zero-touch 
UEFI management

IT can manage UEFI BIOS settings remotely 

without physical access to the device

Builds on the Surface-team-developed 

Surface Enterprise Management Mode 

(SEMM)

Automatically available to 

devices deployed via Autopilot



D e p l o y m e n t  M a n a g e m e n t S e c u r i t y  

50% reduction in annual security breach volume¹

80% reduction in annual security breach cost¹

Best-in-class security

Defense in depth from silicon to cloud

Built-in secure hardware fully enabled

Passwords elimination: Windows Hello for Business



D e p l o y m e n t  M a n a g e m e n t S e c u r i t y  

Tenant lockdown
Surface continues to implement Microsoft 365 technologies first and best 

Tenant lockdown: Ensure device remains bound to owning tenant 

in case of accidental reset or theft/loss of the device

Reset can only occur when connected to a network with no ability                                            

to create a local account

Builds in technologies from Autopilot, Azure AD, and the new                                                        

Intune UEFI management



Devices they love on the platform you trust

Microsoft Surface for Business

Modern security & manageability 

from Microsoft

Innovation that inspires Designed for the future of work



Microsoft IT Showcase
How Microsoft does IT

Visit the website
microsoft.com/itshowcase
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