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1.Summary

1.1 Overview

Microsoft AppSource is our new destination to enable business users to explore and use line-of-business
Saa$ apps from Microsoft and our partners. Users can also discover add-ins for Microsoft business apps,
like Dynamics 365, Power BI, Office and more. Through AppSource, ISVs (app publishers) and other
partners can reach a broad range of customers right where the users are either through the AppSource
portal or within the context of the Microsoft services they’re already using.

Existing customers who already have installed IMS application and trying to upgrade should skip this
document and directly follow the Forms Configuration Guide available in the appsource.

New Customers who are installing IMS application for the first time need to follow the IMS deployment
Guide first and then follow the Forms Configuration Guide later.



1.2 Document Overview

This document describes the components of Immigration Management System ( referred as “IMS” in the
document) App and its related information including the prerequisites to be made available in the system
before proceeding with the IMS App Solution installation and steps to download and import the solution.

This is a living document that will be used to support the CRM application and its associated portal. There
are two deployment guides which describe the complete process of deployment of IMS applications:

e IMS Deployment Guide
e Forms Configuration Guide

2. Prerequisites

As a part of prerequisites to install the IMS App, the below solutions must be installed or imported into
the user’s CRM organization. The user must login with Office 365 Administrator account to install the
below apps.

e Power Auto Number

e Data Export service

e Email Lab Alerts

e Voice of Customer

e CRM Hub Installation

e Portal Installation and Configuration(Custom Portal)

2.1 Power Auto Number

Power Auto Number is an app that enables automatic insertion of random numbers, letters, dates or times
in any field of any entity in CRM. The app enables the use of combination of numbers, letters and dates in
the CRM fields and provide the ability to number more than one field in each entity. Random numbers
are guaranteed to be unique. Power Auto Number is used in this application to create an unique identifier
in Foreign national entity.

The power Auto number solution can be downloaded from the below web site.

https://www.powerobjects.com/powerpacks/powerautonumber



https://www.powerobjects.com/powerpacks/powerautonumber

C | & Secure | https://www.powerobjects.com/powerpacks/powerautonumber/

Download PowerAutoNumber
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Import the same into the CRM system by navigating to Settings - > Solutions.
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Click on Import button in the solutions page.

<~ C & Secure | https;//mimsapp.crm.dynamics.com/

Solutions

Dynamics 365 ~

Settings

o You need to assign security roles to new users  Click to see a list of users who need Microsoft Dynamics 365 Security Roles.

x RIBBON WORKBENCH 2016

All Solutions ~

¥ox o= 2 B2 B @ @& | voeadons -
Name Display Name Version Instalieg On & Packags Type
MIMSAppSourceVaRibbor,  MIMSAppSourceV2 Risbon 1.0 £/18/2018  Unmanaged
MIMSAppSourcev2 WMIMS AppSource V2 1000 §/7/2015  Unmanaged
ContentSnippet Contentsnipast 10 5/30/2018  Unmanaged
PluginProfiler Plug-in Profier 2000 5/29/2018  Managed
CaseFntitvForms Case Fntity Farms. 1.0.00 5/14/2M8  Unmananed

Assign Roles

Publisher
Default Publisher for apps
Default Publisher for MIMS
Default Publisher for apps
CRM Developer Tools

Pefault Puhlisher far MIMS

Description



After importing the Power auto number, the same is available in the below imported list.

Dynamics 365 ~

Solutions >

Settings ~
0 You need to assign security roles to new users  Click to see a list of users who need Microsoft Dynamics 365 Security Roles. Assign Roles x

3 RIEECN WORKBENCH 2016

All Solutions ~ o
& | x = | B B E (8 B [ & | voreactons -
MName Display Name Version Instalied On Package Type Description (=]
PluginProfiler 2.0.00 5/29/2018 Managed

PowerfutoNumber 1.2.18.2016

2/6/2018 Managed Automatically generate customizable identifiers for CRM ...

2.2 Data Export Service

Data Export Service is an add-on service for Dynamics 365 (online) that provides the ability to replicate
sales, service and marketing data to a SQL store in a customer-owned Azure subscription. It simplifies the
technical and administrative complexity of deploying and managing a data export solution managing
schema and data.

Navigate to the below URL, go to “Dynamics 365” Add-Ins and search with the name of “Data Export
Service” as shown below

URL: https://appsource.microsoft.com/en-us/marketplace

B Microsoft Cloud ~ Mobility ~ Productivity ~ | Data Export Service | e
AppSource Apps Consulting services List on AppSource Search all apps for Data Export Service

Search all consulting services for Data Export Service
Products Apps Search suggestions

Dynamics 365

Add-Ins E Microsoft Dynamics 365 - Data Export Service

Dyna

App results (1 71) View consulting services (96)

@)

Office 365
Power Bl apps
Power Bl visuals

Dynamics NAV

Categories
Analytics
Artificial intelligence
Collaberation
Customer service
Finance
Human resources
IT + administration

Internet of things

Microsoft Dynamics 365
- Data Export Service

By ynamics 265
Cynamis

This service exports schema and
data from Dynamics 365 (online)
to customner owned Azure SQL
database

Free

Microsoft Common
Data Service

3y Microsoft Corporation

Outlook
v nd manage contacts and
related data within your
Microsoft Common Data Service
environments

Free

Get it now D

Export To Excel Tracking

soft Labs

Big Data as a Service

Export to Excel app giv

ability to track who/what/when
the data is exported from the
CRM
Free
Get it now v Contact me <

The system will request the connection details like user name, organization name and other details as
shown below. Enter the appropriate details and click on Continue.


https://appsource.microsoft.com/en-us/marketplace

One more thing ...

Microsoft Dynamics 365 - Data Export Service
By Micrasoft Dynamics 365

This app requires some basic profile information. We have pulled your Microssft Account
data to help you get started, AppSource will save your information for next time.

Name «

Work email »

Job title

Country / region

I
L
Company |

Phone number «

® | give Microsoft permission to use or share my account information se that the
srovider or Microsaft can contact me regarding this product and related produsts. |
agree to the provider's terms of use and privacy policy and understand that the rights
to use this product do not come from Microsoft, unless Microsaft is the provider. Use
of AppSource is governed by separate terms and privacy.

‘ou're signed in as SESIT D365 Admin Account (sesd365@microsoft.com).

The solution is imported into the system and the same is available in the Imported list as shown below.

* RIBEON WORKBENCH 2016

Search Results ¥ ataexpor] x|
¥ XS SBOET BB (D@ | voeron-

| Name | Display Name 4 | Version | PackageT..| Publisher | Description

DataExportService Data Export Service fo...  1.0.0.0 Managed Microsoft Dynamics 365 Data export service provides the ability for custo...

2.3 Email Lab Alerts

The Email Alert Solution is an add-on feature to dynamics 365 CRM which provides an overview of
received and unread CRM emails on a Case. This is used in this application as it enables users to get the
unread mails count which were received on a case.

Navigate to the below URL, go to “Dynamics 365” Add-Ins and search with the name of “Email Alert” as
shown below

URL: https://appsource.microsoft.com/en-us/marketplace



https://appsource.microsoft.com/en-us/marketplace

BT Microsoft Cloud ~ Mobility ~ Productivity ~ | email alert | £

AppSource Consulting services List on AppSource Search all apps for email alert
Search all consulting services for email alert
Products Apps Search suggestion:
Web Apps Email alert %
Add-Ins Email Alert
Dynamics 365
Office 365 App results (80) View consulting services (7) Reminder 365
Office 365
P

Power Bl apps

Power Bl visuals (7 Q) Tilkee
Dynamics NAV ‘ Web apps

-~
o itoring
Cateqgories Email Alert Alertme Web apps
9 s Microsort Lats s Roa

[ Analytics ma: o Web 2pes Cynamics 365 Dynamics 355 3

[ Artificial intelligence Email Alert is 3 feature to show Add the ability for your users to Ability to check an email queue Provides users with alerts on any v
the unread emails count on the subscribe to your business alerts and send alerts if any mails are in lead, account, contact or r

[ Collaboration case form pending or idle for an hour oppartunity form <

[] Customer service

[] Finance

[ Human resources Free Free Free F

[ IT + administration

L1 internet of things Free risl Gat it now Getit now

The system will request the connection details like user name, organization name and other details as
shown below. Enter the appropriate details and click on Continue.

One maore thing ...

Email Alert

By Microsoft Labs
This app requires some basic profile information. We have pulled your Microseft Account
data to help you get started, AppSource will save your information for next time.

— =

Waork email «

Job title

Country / region

|
[
|
J— |
|
|

Phone number «

B | give Microsoft permission to use or share my account information so that the
provider or Microsoft can contact me regarding this product and relsted products. |
agree to the provider's terms of use and privacy policy and understand that the rights
to use this product do not come from Micrasoft, unless Microsoft is the provider. Use
of AppSource is governed by separate terms and privacy

You're signed in as SESIT D365 Admin Account (sesd365@microsoft.com).

Continue

The solution is imported into the system and the same is available in the Imported list as shown below.

K RIBBON WORKBENCH 2016

Search Results ¥ |M'\UDsaﬂLahsEma\lA\srd x
¥ | x € FREREF BB [ @ | voreactons -

| Name | Display Name 4 | Version | PackageT‘..l Publisher | Description | (@]

MicrosoftLabsEmailAlert MicroseftLabs.EmailAl.,  1.0.0.1 Managed MicrosoftDynamics This solution contains all the components which ...

2.4 Voice of Customer (VOC)

Voice of the Customer is a new Dynamics CRM 2016 feature that was created to capture feedback
regarding the product or service provided by the CRM. Voice of the Customer, enables setting up of
surveys, survey distribution to contacts via workflows, and capture responses. These captured data can
be utilized for generating reports and making appropriate changes to the product/service.



User can take advantage of the feature by installing Voice of the Customer solution. The Solution is
available globally for Microsoft Dynamics CRM Online subscriptions.

1. Access the link, https://portal.office.com/ and click on the ‘Admin’ tile. User must be logged into
the Office 365 Administrator account.

d afternocon

Dynamics 365 Plan

Go to setup

ner

Mic a change to the Micro

3. Select the instance (organization) for which you want to install Voice of Cutomer and click on the
Edit button, next to Solutions.

4, Select the Voice of the Customer and click on Install.

Voice of the Customer

@



https://portal.office.com/

Note: When a solution is installed in CRM, the CRM Online site goes into maintenance mode and will be
offline for a short period of time. It is advisable to install the solution in outside office hours.

2.5 CRM Hub Installation

To enable UCI client and related features, end user need to install CRM Hub Installation.

1. Go to https://portal.office.com/ and click on the ‘Admin’ tile. User must be logged into the Office

365 Administrator account.

Admin center

Dymamics 365 Plan

He 5 change 1o the Micro

3. Select the instance (organization) for which you want to install ‘CRM Hub’ and click on the ‘Edit’ button,
next to Solutions.

4. Select ‘Crm Hub’ from the list and click on the ‘Install’ button.

@ Manage your solutions


https://portal.office.com/

5. Click on ‘Install’ button in the pop-up.

Terms of service

MosoﬁCmpawm(orbasedmwhereywhemeofuM)wm
supplement to you. You may use it with each valdly licensad subscription of Microsoft
OyrmCRMOnheorMaaosoﬁwamSGSsemos(ﬂ\e “online sarvice”). You
use the supplement if you do not have a license for d\eonhesemce‘rhe
ioensewmsfortheaimesemoeappfyhommeofmsw
fmthesupp‘ement dacnbedat

enables
authorized users the companion Field Service
mhleapptmorsfor%aoso&bynanxs%s(m Aop"),vhdmsersneedtowstall
and license separately.

IMPORTANT: By installing this (1) you consent to share addresses with
mmenﬂmen(&mMaps)wbcue esses on a map and determine distance
andtravdumbetweenlocatnons, supplement overndes your command on the
admin System Settings to disable Bing Maps, please consult Bing Maps
documentation for menfonnabonand(')youommmallowaﬂmzedm,
accessing the online service, to instruct the App to

a) Transmn addreses to the third party mapping seMoe provider 3z
...... hed b B e N T TR UL B .-
canced | . install ‘ Sy chclong installiupgrade you are agreeng to the sbove terms of sernce
agreement.

6. The Status changes to ‘Installed’.

@ Manage your solutions

et a OhAI0n 1O Manage on alected nstance I

YOLUTION MAva VERLON AVALARL UNTIL STATUS

Company News Tanelse 501716 V0% Not wutaten company News Tim...

Crm ¥ 102047000855 1142050 rtated

Cuntomer Senvie Mub 0556 W05 ratalied @

Dats Export Sacvice for Oy 1000 e mealed NSTALL

Dynamics 383 Customes 5. 20.04 R0 o by oty ey oo
Dynamics 363 for Masketing 12920020 V2020 ot watated ooy ‘“"'.';f:':‘h",:"‘m‘::"m
Dyraemics 363 hae Mavheting 12920030 1172020 Nt ientated ~ Imorel

Dynavmsics 368 foe Mavieting 12920030 142020 ot mtated Creates by Merosoh Q
Dynamas 365 fce Martating 129020010 VN0 Not watabed Loarn more

Dyramicy 263 for Tt 620 v ot nstatest

Dyramics 383 foe Talert A 6310 wvien Not watabed

Dyraenacs 365 Portads = Sa. 061 W50 Hot wtated

Dynamics 368 Portaly « Co 9061 12050 ot etated

Dynamics 368 Portale - Cu 9061 12050 it wies

Oynamas 365 Portalks - Co. 90481 VXN Kot irataied

cae

7. Navigate to Dynamics 365 CRM Organization to verify and validate if the Managed solution for the
“Crm Hub” is installed with the above steps.



All Sclutions + ]
Y IX G SRR EE BB (D@ | voeacm-

| Name | Display Name | Version | installed On & | Package T..| Publisher | Description | @]

1020170, 3/25/2018  Managed

Portals .. 9.0.6.1

Portals .. 1111

365 Portals .. 8403 2018 Managed  Microsoft ral ds ortal .

Micresoftazurestorage  Dynar Portals.. 8300 Managed  Microsoft mponents that are use.

Feedback Dynamics 365 Portals .. 83.0.1 8 Mansged  Microsoft Extends portals by providing comments and rati...

MicrosoftwebForms  Dynamics 365 Portals ..  8.4.09 o Mansged  Microsoft Extends portals by exposing preconfigured or cu..

Microsoft

Microsoftidentitywerk.. D e workflor are used b..

Microsoft

Microsoftidentitysyste,., O s the workflor hat are used b,

2.6 Portal Installation and Configuration

A portal is an independent running application that exposes specific CRM data and functionality to the
respective users. It can be leveraged to model business processes that aren’t easily modeled inside CRM
or to provide a higher level of integration between your CRM and your clients. Users can range from full
CRM users to external clients with minimal rights and access. Below is the step by step process to install
and configure the portal:

1. Go to https://portal.office.com/ and click on the ‘Admin’ tile. User must be logged into the Office
365 Administrator account.

Dynamics 265 Plan

SharePoint

Open Dynamics 365 admin center in a new tab

Dynamics 365 =

PowerfApps F

Flow &

e a change to the Micro



https://portal.office.com/

3. Select the instance (organization) for which you want to install ‘Custom Portal’ and click on the ‘Edit’
button, next to Solutions.
4. Select ‘Custom Portal’ from the list and click on the ‘Install’ button.

[LApUldsy UPDATES SERVICE HEALTH  BACKUP & RESTORE  APPLICATIONS

Manage your solutions

@ Manage your solutions

Select a preferred solution to manage on selected instance: CEWA-SMS
SOLUTION NAME VERSION AVAILAELE UNTIL STATUS
Community Portal

Mot installed Custom portal
Mot installed

Mot installed @

Mot installed IMETALL
Portal capabilities that allow you to engage your

Company MNews Timeline
Custom portal

Customer Seif-Service Porta

Dyniamics 365 Customer Sarvice Application 1 restalled customers and exdtemal audiences. Includes profile
Drynamics 365 Sales Application ristalled :cin.m:':;t:‘c:r;fu]i;t?lfqnl;fgers;::;ﬁrer'Ts_
Employee Self-Service Portal Mot installed = (mone)

FankasySalesTeom Not installed Created by: Microsoft @
Field Service Mot installed LT

Gamification Mot installed

Oifice 365 Groups Mot installed

Partner Field Service Mot installed

Partner Portal Mot installed

Partner Propect Service M1,/2050 Mot installed
Prodect Semvice Automation 1.12.45 1/1/2050 Mot installed

5. Click on ‘Install’ button in the pop-up.

Terms of service

PLEASE NOTE: Microsoft Corporation (or based on where yvou reside, one of its A
affiliates) licenses this supplement to you. You may use it with each validly licensed
subscription of Microsoft Dynamics 365 Online service (the “Online Service™). You

may not use this supplement if vou do not have a license for the Online Service.

Microsoft provides support services for this supplement as described in the Service

Level Agreement for Microsoft Online Services. Please note that “User Hours™ are

defined as users of the Online Service and not users of this supplement.

The license terms for the Online Service apply to your use of this supplement, except as
follows:

+ Customer is explicitly prohibited from using the supplement to design and
transmit promotional SMS messages either via the Twilio integration feature or as
otherwise may be possible.

If you do not agree to these additional terms, do not install this supplement.

IMPORTANT: By installing this supplement, you consent to allow authorized users of

Mirrneaf Thenamire TAS ta canfimars and anahla cartain functianaline melndina o nae

cancel install By clicking install/upgrade you are agreeing to the above terms of service

agreement.




6. The Status changes to ‘Installed’.

INSTAMNCES

UPFDATES SERVICE HEALTH BACKUP & RESTORE APPLICATIONS

Manage your solutions

@' Manage your solutions
Select a preferrad solution to manage on selectad instance: CEW hAS
SOLUITICH MAME VERSIOM AVAILAELE LINTIL STATUS
Community Portal B2.1.11 112050 Mot installed Custom PDr-tal
Company News Timeline 1.0.0.0 12/31,2050 Mot installed Portal capabilities. that allow you to engage your
— P - oustomers and external sudiences. Induedes profile
Custom porta B21.1 11,2050 Installed Management, configurable business Componsnts,
- R - — I . rich welb content publishing, and responsive
Customer Self-Service Port... B.2.1.7 11,2050 Wot imstalled .. [More)
Cymamics 365 Customer 5... 1.0.0.1 1172050 nstalled :
Created by: Microsoft
Dynamics 365 Sales Applic... 1.0.0,1 1/1/2050 nstalled rmp——
Employes Seif-Sendoe Por.. 82.1.71 17 Mot irnstalled
FantasySalesTeam 1.4.6 17172050 Mot installed

7. Navigate to Dynamics 365 CRM Organization to verify and validate all the Managed solution for the
Custom portal installed with the above steps.

All Solutions -

13F v W osee | impon Shbpen B ComeaPwch [ Cone sckeion [ Apety Sobetion Upgeade # mpos Tamisiors [ Gapon Trandwsions | | ) Publich AN Curiomizadons. 1§ G Solutions. fnae Basd
Hars Cupiny Nare Warion inrtale..  Package Typ..  Pusithes  Dwescrip
Sramafans e pana B2ATE Warsges e Prms sapEcier Tar LW e 15 STGEE T DU Tt Bed peierral gudianies inchides profle mensgam sonfig. rabie
(L LT e Mdicrigoft Adure Stovge B200 Wanes LS Wil WD FESSURE DOMEOREAE T B i B MU Ee BT Fh el i duse Bl S10Rge
Feaaiao; STt 100 Ligrgpen L s3h Exmris BRI By ORI DOMEEIE el PR OF BT ad Quiaer YT
[LE Mo oft Wb Forrm R4 LEINT Wanaged Extandhi portahi by sxposing pracanfigunid o° custormined ety farm and v
Mimoootiderinerioun Mook derosy tosciz. B0 LT Mansged Carmaine the aorichize procee S ane wed by idesoy.
REGEIIETI TR MaToRoft ibenting e 8100 VEDMT  Maraged MEcisch  Conméng the worichow DroDEiDET St ane used by idesticy,
[ L bl s 1, bty B0 LEDNIT Maneges (LR Extnci porbah 12 v buder pallevbCalos pnd =1y masagreel
Wisishictfeation Winh Notification B200 YH2T  Wmnaged Micr Contsiny sntites snd plug-in srsemishes that provids configunsiis portsl cechs imalidrson for st S perscpns s port
WioorabCrvRonsEEed . Mmook Dpamice 850 G200 VEEMT  Maraged icrzesh  Marcloes proceisar criled by ponse
RECOEIRCITAPONMBEINSY . Mg Dpmasis S R BL00 VERT  Maragen PACHSIN WO AOCRISE SLIED Dy (OAIRS
UL L TE B Shcrooft Dymamics 188 B B3 38 53T Maneged Piozsch Esquesd sorsl comoonenia
MIgUmItCrTRonDeEen..  Fortl Dependencies [FIT] L2017 Managed Faquinedl porsl COMpCnents
FisistarvicsDanciouinhiovs.  Tald Tarizs Durra hom annn LIINT  Msnsged Durea plug-in thie sussersesly reoves werk croer 3= she nae: butisse dey ssch nighs
REIATERhEangDeMG . Besource inediing Dem 1908 VIDIT  Maraged

8. Access the website https://portal.office.com, select “Admin Center’ and ‘Dynamics 365’ and click on
‘Application’ tab.



https://portal.office.com/

R L o T TR, [T YT ——

ration Center

Partal Add-On

9. On the ‘Configure your Portal’, enter the necessary information. Enter the below details:
a. Name, URL for the portal
b. Portal Audience: Customer
c. Portal Binding: Custom

Configure Your Portal
|1 . A

10. Click on ‘Accept’ in the Permissions pop up for Dynamics 365 Portal.

Microsoft CRM Portals

App publisher website: 086f3e2d-ffda-4d92-bf38-1627231199%c

Microsoft CRM Portals needs permission to:

- Read directory data @
= Sign in and read user profile @
- Read directory data @

You're signed in as: khan024.crm1@cewa786.onmicroscft.com
tadminy

If you agree, this app will be granted the specified application
permission(s) to resources belonging to all users in your
organization, and delegated permission(s) to resources
belonging to the signed-in user. More details




11. Navigate to ‘Portal Details’. As appearing in the below message, it might take time to configure the
portal, check back in some time and the ‘Custom Portal’ will be ready for use.

Microsoft Dynamics 365

Your request has been submitted. This request might take few hours to finish, so please check
!“ PORTAL DETAILS back after some time.

[
=

|§| Lt ] =]
Lod
Portal URL
- .
1]
F ] A
Upda F B |
Change P Sk,

13. Click on the ‘Base Portal URL’, a new window will open and the Dynamics 365 Custom Portal is ready
for Branding.

Custom Portal A | ConmactUs | SamplePages- | Q | Signin

WELCOME!
CUSTOM }W‘FAL




2.7 System Settings

As a part of deployment process, the following changes are required in the general tab of system setting. To
access system settings, navigate to Setting - > Administration - > System Settings:

n New Alerh 0 Latet You'sr g0t 0 et o B madoos Wicrona®t US immignatier Ao iouroy’, TS0 Ll Vs A

Administration

Which festurs would you liks to work with?

# Fap Weoetn ek

Navigate to general tab - > Set blocked extensions for attachments. Remove JS from the extensions.

System Settings ? x
evel Settie for M 8 Dynaer
Ceres Poreaty Acrtrg t=s Varketog Custom 2atom O ocm Seportag Coercy Goes ‘een Servee Sochrenston Mrecens

St he cortency peechnion That i ened for prsting throughout the sysbom

Set mhwiher teamigned records are shated withh The ongenal cwner

LiaTe Wt Grel e ~ o e . . -

DhoCed Nde extenasdns for JrLachments

P ST AR A AT A T AT A

P T DI e TR T K I KT P OINE ST AT NN ROeE e o




2.10 Azure Setup

Use the below link to get more information about the azure subscription

https://azure.microsoft.com/en-in/features/azure-portal/

e Login to azure portal using https://portal.azure.com
e Sign-In to portal using service admin/co-admin role

How to get the Subscription Id ?

e Search for Subscriptions like showing below .

Microsoft Azure Report a bugl 2 subscriptions| b .

Home » Recent RESOURCES 0 resutts
Create a resource Recent SRR LR E L In=rs

M ft
- - SERVICES
All services _

M Clear L.

Subscriptions

FAVORITES

e Select the required subscription from the list below

Microsoft Azure Report a bugl 2 subscriptions

Home > Subscriptions

Subscriptions

== Add
Showing subscriptions in Microsoft, Don't see a subscription? Switch directories
Status @
3 selected
suBsCRIPTION SUBSCRIPTION 1D MY ROLE CURRENT cOST sTaTUS
Free Trial 078642fa-ec83-4eac-a502-56a12a080b04 Account admin ,604.35 © Active

e On click of the subscription, in the overview we can find the subscription id

Horme > Free Trial

+% Free Trial
Subscription

‘ o « %" Manage  [&] Cancel subscription » Transfer billing ownership

~ Subscription ID @ 1 Subscription name  : Free Trial
Q Overview
- Directory : Default Directory (imsappnov235outlook.onmicrosoft.com) Current billing period : Loading...
&l Activity log i

My role : Account admin Currency L INR
A Access control (IAM) Offer : Free Trial Status : Active
/2 Diagnose and solve problems Offer ID 1 MS-AZR-0044P
A
@ security -
Events j For mare cost management and optimization capabilities, try Azure Cost Management -

Cost Management Costs

% Cost analysis
s Costs by resource Fd

&) Budgets


https://azure.microsoft.com/en-in/features/azure-portal/
https://portal.azure.com/

How To find the Resource Group ?

e C(Click on Subscription name and select ResourceGroups from left navigation links.

e If there are no resourcegroup, a new resourcegroup will be created while doing azure
deployment.

3. Install IMS App Package

Alert: This solution import may impact any of the existing CRM functionalities already there in the
system. It is advised to do this on New/Vanilla instance of CRM.

e Go through the below link and click on “GET IT NOW” as shown below
https://appsource.microsoft.com/en-us/product/dynamics-
365/microsoft labs.d365immigrationmanagementsystem?tab=0Overview
Or
e Open Microsoft appsource and search for “Dynamics 365 Modern Immigration Management System”.

<« C & htipsy//appsource.microsoft.com/en-us/product/dynamics-365/microsoft_labs.d365immigraticnmanagementsystem-preview?flightCodes=d365immigramtionmanageme

B® Microsoft Cloud ~ Mobility ~ Productivity ~

Search Microsoft AppSource A

AppSource Consulting Services List on AppSource

Apps > Dynamics 365 Modern Immigration Management System

Dynamics 365 Modern Immigration Management System

O _
/ \ Microsoft Labs
o O

Overview Reviews
S—

The Immigration Management System (Referred as IMS)

GET IT NOW provides an end-to-end solution for organization

Dynamics 365 Modern Immigration Management System (IMS) manages employee
<’ SAVE FOR LATER immigration needs and streamlines the HR process giving better results, meeting
regular immigration requiremnents consistently and working with more

Pricing cellaboration

Free

Products

Learn more

e On Click on “GET IT NOW” shows below image


https://appsource.microsoft.com/en-us/product/dynamics-365/microsoft_labs.d365immigrationmanagementsystem?tab=Overview
https://appsource.microsoft.com/en-us/product/dynamics-365/microsoft_labs.d365immigrationmanagementsystem?tab=Overview

L

One more thing ...

Dynamics 365 Modern Immigration Management System
By Microsoft Labs

This app requires some basic profile information. You hawve provided the information
already so you're good to go! Ed

I give Microsoft permission to use or share my account information so that the
provider or Microsoft can contact me regarding this product and related products. |
agree to the provider's terms of use and privacy policy and understand that the rights
to use this product do not come from Microsoft, unless Microsoft is the provider. Use
of AppSource is governed by separate terms and privacy.

You're signed in as test testapq (test@ onmicrosoft.com). I

Select the check box to agree the Microsoft terms and privacy policy , Also validate the organization
username on which crm you are going to install the IMS App and Click on Continue will install the
IMS App in your CRM as shown below.

Dynamics 365 + Settings ~ | Solutions >

o A New version of Organization Insights dashboard is available. See how it can help you drive end user adoption and stay ahead of support issues. Experience it now

All Solutions ~
& | % == F B BE R (& More Actions ~

Name Display Name Version Installed On J- | Package T..| Publisher Description
IMSAppSource IMSAppSource .0.0. 10/15/2018 Managed  Default Publisher for IMS
O VoiceOfTheCustomer Voice of the Customer... 9.0.1162.11 10/15/2018 Managed Microsoft Dynamics 365 with Voice of the Customer for Microsoft Dyna...

StarterPortal Dynamics 365 Portals... 9.0.6.1 10/14/2018 Managed Microsoft Portal capabilities that allow you to engage your...
BaseHtmilEditar_portal Dynamics 365 Portals ...  1.1.1.1 10/14/2018 Managed Micrasoft Dynamics 365 This solution installs a html content designer in ...
PortalTimeline Dynamics 365 Portals... 8.4.0.3 10/14/2018 Managed Microsoft Portal Timeline extends Customer Service Portal ...
MicroseftAzureStorage  Dynamics 365 Portals...  8.3.0.0 10/14/2018 Managed Microsoft Includes web resource components that are use..
Feedback Dynamics 365 Portals ... 8.3.0.1 10/14/2018 Managed  Microsoft Extends portals by providing comments and rati...
MicrosoftWebForms Dynamics 365 Portals... 8.4.0.9 10/14/2018 Managed Microsoft Extends portals by exposing preconfigured or cu...

e Solutionimport will take time from 60 —90 minutes. Check if the below two solutions are installed:
=  |IMSAPPSOURCE
=  |MSFORMSSOLUTION

e If only IMSAPPSOURCE solution is installed, Re-install the IMS App Package from the
AppSource from the same link mentioned above.

e Once both the solutions are imported and available in solutions, Run the data excecutable
available in GITHUB. Only New customers who are installing the IMS application for the first
time need to run this data excecutable. Customers who are upgrading the solution, should
not run this.

Note: If existing customers, who already have installed the data run this
data excecutable application, all the data will be Reset.



3.1. Download IMS-Master Components from Git-Hub

e Go through the below link

https://github.com/microsoftappsource/IMS

e Download the components as shown below

8 github.com/microsoftappsource/IMS

No description, website, or topics provided.

D 15 commits 1 branch 5 0 releases 22 2 contributors
Branch: master ~ New p equest Find file Clone or download ~
“ microsoftappsource Azure deployment changes Clone with HTTPS @
Use Git or checkout with SVN using the web URL.
Bl Azure Deployment Azure deployment changes -
https://github.com/microsoftappsource/IM 5}.
[ DocumentTemplates Document Templates
il Forms Updating with latest changes removing CRM solution and §
Open in Desktop Download ZIP
B IMSAppDataEXE MNew Release T TrmOes Ay
B IMSAppExe Updating with latest changes removing CRM solution and package deploy... last year
Bl IM5Forms components Form Changes last month
i Mappings Updating with latest changes removing CRM solution and package deploy... last year
Bl PowerShellScripts Updating with latest changes removing CRM solution and package deploy... last year
Bl TableForms Updating with latest changes removing CRM solution and package deploy... last year

e Unblock the zip file which you downloaded from github as shown below
e Navigate to Zip File -> Properties

Marme File cwnership
# Quick access -
| & ims-master |
B Desktop - Open
- Downloads - Open in new window
Documents s Classify and protect
[E] Pictures E s Esctract All...
bin ¥~ Select Left Folder for Compare
Debug Pin to Start
Deepthi [ Edit with Notepad+~+
Live Certification EE sScan with Windows Defender...
L= Share
OneD
sE OneDrive Open with >
=4 This PC Give access to >
—B 3D Objects Restore previous wersions
Deskt:
B Desktop Send to >
Documents
Cut
- Downloads
Copy
B Music
&= Pictures Create shortcut
Delet
B Videos slewe
Rename
25 Local Disk (C:)
w4 Local Disk (E) File ewnership Z
- ot I Properties |

e Click on Properties and check the unblock checkbox and click on “Ok”as shown below


https://na01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fmicrosoftappsource%2FIMS&data=02%7C01%7C%7C228c12936bb24daa5eda08d623cd4901%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636735761930733908&sdata=gbH5rCw5S%2BB3InjU2rFGOthxh3uzVjKz7o014DxsOxk%3D&reserved=0

; Downloads

%

- 1 IMS-master Properties =
2= Documents E
=1 Pictures P General  Securty Details Previous Wersions
- =
bin E IMS-master
Drebug
Deepthi Twpe of file: Compressed (zipped) Folder {.zip)
Live Certification Opens with: ‘e Windows Explorer Change. ..
i Onelrive
Location: CaUsers w-bhpalusDownloads
El This PC Size: 148 ME (15,56.69.480 bytes)
3D Object
= JEets Size on disk: 148 ME (15.56.72.576 bytes)
Bl Desktop
Z| Docurments Created: 15 October 2018, 14:56:04
W Downloads Modified: 15 October 2018, 13:33:06
Jr Music Accessed: 15 October 2018, 14:56:04
&= | Pictures
B Videos Attributes: [] Read-onty [] Hidden Advanced. ..
=2 Local Dick (C:) Security: This file came from another
computer and might be blocked to Unblack
s Local Disk (Ex) help protect this computer.
:? Metwork
Cancsl Appiy

e Extract the folder which contains all the IMS App Components

: IM5-master
Open

Open in new window
a Classify and protect

I Extract All... I
¥ Select Left Folder for Compare
Pin to Start
(& Edit with Notepad++
Ha Scan with Windows Defender...
| Share
Open with >

e Run the data executable console application i.e. IMSAppDataExecutable folder provided in the
GitHub (https://github.com/microsoftappsource/IMS/tree/master/IMSAppDataEXE ), which will
do the data import upsert operation.

Navigate to Downloaded “IMS-master” Folder -> IMSAppDataExe


https://github.com/microsoftappsource/IMS/tree/master/IMSAppDataEXE

View

C » Downloads ’I IM5-raster » IMS-master » IMSAppDataEXE I

Name - File ownership Date modified Type Size
I [:] IMSAppDataExecutable I Application 22KB
] IMSAppDataExecutable.exe XML Configuratio... | KB
| IM5AppDataExecutable.pdb Program Debug D... 28 KB
[ IMSAppDatabxecutablevshost Application 23KB
| IMSAppDatakxecutable.vshost.exe 15-10-2018 00:49 XML Configuratio... | KB
| MasterData 15-10-2018 00:49 AML File 14,158 KB
| MasterDatalpdate File 46 KB
% Microsoft.Azure KeyVault.Core.dll Application extens 14 KB
| Microsoft.Azure.KeyVault.Core XML File TKE
2 Microsoft.Crm.Sdk.Proxy.dil Application extens 274 KB
% Microsoft.|dentityMedel . Clients. ActiveDi... Application extens 187 KB
%) Microsoft.dentityModel Clients. ActiveDi... Application extens 30KE
2 Microsoft.Xrm.Sdk.Deployment.dil Application extens 91 KB
% Microsoft.Xrm.Sdk.dll Application extens 519 KB
%) Microsoft.Xrm.Tocling.Connector.dll Application extens 211 KB

e Open the “IMSAppDataExecutable” Application shown in above image will run the application
as shown below.

1 E\Bharat\MIM5 AppSource\Package\IM5AppDataExecutable\ IMSAppDatabxecutable\bin\IM5AppDataEXE\IMSAppDataExecutable.exe - O hed

ol tion U ntt crm. dynami o /Organization A

e Enterthe Organization Service URL, UserName and PassWord of CRM
Organization URL

Navigate to CRM -> Settings -> Customizations ->Developer Resources

HH Dynamics 365 Set‘tings v | Customizations

D Apps for Dynamics 365 Vie amics 365 information on the g th apps for your phone, tablet, Outlock, and more! Get Apps for Dyr

Jeveloper Resources

jetting Started

Developer Center Developer Forums SDK MuGet Packages

SDK Download Sample Code Dev:

“onnect your apps to this instance of Dynamics 365

Instance Web API

Al ng access to this instance of Dynamics 365. For more information see Microsoft

nce of Dynamics 365. For more information see Use the
data or metadata.

hitps://| pi.crm.dynamics.com/api/data/v9.0/ nd| pi.cm.dynamics.com/XRMServices/2011/Organization.svc
——

wnload ODsta Metadata

Instance Reference Information

Ll this infrarmation ta uninuslv identife this instance of Munamics 365, You can use this fo rafrisvs the



Creating the records In CRM as shown below and closes the application once the records are created
in CRM

8" E\Bharat\MIMS AppSource\Package\IMSAppDataExecutable\IMSAppDatabxecutable\bin\IMSAppDataEXE\IMSAppDataExecutable.exe - O *

n. dynami ¥ ganization

Below are the entities for which data will be installed. Check in CRM if records are created for the
below entities.
Queue
Business Process Flows
Business Process Flow Stages
Web Form
Web Form Step
Case Type
Questionnaire Configuration
Country
Email Template Staging
. Master Forms
. Master Case Configuration
. Configuration Steps for Questionnarie
. Business Unit
. Category
. Master Documents
. Master Letters
. Master Steps
. Case Steps Config
. Case Tabs Config
. Configuration
. Integrations Config
. Master Attorney Configuration
. US Embassy
. Task Categories

WoeoNU A WNR

NNNNNRRRRRPRRRR R
B WNRFPOWLVLOWMNOUVULEWNIERERO



25. Tags

26. Entity Form

27. Entity List

28. Web Template

29. Page Template

30. Web Page

31. Web File

32. Note

33. Site Marker

34. Site Setting

35. Content Snippet

36. Web Role

37. Entity Permission

38. Web Form Metadata
39. Entity Form Metadata
40. Team

41. Documents Config
42. Stage Queue Mapping

4. Download IMS App Azure Components
e Navigate to IMS-master-> Azure Deployment—>Create Azure Applications
e Open the”CreateAzureApplications” and find the “AzureData.xml|” File and Open as shown below.

Local Disk (D:) » IMS-master » [MS-master » CreatefzureApplications

e

“ Mame Date modified Type Size
CreatefzureResources 05-11-2019 1&:36 File folder
Forms 05-11-2019 18:36 File folder
Mappings 05-11-2019 18:36 File folder
Release 13-09-2019 12:19 File folder
Mj AzureData 05-11-2019 18:40 COMFIG File 1KB

Mj AzureData - Notepad

File Edit Format View Help
k?xml version="1.8" encoding="utf-8" 2>
<configuration>
<appSettings>
<add key="AZURE_RESOURCEGROUP" walue=""/>
<add key="AZURE_TENANT_ID" walue=""/>»
<add key="AZURE_SUBSCRIPTION_ID" walue=""/>
<add key="AZURE_CLIENT_ID" walue=""/>
<add key="AZURE_SECRET" walue=""/>»
<add key="AZURE_LOCATION" walue=""/>
<add key="CRM_ORGNAME" wvalue=""/>
</appSettings>
</configuration>




Enter the ResourceGroup , Subscriptionld and Organization UniqueName.

o The steps to get the Subscription Id are mentioned in 2.10 Azure Setup.

4.1 Create Azure Applications

”j *AzureData - Motepad

File Edit Format WView Help
<?xml version="1.8" encoding="utf-8" >
<configuration>
<appSettings>
<add key="AZURE_RESOURCEGROUP" wvalue=""/»
<add key="AZURE_TENANT_ID" walue=""/»
<add key="AZURE_SUBSCRIPTION ID" walue=""/»
<add key="AZURE_CLIENT_ID" wvalue=""/»
<add key="AZURE_SECRET" wvalue=""/>»
<add key="AZURE_LOCATION" walue=""/»
<add key="CRM_ORGNAME" wvalue=""/>»
</appSettings>
</configuration>

a. AZURE_RESOURCEGROUP

If you have any specific resourcegroup in which you want to create the azure applications, give the
resource group name in the AzureData file or else leave it blank. If you leave the resource group as
blank, a new resource group named “IMSAppResourceGroup” will be created.

We need to fill the rest of the parameters in this file.

b. AZURE_LOCATION
Provide the location in which you want the azure resources to get created. E.g. “eastus”, “westus”

¢c. CRM_ORGNAME
In CRM, navigate to Settings - > Customizations -> Developer resources as shown below and copy down
the Unique name.



mics 365 ~ Settings ~ stomizations

0 Apps for Dynamics 365  View Dynamics 365 information on the go with apps for your phone, tablet, Outlock, and more! Get Apps for Dynamics 365

Developer Resources

Getting Started

SDK Download

Connect your apps to this instance of Dynamics 365

Instance Web API Organization Service
ding access to this instance of Dynamics 385. For more information see Microsoft SOAP Service providing acc o this instance of Dynamics 365. For more information see Use the
OrganizationSe eb service to e data or metadata,
httpsy//imsnov.api.crm.dynamics.com/api/data/va.1/ Endpoint Address hitps://imsnov.api.crm.dynamics.com/XRMServices/2011/Organization.sve

Data Metadata

Instance Reference Information
Use this information to uniguely identify this instance of Dynamics
current URL for this instance. For more information see Azure e

5. You can u:

this to retrie

D achH3b636-e04b-44dc-807d-d96Te5c10e66

Unigue Name org1a4bb5f1)

d. AZURE_TENANT ID and AZURE_CLIENT_ID
To fill the remaining values, we need to create an App registration in azure active directory. Navigate to
azure portal and click on azure active directory as shown below:

+ Create a resource

1 Home

] Dashboard O h y
-

rices

= Al - . .
services Subscriptions Key vaults Resource Azure Active Functior
FAVORITES groups Directory
A
5is All resources
ources
Resource groups
’ . NAME TYPE
% Quickstart Center
= Free Trial Subscription
& App Services
ImsAppKeyVaultsgh123 Key vault

“* Function App

Bl SQL databases
‘T Azure Cosmos DB
B4 virtual machines
4# Load balancers
== Storage accounts

4> virtual netwarks

® Azure Active Directory

Open App Registrations and click on “New registration”.

IMSAppPrintAllgh123
SAP_ResourceGroup
IMSAppServicePlan
IMSAppBindergh123
Defaultiua

C55Test

sapSecureData

App Service
Resource group
App Service plan
App Service
App Service plan
Key vault

Key vault



Provide the name as “CreateAzureApps” and give any test URL in RedirectURI. Click on Register.

L
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

A new App registration will be created with the given name as shown below. Navigate to “Overview

Home > Default Directory - App registrations
ias Default Directory - App registrations
™ Azure Active Directory
|/_,_-) | “ | Mew registration | @ Endpoints /2 Troubleshooting 7 Got feedback?

. A 0 ‘Welcome to the new and improved App registrations (now Generally Available). See what's new —
© overview L L I L i i,
¢’ Getting started AL Looking to learn how it's changed from App registrations (Legacy)? Learn more

Still want to use App registrations (Legacy)? Go back and tell us why

Manage
Q Users All applications  Owned applications  Applications from personal account
4 Groups 0.

/Q Roles and administrators

© Organizational relationships

We didn't find your item. Try searching in All Applications.

¥ Enterprise applications

B Devices

App registrations

& Identity Governance

Register an application

The user-facing display name for this application (this can be changed later).

View all applications in the directory

| CreateAzureApps o

Supported account types

Who can use this application or access this API?

'@:‘ Accounts in this organizational directory only (Default Directory only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

@ Accounts in any organizational directory (Any Azure AD directory - Multitenant) and persenal Microsoft accounts (e.g. Skype,
Kbox)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can
be changed later, but a value is required for most authentication scenarios,

Web W | | https://testuri.com o

By proceeding, you agree to the Microsoft Platform Policies

where you can find Client ID and Tenant ID. Provide these IDs in the AzureData file.

2



Home > Default Directory - App registrations > CreatefzureApps

i CreateAzureApps

|,.;_\ | “ Tl Delete &0 Endpoints
. o Got a second? We would love your feedback on Microsoft identity platform (previously Azurg
Overview
# Quickstart Display name : CresteAzureApps

Application (client] |D : 63826d9d-f025-4c56-bb3f-frbdf338fded

|
anage | Directory tenant) ID :a3523edd-2353-43cf-afeu-zzge3b9msc3|

= Branding Object D : 8e301b24-6ef6-42a5-0285-08b82242b%ad

3) Authentication

Certificates & secrets 0 Welcome to the new and improved App registrations. Looking to learn how it's changed fro

= AP| permissions

e. AZURE_SECRET
For the Client secret parameter, Open Certificates &secrets for the app registration. Click on New client
Secret.

Home > Default Directory - App registrations > CreateAzureApps - Certificates & secrets
CreateAzureApps - Certificates & secrets

|<<

o
‘ - Credentials enable applications to identify themselves to the authentication service when receiving tokens at a web addressable location (us
. i higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
2 Overview
# Quickstart Certificates
Manage Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as public keys.
= Branding T Upload certificate
3) Authentication Mo certificates have been added for this application.
I Certificates & secrets I
o Thumbprint Start Date Expires
=+ APl permissions
& Exposean API
. Owners Client secrets

& Roles and administrators (Prev. A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

[ Manifest + New client secret

Description Expires Value

Support + Troubleshooting

Give a name for the client secret and select as expires Never. Add this secret.



Add a client secret

Description
| testsecret]

Expires

O In1year
O In 2 years

F hoant coarrato

Copy the Value for the secret and give it in the client secret parameter.

Client secrets

A secret string that the application uses to prove its identity when requesting a token, Also can be referred to as application password.

[+ Mew client secret |

Description Expires Value

testsecret] 12/31/2299 ulvD=0PdnNThPUV:s4@KETmrciBjgpV: [Ty

Search for “subscriptions” in the azure portal. It will open up the list of active subscriptions. Select the
required active subscription.

| Sulbieriphen .
scriptions
e, Subecriptions B3 ‘Subrmirphion Cptimization Sereces
W e g Zre e 3 Masvition Sreamiit andied Aarusl §
T Evend Ml Y Uity Adewiage o7 INTasinma o6
ing sebrsoriptions in Defaull Directory, Don see 3 sebsonption? Setch
e [Ewvnrd Bilos Chasiers B Seered Subsiriion on Cang0s 7.3
weced o Bl s Husbrs DOCueNTon
== o g
Tt origl = Manage costs with Joudm n A
sow ondly subscriptions peleced in the global subacriptions fiber © () mtanage subicipman i the Bilrg/Leoust Conter T
Rt es. Trasesfer Ihidling owrership of Ansre wabsor
SubCrpOn name *.  Subsriglion D Py it wine found Ak SubySorpion 10 & CUshimer soosunt
Fras Trasl Phbdotls 1hTd-LrkD-Hdd- Fapsrutn e Catips

Pag resule were Tound



f. AZURE_SUBSCRIPTION_ID
Copy the subscription ID and fill it in the PrelnformationData file.

Home > Subscriptions

My rale @ Status (O

[ 8 selected ~ | [ 3 selected

Apply

[ show only subscriptions selected in the global subscriptions filter @

| o
£

Subscription name T4 | Subscription ID T4 Myrole T4 Current cost Status

=) FreeTrial ¢ ] Account admin 71,858.38 @ Active

After filling all the data in the AzureData file, we need to do some configurations in azure portal.

Navigate to Subscriptions and open the active subscription record in the azure and open “Access control

(IAM)” as shown below.

g. Assigning Permissions For The App Registrations To Create Azure Resources

Home > Subscriptions > Free Trial

% Free Trial

Subscription
|/_r; | « (" Manage  [i] Cancel subscription ¢ Rename » Change directory > Transfer billing ownership
N a Subscription ID : Subscription name
E. Overview
Directory : Default Directory | ) Current billing period :
Activity lo
& ty log My role : Account admin Currency
o
= Access control (JAM) Offer . Free Trial Status
£? Diagnose and solve proble... Offer ID i MS-AZR-0044P
-] Security A
Events U Eomrmenrmmear e e, iy e S e s <
Cost Management Costs
$1 Cost analysis
4 Costs by resource Fd

£ Budgets

@  Advisor recommendations ap-testwebjob-b3tb
B 101137

Open Role assignments and click on “+Add” to create a new role assighment.

: Free Trial

Loading...

+INR
: Active



Home > Subscriptions > Free Trial - Access control (1AM)

Free Trial - Access control (IAM)

Subscription
|/g () Refresh O} ove < Got feedback?
' overview 2 Check access Deny assignments  Classic administrators ~ Roles
Activity log

Manage access to Azure resources for users, groups, service principals and managed identities at this
scope by creating role assignments, Learn maore

Z® Diagnose and solve proble... Name @ Type @ Role (D Scope @
QU security | | | All ~ | | Contributor N | ‘ All scopes
Group by @
Events | Role - |
Cost Management

1 items (1 Service Principals)

& Cost analysis [ nName Type Role
) Budgets Loading...

@ Advisor recommendations

Give “Contributor” role and in select box select the app registration that you have created.

Home > Subscriptions » Free Trial - Access control (IAM) Add role assignment

Free Trial - Access control (IAM)

Subscrigtion
‘/g | « —+ Add tcolumns () Refresh T8 Remove D Got feedback? —

Assign access to ()
Add role assignment . i

@ Overview 2 %Lts Deny assignments  Classic administrators ~ Roles ‘ Azure AD user, group, or senvice principal
Adtivity log Add co-administrator Select

Widnaye detess W Azure resources for users, groups, service principals and managed identities at this ‘
scope by creating role assignments, Learn more &

Fa Access control (LAM)

Z/* Diagnose and solve proble... Name @ Type @
® seauriy I | [an v | [ contributor v
Group by
Event:
Cost Management o
1 items (1 Service Principals)
£, Cost analysis ] Name Type Role Selected members:
5 Budget No members selected. Search for and add one or mare
= Budgets Contributor members you want to assign to the role for this resource.

@ advisor recommendations Learn more about RBAC

O B vestconnection App Contributor @
Billing

3 External services

Give the details as shown below and save the record.



Add role assignment

Role @

| Contributor

Assign access to (L)

| Azure AD user, group, or service principal

Select @

Selected members:

‘ CreateAzureApps

Remave

Now the azure app registration will be added to role assignments with contributor role.

Check access  Role assignments  Deny assignments

Classic administrators

Manage access to Azure resources for users, groups, service principals and managed identities at this

scope by creating role assignments. Learn more &f

Name (& Type © Role @ Scope @

| | | | All e | | Contributor hd | | All scopes ~

Group by @

| Raole ~ |

2 items (2 Service Principals)

D Mame Type Role Scope
Contributor
\:‘ ‘ CreateAzureApps App Contributor (@ This resource
\:| ‘ Testconnection App Contributar @ This resource

Navigate to Resource Providers in the subscription record as shown below. Check if the below resource
providers are registered. If they are not registered, select that provider and click on register button.

N =

Microsoft.Web

w
—_ — — —

IS

Microsoft.Storage
Microsoft.KeyVault

microsoft.insights



Home > Subscriptions > Free Trial - Resource providers

Free Trial - Resource providers

Subscription
|/f; | “ () Refresh
- |/-’.'J |
Settings
£ Programmatic deployment Provider Status
* Resource groups Microsoft.Storage @ Registered
i Resources Microsoft.KeyVault @ Registered
= Usage + quotas MicrosoftWeb @ Registered
Policies microsoftinsights @ Registered
k=l Management certificates Microsoft.Managedidentity © Registered
My permissions Microsoft.Security @ Registered
Resource providers Microsaoft.DomainRegistration @ Registered
g3 Deployments Microsoft.Network @ Registered

After all these configurations are done, you can run the exe to create azure applications. Open
CreateAzureApplications in the IMS-master folder downloaded from GitHub.

Local Disk (D) » IMS-master » |IMS-rmaster

" MName - Date modified Type Size
Createfizurefpplications 05-11-2019 18:39 File folder
DocumentTemplates 09-10-2019 12:43 File folder
Forms 09-10-2019 12:43 File folder
IMSAppDatabXE 22-10-2019 16:39 File folder
IMSAppExe 09-10-2019 12:43 File folder
IMSForms components 09-10-2019 12:43 File folder
Mappings 09-10-2019 12:43 File folder
PowerShellScripts 09-10-2019 12:43 File folder
TableForms 09-10-2019 12:43 File folder
WebApplications 01-11-20 0 File folder
Weblobs 09-10-2019 12:43 File folder

Mj PrelnformatienData 01-10-2019 07:04 COMFIG File TKB

Run the CreateAzureResources exe in the CreateAzureResources folder.



Local Disk (D¢} » IMS-rnaster » IMS5-master » CreateAzureApplications » CreateAzureResources

~

~ _DName
[55] CreateAzureResources

CreateAzureResources.exe

CreatefzureResources. pdb

errorlog
Microsoft.Azure.KeyVault.Core.dll
Microsoft.Azure.KeyVault.Core
Microsoft.Azure.KeyVault.dll
Microsoft.Azure KeyVault. WebKey.dll
Microsoft.Azure KeyVault. WebKey
Microsoft.Azure.KeyVault

(2] (W (2] | | (2] (2 | (2] ) O

j Microsoft.Azure.Management.Msi.Fluent

[&] Microsoft.Azure.Management.Resource...

Microsoft.Azure.Management. AppServic..
Microsoft.Azure.Management. AppServic..
Microsoft.Azure.Management. Graph.RE...
j Microsoft.Azure.Management. Graph.RE...
D Microsoft.Azure.Management. KeyVault.F...
j Microsoft.Azure.Management. KeyVault.F...
D Microsoft.Azure.Management.Msi.Fluent...

Date modified

05-11-20191&:27
05-11-2019 16:03
05-11-20191&:27
05-11-2019 1&;

29-07-2015 12:56

29-07-201512:36

27-10-2018 00:38
27-10-2018 00:38

27-10-2018 00:52
27-10-2018 00:33
23-09-201902:10

3-09-2019 02:10

3-09-2019 02:09

uz Flauz

D AB.1a Tena
23-09-2019 02:09

3-09-

09-2019 02:09

09-2019 02:09

a0y

09-2019 02:09

30-08-2018 23:06

Type

Application
CONFIG File
Program Debug D...
File

Application exten..
XML File
Application exten..
Application exten..
XML File

XML File
Application exten..
XML File
Application exten..
XML File
Application exten..
XML File
Application exten..
XML File

Application exten..

Size

2KB

44 KB
TKB

14 KB
TKB

472 KB
36 KB

42 KB
633 KB
4616 KB

On successful completion of the console application, below resources will be created in the azure.

Note: If any of the below resources is not created, follow trouble shooting steps to create those

resources.

Home > All resources

All resources

Defautt Directory

+ Add Edit columns () Refresh L Exportto €S

Showing 1to & of 8 records.  [] Show hidden types @
|:\ Name

] @ imsappeinderiadbe

Subscription == all

[ @ msappFormsiadbs
)

] @ imsAppkeyVaultstadbs

[ @ msappPrintAlliadbs

[ = imsappstrgetasb6

] @ imsappwebJobstadbe

[ = imsformstrgeta4bé

[ @ imsstrgeAppinsightiadbs

Resource group == all @

Type TL

App Service
App Service

Key vault

App Service
Storage account
App Service
Storage account

Application Insights

Type==all @

2 Feedback

Resource group L

IMSAppResourceGroup
IMSAppResourceGroup
IMSAppResourceGroup
IMSAppResourceGroup
IMSAppResourceGroup
IMSAppResourceGroup
IMSAppResourceGroup

IMSAppResourceGroup

Location == all @) | T Add filter

Location Ty
Central US
Central US
Central US
Central US
Central US
Central US
Central US

West US

No grouping ~

Subscription T,
Free Trial
Free Trial
Free Trial
Free Trial
Free Trial
Free Trial
Free Trial

Free Trial

In Imsformstrge<xxxxx> storage account, two containers and three tables will also be created.



7 imsformstrgeh5499 | Containers

. LR
) « = Container () Refresh
'y |/-,'|
2 Export template
Name
Blob service
D forms
1 Containers .
D mappings
& Custom domain
' Data protection
& Azure CDN
Add Azure Search
File service
= rmstrgeh5499 | Tables
o « + Table () Refresh
File service ~ @ Checkout premium Table experience with Azure Cosmos DB —
& File shares ‘ )
A
Table service Table url
7 Tables B forms https://imsformstrgeh5499 table.core.windows.net/forms
Queue service D formversionHistary https://imsformstrgeh5494 table.core.windows.net/formversionHistory
_ B formversions https://imsformstrgeh5499 table.core.windows.net/formversions
Wl Queues
Monitoring

@ Insights (preview)

4.2 Azure Resources List
Below applications will be created in azure. Check if all the below resources are created properly.

Note: If your organization name is “org123456789” then <xxxxx> will <12345>
App Service plan
1) IMSAppServicePlan
This is the Appservice Plan for all the azure components.
Web Applications:
2)  “IMSAppPrintAll<xxxxx>"
This is used to download multiple extension document files and convert them to single pdf.
3) “IMSAppBinder<xxxxx>"
This is used to download selected files and convert them into single pdf in user defined sequence.
4) “IMSAppForms<xxxxx>"
This is used to Populate data into forms from CRM and portal.

5) “IMSAppWebJob<xxxxx>"



This app is placeholder for all the web jobs required to update data back in CRM.
Storage Accounts
6) “imsformstrg<xxxxx>"

This holds all the forms and mappings on the blobs and maintain forms, form versions and form version
history under tables.

Home > |imsformstrge1a4b6 - Containers > forms

7 forms

| A T Upload (3 Change access level () Refresh

Authentication method: Access key (Switch to Azure AD User Account)

Overview Location: forms

0. Access Control (IAM)
| | D Show deleted blobs

Settings
X Name Modified Access tier Blob type Size Lease state
Access policy
» 5 D 023c906¢-600d-4a3a-80d9-260a3660f5ec.pdf 11/5/2019, 3:19:43 PM Block blob 87475 KiB Available
roperties
D 0252360b-Ta8c-45c3-a224-4fdef398a534 pdf 11/5/2019, 3:19:45 PM Block blob 410.54 Kig Available
@ Metadata
D 03fec6e6-dOch-4036-99f6-b3d15fa6f087 pdf 11/5/2019, 3:19:46 PM Block blob 321.15KiB Available
D 05dbbc31-2dbg-43d4-96b7-8f6d76e48653. pdf 11/5/2019, 3:19:47 PM Block blob 202.48 KiB Available
D 06daZeed-4653-4bf7-01fc-3d03466a4b8b.pdf 11/5/2019, 3:19:48 PM Block blob 560.03 KiB Available
D 0da4119b-f539-4c61-b63e-812baded6390.pdf 11/5/2019, 3:19:48 PM Block blob 298.04 KiB Available
D Oe3ch9ab-42cc-4631-87fe-80455b2004b5. pdf 11/5/2019, 3:19:51 PM Block blob 362.85 KiB Available
D 16589e55-4a5e-45d1-96f7-20f4fa56fa7a pdf 11/5/2019, 3:19:55 PM Block blob 1.06 MiB Available
D 1a251db4-cOcb-4a0b-9a47-8ff1a118008d.pdf 11/5/2018, 3:19:57 PM Block blob 321.14 KiB Available e
Home > imsformstrge1a4b - Containers > mappings
7 mappings X

Authentication method: Access key (Switch to Azure AD User Account)

1 Overview .
Location: mappings

%2 Access Control (IAM)

] [ show deleted blobs

Settings
Name Modified Access tier Blob type Size Lease state
Access policy
D 023¢906C-600d-4a3a-80d9-260a3660fSec.txt 11/5/2018, 3:21:22 PM Block blob 84.49 KiB Available
Properties
D 0252360b-7a8c-45c3-a224-4fdef508a534.bt 11/5/2019, 3:21:22 PM Block blob 23.12 KiB Available
O Metadata
D 03fec6e6-d0cb-4036-09f6-b3d15f06f087 it 11/5/2018, 3:21:23 PM Block blob 10.56 KiB Available
[ = 0sdbbe31-2dbg-43d4-96b7-Bf6c76e48653.t 11/5/2019, 3:21:24 PM Block blob 22.88 KiB Available
(] = 06dazees-4653-4bf7-91fc-3d03466adbab.bxt 11/5/2019, 3:21:24 PM Block blob 4785 KiB Available
D 0da4119b-f539-4¢61-b63e-812bageas390.xt 11/5/2018, 3:21:25 PM Block blob 8.83 KiB Available
D Oe3cb9ab-42cc-4631-87fe-80455b2004b5.txt 11/5/2019, 3:21:25 PM Block blob 19.25 KiB Available
D 16589e55-4a5e-45d1-06f7-20f4f058faTa bt 11/5/2018, 3:21:26 PM Block blob 29.85 KiB Available
[ = 1a251db4-cOcb-4a0b-0a47-8ff1a118008d bt 11/5/2019, 3:21:26 PM Block blob 1056 KiB Available
(] = 1d8ccca-dafe-493d-ae32-1 cafbest3st.be 11/5/2019, 3:21:27 PM Block blob 8405 KiB Available
D 23027ca6-ec6C-477e-8650-8f4634c91df3.xt 11/5/2018, 3:21:28 PM Block blob 23.12 KiB Available A v

7) ”imsappstorageacc<xxxxx>"
All the attachments saved in CRM documents are stored here.
KeyVault
8) “ImsAppKeyVaults<xxxxx>"

All the username passwords and sensitive information related to the organization will be stored here.



App Insight
9) “ImsApplnsight<xxxxx>"
It will maintain all the logs related to AppService storage account.

Note: Follow troubleshooting steps in case of any of the above applications failed during deployment.

4.3 Publish Azure Resources

We have to Publish our code into the azure resources created through the exe. We need to publish
three web applications and six web jobs.

4.3.1 Web Applications
We are using FTP deployment method to Publish azure web applications:

1. Navigate to web applications folder in the IMS master folder downloaded from Github. It has
three folders in it which are the web applications that need to be published.

-

MName Date modified Type Size
DocumentTemnplates 09-10-2019 1243 File folder
Forms 09-10-2019 12:43 File folder
IMSAppDatabXE 22-10-2019 16:39 File folder
IMSAppExe File folder
IMSForms components File felder
Mappings File folder
PowerShell5cripts File folder
TableForms File folder
WebApplications 09-10-2019 12:43 File folder
Weblobs 09-10-2019 12:43 File folder
| PreinformationDat, . _
& PreinformationData ~ = | WebApplications - O *
Home Share View 0
i < |MS-mast.. * WebApplications v O Search WebApplications y
IM5FermsManagement (ol Mame Date modified
v | IMS-master ¢ IMSAPPEinder 01-10-2019 07:04

A IMS-master ¢ IMSAppFormsManagement 01-10-2019 07:04

i IMSAppPrintAl 01-10-2019 OT:

DocumentTemplates
Forms

IMSAnnNataFXF

2. Un-zip/extract the three folders one by one. Each folder has many subfolders in it. Navigate to
the directory which contains the bin folder.



[g] IMSAPPBinder 01-10-2019 07:04

[;] IM5AppFormsianag
5 IMSAppPrintAll

Compressed (zipp... 51,244 KB
4

El Extract Compressed (Zipped) Folders
Select a Destination and Extract Files
Files will be extracted to this folder:

D:\IMS-mastertIMS-master\WebApplications\IMSAPPBinder | | Browse...
Show extracted files when complete

I Extract | | Cancel

3. “PackageTmp” directory contains the bin folder as shown in below screenshot. All the files in the
“PackageTmp” folder need to be copied in the “wwwroot” folder of the appservice. To access
the “wwwroot” folder of the appservice, follow section 2.

I-\'&Apphcmu v INSAPFRinder > Contert » C_C » CresteBinderlonscleCode » WebApphoationl » oby > Relemse » Packege » Packagelmp I-

Marrie Date mcdilsed Tpe g
bin 30102009 1605 File folder

7 hpphicationinsaghts 03-10-2018 19:06 COMFIG File 1]
_Em.mﬂ O3 102008 15005 LOMFIG File 1EB
& CreateBinderf rintasp ASP.NET Server Pa 1 KE
| fwacon 2R 17 KR
= Globallazax AEP NET Server A... 1 KE

! packages COMEIG File KR
(@ SiteMaster ASPNET Master P... 5KE
B Site Mebile Mater ASPNET Magter P 1EE
ﬂlabhmrlﬂ JavaScript File EKE
E3 ViewSwitcher ssen LS MET User Can 1KE
1 Wb COMEIG File TEE

Create FTP deployment Credentials

1. Inazure Portal, open the Printall application i.e. IMSAppPrintAll<xxxxx>. Navigate to deployment
center as shown in below screenshot. Select FTP and click on “Dashboard”.



Home > IMSAppPrintaligh123 - Deployment Center

E’o IMSAppPrintAllgh123 - Deployment Center

App Senvice

«
[2 |
X ~ Manual Deployment (push / sync)
@ overview
E  Activity log
Ry
A Access contral (1AM) OneDrive B Dropbox External
‘ Tags
Sync content from a OneDrive Sync content from a Dropbox Deploy from a public Git or
& Diagnose and solve problems cloud folder, cloud folder, Mercurial repo. This option

requires manually triggering
your deployments.

© Security

Not Autherized Mot Authorized
Deployment

&4 Quickstart

1l Deployment slats

% Deployment Center 2N FTP

Settings Use an FTP connection ta
access and copy app files.

1" Configuration

Authentication / Authorization

@ Application Insights

- Identitv v

2. It opensa popup containing app credentials and user credential. Go to User credentials and
create a password and save the credentials.

FTP "

FTPS Endpoint ftps:/fwaws-prod-blu-091.ftp.azurewebsites.windows.net/site/wn @ Copy

App Credentials User Credentials

User Credentials are defined by you, the user, and can be used with all the apps to
which you have access. These credentials can be used with FTP, Local Git and
WebDeploy. If you are using User credentials to connect to your app, the username
needs to be in the format "imsappprintallgh123 TestFTPuser678" when authenticating
from the client. Learn more

Username

TestFTPuserG73

Password

Confirm Passward

Save Credentials

3. Navigate to properties in the app service as shown below. Copy down the FTP deployment user
and FTP host name.




Home > IMSAppPrintAllghi23 - Properties

!]! IMSAppPrintAllgh123 - Properties

2pp Senvice

gh123:45fC] Q02bbXZNeredpyPzNLngWKtAffd3cwekPxd)HXb3s20P 5ml 123.5em. et/deploy

£

.+ Identity FTP/deployment user

& Backups | imsappprintaligh123\TestFTPuser578 ‘

& Custom domains

© TLs/ssL settings FTP host name

> Networting | | [rermows-prod-blu-s1 indows et m

7 Scale up (App Service plan]

FTP diagnostic logs

E' Scale out (App Service plan)
ftp:/ /waws-prod-blu-091.ftp, indows.net/LogFiles \m
%% WebJobs
B8 Push FTPS host name
£, MysaL n App | [ #ps/iwaws-prod-blu-091 ftp.azurewebsites:windows.net \E

4. Open File explorer in your local machine and copy the FTP host name there.

7 Quick acgzss 1
[ Desktop 3D Objects Desktop

{ Downloads
) Music Pictures m Videos

~ Devices and drives (3)

Documents

Documents
[&] Pictures
1910 MIMS

CUL O Y

case documents samples
|-129TN H Floppy Disk Drive (A:)

b T

i Local Disk (C:) | Lecal Disk (D)
] ]

GE free of 29.4 GB \.:; 72

original scripts GB free of 132 GB

@ OneDrive - Microsoft

= This PC
) 3D Objects

5. Enter the FTP username and Password that you have created in deployment center.



“ . Thelnternet + waws-prod-blu-091.ftp.azurewebsites.windows.net

Log On As *

Either the server does not allow anonymous logins or the e-mail address was not
accepted.

FTP server: waws-prod-blu-091. fip.azurewebsites. windows.net

User name:

Password:

After you log on, you can add this server to your Favorites and return to it easily.

FTP does not encrypt or encode passwords or data before sending them to the
server, To protect the security of your passwords and data, use WebDAV instead.

[ Log on anonymeusly [ save password

Cancel

[& Documents
* Downloads
J‘) Music

6. After clicking on Logon it will open up some folders as shown below. Navigate to Site folder:

< v 4 ¥ Thelntemet > waws-prod-blu-091ftp.azurewebsites.windows.net v @ | search waws-prod-bl

# Quick access
B Desktop

This folder is empty.

#*
& Downloads * BIRAm- prod-blu-091 iy dows.net o X
* Hame  swore  view )
= Pictures #*
1 %> Thelntemet » waws-prod-blu-091 ftp.azurewebsites windows.net v|® | Search waws-prod-blu - P
1910 MIMS
-
case documents samples # Ok e ssh data
1129 I Desktop »*
original scripts B Downlosds » LogFiles e
@ OneDrive - Microsoft [ Documents £
g =] Pictures *
5 30 Objects 1910 MIMS
1 Deskiop case documents samples
Documents 19T
B Downloads original scripts
D Music @, OneDrive - Microsoft
=] Pictures 3 This PC
B videos “J 3D Objects
Loeal Disk (C:)
B Desktop .
& Local Disk (D)
4items

& Network

7. Navigation order:

Site=> wwwroot



|ﬁ| = | site
Home Share View

&« v P ¥ Thelnternet » waws-prod-blu-091 ftp.azurewebsiteswindows.net > site w Q) Se

A
7 Quick access deployments locks

[ Desktop
; Downloads
|if| Documents

wwwroot

| Pictures

1910 MIMS

8. There will be a file called “hostingstart.html” in the wwwroot folder. Keep the file as it is.

|ﬁ| 7 | wwwroot

“ Home Share View

= v A <« waws-prod-blu-091.ftp.azurewebsites.windows.net » site » wwwroot

L]

s Quick access e hostingstart.html

I Desktop

* Downloads

@ Documents

&= Pictures
1910 MIMS
case documents samples
[-128TN

original scripts

9. Open another file explorer and navigate to the extracted IMSAppPrintAll web application files.
Navigate to the directory containing bin folder and copy all the files including the bin folder.

<« WebApplications » IMSAppPrintAll » Content » E.C » MimsAppPrintAllCode » MimsDocumentPrintAllApp » obj » Release » Package » PackageTmp

A

15 ~ MName Date modified Type Size
1ppDataEXE bin 01-11-2019 File folder

ippExe MjAppIicationlnsights CONFIG File 6 KB
orms components 5] MimsDecPrintPage.aspx ASP.MET Server Pa... 1KB
oings j packages CONFIG File 3KB
srShellScripts NjWeb CONFIG File 2KB
Forms

Applications

WAPPBinder

MppPrintAll

10. Paste all these files in the “wwwroot” folder in the FTP as shown below.



WebApplications > IMSAppPrintall > Content > E.C > MimsAppPrintAllCode > MimsDocumentPrintallapp > obj > Release > Package > PackagsTmp >

" Name Date modified Type Size
xE bin 01-11-2019 15:00 File folder
" Applicatieninsights
mponents @ MimsDocPrintPage.aspx oo
| packages Share  View
ripts | Web « prod-blu-031 ft b indows.net » site > wwwroot > s
ons # Quick access |ej hostingstart.html bin
fer B Desktd 4 Copring,.
Al ¥ Downl
Docunl  COpying ‘Microsoft.CSharp.Core:
S Pictur o naMs. I ste\WebApp
ppPrintAllC 19100  About 15 seconds remaining
Document| case d
1-129T

leose orign
ackage @ OneDrive - Microsoft
PackageTn

3 This pC
fer =
sManage: < 3D Objects
o I Desktop .

2items

The Intemet > waws-prod-blu-091.ftp.azurewebsites.windows.net > site > wwwroot

e hostingstart.html bin IM‘;’ Applicationinsights.config
—

7| packages.config | Web.config
o d

L T T

samples

11. Now go to the app service in the azure portal and click on overview. Click restart button as shown in

below screenshot.

Home > IMSAppPrintallgh123

‘:“9 IMSAppPrintAllgh123

App Service

[ Browse I:‘ Stop & Swap O Restart i Delete

2

Restart app

@
»

Overview

Are you sure you want to restart 'IMSAppPrintAligh12317

. Click here to add tags

1]

Activity log

. Access control (JAM)

Tags

Diagnose and solve problems Tags (change)

a % e P

Security

Deployment

12. Now IMSAppPrintall application has been successfully published.

~+ Get publish profile

v @ | SearchPackageTmp

Search wwwroot »

v @ | Search wwwroot

@ MimsDocPrintPage.aspx

T2 Reset publish profile

Note: Follow the above FTP deployment procedure for IMSAppBinder and IMSAppForms.



4.3.2 Web Jobs

e Navigate to “IMSAppWeblobs<xxxxx>" -> Webjobs as shown below:

Create a resource

FAVORITES

P —

Home o All rescurces > IMSAppWeblobsTes36 - Weblobs

) IMSAppWebJobsTes56 - WeblJobs

« + add |U Refresh 2 Logs

A
Dashboard

All resources
Resource groups

App Services

Function Apps

SOL databases
Azure Co B
Virtual machines
Load balancers
Storage accounts

Virtual netw

& Managed service identity

WeblJobs
Application settings [
i

Authentication / Authoriza...

ll Delete

WebJobs provide an easy way to run scripts or programs as background processes in the context of ye

Application Insights
NAME TYPE

STATUS

SCHEDULE

Backups You haven't added any WebJobs, Click ADD to get started.

Custom domains

S5L settings

Metwarking

Scale up (App Service plan)

Scale out (App Service plan)

Weblobs I

Push

e Create the below web jobs and upload the folders as shown below.

e All the web jobs exist in “WebJobs” Folder from GitHub

(https://github.com/microsoftappsource/IMS/tree/master/WebJobs ). They need to be

uploaded while creating web jobs.

1. CreateTaskOnDepenedentAgeChang

— [m}
W
Downloads » IMS-master » IMS-master » Weblobs v O Search Weblobs
~
MName File ownership Date medified Type
I : CreateTaskOnDepenedetnAgeChange I 15-10-2018 00:49 Compress
¢ ExpireTodayValidToDocuments 15-10 Compress
: SendDocumentExpirationMotification ToFN 15 Compress
: SLARemainingTime 15 Compress
: UpdateAttorneylnFMNandCases 15-10 Compress
: UpdateSlaFlagonActiveCases 15-10-2018 00:49 Compress

e ON File Upload -> upload the webjob file..
e Created the webjob as shown below.

ed (zipp
ed (zipp
ed (zipp

ed (zipp

sed (zipp

ed (zipp

Add WebJob

5

* B

ICreateTaskOnDepenedetnAgeCha I «|

* File Upload

I “CreateTaskOnDepenedetnAgeChange.zip” I E

Tipe @

ITriggered I i |
Calling the webhook will trigger a job execution,
Use webhook triggers to integrate with Azure
scheduler,

.ri' gers

Manual w



https://github.com/microsoftappsource/IMS/tree/master/WebJobs

Home > All resources > IMSAppWebJobsTes536 - Weblobs
;;'.2} IMSAppWebJobsTes56 - Weblobs
« =+ 2dd U Refresh @ Logs [ Delete = Properties
~ Continuous and scheduled CRON webjobs require "Always on’ to be enabled for your app.
Settings

= Application settings | -

! L g
Authentication / Authoriza... E ‘& WebJobs

@ Application Insights |
o ) | WebJobs provide an easy way to run scripts or programs as background processes in the context of your app.

& Managed service identity |
& Backups i NAME TYPE STATUS SCHEDULE
&8 Custom domains CreateTaskOnDepenedetnigeCha Triggered Ready 00*1***

0 SSL settings

o Metworking

oA

Scale up (App Service plan)

T4 Grala rit (Ann Sandra nland

e Select the WeblJob and Click on Run Button to execute the Weblob.

Home » All resources > IMSAppWebJlobsTes56 - Weblobs
«,";a IMSAppWebJobsTes56 - WebJobs

« =+ add U Refresh  [F) Logs [ Delete = Properties

Setti ~ Continuous and scheduled CROM webjobs require "Always on’ to be enabled for your app.
ings

= Application settings | -

! L J
Authentication / Authoriza... E t& WebJobs

@ Application Insights |
o | WebJobs provide an easy way to run scripts or programs as background processes in the context of your app.

& Managed service identity |
& Backups 1 NAME TYPE STATUS SCHEDULE
&8 Custormn demains | CreateTaskOnDepenedetnAgeCha Triggered Ready 00****

U SSL settings

» Metworking

I

Scale up (App Service plan)

4 Scale out (App Service plan)

|
Repeat the steps for all the below webjobs in the ”WeblJobs” Folder

ExpireTodayValidToDocuments
SendDocExpirationNotification
SLARemainingTime
UpdateAttorneylnFNandCases
UpdateSlaFlagonActiveCases

ok wNnN



2

Downloads » |IMS-master » IPBMS-master » Weblobs | Search Weblobs

-
Marme File ownership Drate modified

L
1

i e T =)
ao0o0ooo

1
PP P P PR
o000 oo
[ T e — -

oo to G0 (oo

CreateTaskOnDepenedetnigeChange

L
1
i

ExpireTodayValidToDocuments
SendDocumentExpirationblotificationToFMN

L
1
i

L
1
i

SLARemainingTime
UpdatefttorneylnFRlandCases
UpdateslaFlagonfActiveCases

L
1
i

P ) e
T [ U )

L
1

5.Post Deployment Configuration

Below Plugin steps “Run in user’s context” should change to Admins User (Person who is having system
admin role) using plugin registration tool

4 i@ [Assembly) MicrosottLabs.EmailAlert

d E (Plugin) MicrescftLabs.EmailAlert.EmailCountPlugin
(5tep) MicrosoftLabs.EmailAlert.EmailCountPlugin: Create of email

5.1 CRM Configurations

Adding portal URL in content snippet entity in Questionnaire record as shown below

e Navigate to CRM -> Portals -> Content Snippets
e Open “Questionnarie” record and update the value field as shown below



Dynamics 365 ~ - Content Snippets > Questionnarie >

-+ NEW [S DEACTIVATE Tl DELETE £& ASSIGN €2 SHARE <=3 EMAIL A LINK % RUN WORKFLOW START DIALOG  o#® FLOW ~

CONTENT SNIPPET : INFORMATION

I Questionnarie =

- General

Questionnarie

Custom Portal

ype Text

Content Snippet Language English

S EA
value * I hittps://testportal. microsoftarm pclhsls.(or“lf'cluesllcn naire?id=

e Change the URL with your organization configured CRM portal as given below
e “CRM Portal URL”/Questionnaire?id=
e Example: https://<your portal >.microsoftcrmportals.com/Questionnaire?id=

Update “Integration Config”

e Navigate to CRM -> Settings -> IntegrationsConfig
e Open “OrgUrl” record and update the Config Value field with organization URL as shown below

Dynamics 365 - Settings -~ Integrations Config

i Don'tlLose Access to Dynamics 265. Convert to a paid subscription

=+ NEW il DELETE - =3 EMAIL A LINK - o/ FLOW ~ [¥] RUN REPORT ~ E¥1 EXCEL TEMPLATES ~ R, EXPORT TO EXCEL - ow

= Active Integrations Config ~

] Config Mame Config Value Integration Application
FOrMS SErvice AFT WKL rorms management
] -94 - Principal Master Record

Matter Source T360

tMember Role

I Crgurl https://testorg.crmB.dynamics.com

Printal

PrintAllApplicationURL Azure

Queue and MailBox Configuration

e Configure below queue and mailbox for all the communication through IMS CRM instance , update
the Incoming mail with your organization email .

QUEUE
IMS US Immigration =

SUMMARY QUEUE ITEMS

Title Ervtared Queu - Worked By

S b @ xYT. oM



QR Code Update for Binder

e Create Word Template in CRM as shown below
e Navigate to CRM -> Settings -> Templates -> Document Templates

Dynamics 365 Settings v  Templates

D Apps for Dynamics 365 View Dynamics 365 information on the go with apps for your phone, tablet, Outiook, and more!  Get Apps for Dynamics 365

+ New [} UPLOAD TEMPLATE [ DELETE | = o FLOW =

= Available Templates View * x
Create template from Dynamics...

O |7 N,
| ype | ame 4 l Select a template to create:

Microsoft Excel Campaign Overview - -
Bz Bxcel Template =] word Template

Microsoft Excel Case SLA Status
Select data:
Microsoft Excel Case Summary
Filter by entity Case v
Microsoft Excel Pipeline Management
Microsoft Word Account Summary
Microsoft Word Campaign Summary

Upload
Microsoft Word Case Summary @

e Download the QRCODE Document from the GITHUB
(https://github.com/microsoftappsource/IMS/tree/master/DocumentTemplates ) and Upload the
document.

Workflow Activation:

Go to CRM settings = solutions = open “IMSAppSourceV2” - select “processes” under components as
shown in below screen.

Note all draft processes and now go to settings = processes and activate them.

“ bl kR ssveand Close &L =22 Show Dependencies T Export Solution % Transiations » | [[@) Publish All Customizations Actions -+ @
Solution: IMS AppSource W2
(F 2d = Processes
Solution IMS AppSource V2
Component Type | Process - View | Customizable
. Mew | E. Add Existing < Delete | B Remove | @) Activate D Deactivate | =32 Show Dependencies | BB Add Required Components
[ Managed Properties NMors Actions
O Process Name Category Primary Entity Status & s w
Update Owner Whenever US Immigration Team ... | Workflow Foreign Mational Draft Unmanag
Request - Disable and Reset SLA Timer Workflow Request Draft Unmanac
Validate current stoge case steps Workflow Draft Unmanac
Case Steps - Update Filing Date Workflow teps Draft Unmanac
On Contact Create Workflow Foreign National Draft Unmanac
(] FM Extensicn for DM on FM Create Workflow Foreign Maticnal Draft Unmanag
Employee Documents - Edit Task Ci - i Employee Documents Draft Unmanag
This list contns 99 Process records. |
Request - Set SLA At Risk Workflow Request Draft Unmanag
EB3 Downgrade Business Process Flow Case Activated Unmanac

Activation of Workflows:
Please follow the below steps to activate the draft workflows.

1. On Contact Create:


https://github.com/microsoftappsource/IMS/tree/master/DocumentTemplates

1a. Click set Properties in the step which is showing error.
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1b. Remove the value in the configuration field and add the value again.
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1c. Save and close the window after adding the value into configuration field.
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% Updene Contact

1d. Activate the workflow.
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2. Case - Update Case Type on Template name Update

2a. Click set Properties in the step which is showing error.
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2b. Remove the value in the configuration field and add the value again.
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2c. Save and close the window after adding the value into configuration field.
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2d. Activate the workflow.
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1. Employee Documents - Assign Pending Status Documents To Integreon :



3a. Click set Properties in the step which is showing error.
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4 Common
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m | 3 » Choe - e
(3] Sat Custom Stap Input Properties. : o .
“ TSI e =
Lockup Record =
Process: Empoyy ey T T 10 Ittt D] Sab e
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3c. Save and close the window, now the step should not show any error.



Set Custom Step Inpat Properties - Microzoft Dynamics 365 - Googhe Chrome

. g » Working on scletion: Defaudt Solution

W Set Custom Step Input Properties
Form Assntamt

Operator

M

3d. Activate the workflow.
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2. Generate Letter Document from Word Template

4a. Click set Properties in the step which is showing error. Save and close the window.



Set Custom Step Input Properties - Microsoft Dynamics 365 - Google Chrome - = B

-
= = e
e e A S

7 Set SETWORDTEMPLATE input properties

4b. Activate the Workflow
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3. Generate QR Document from Word Template

5a. Click set Properties in the step which is showing error.

v | Samrepenes

St Propenies

5b. Check if the selected template is QRCODE, If it is not filled fill it with QR code.
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> 2 - ; SR o e e = Working on solution: Default Solution
%% Set SETWORDTEMPLATE input properties

Form Assistant >
Property Name Data Type Required value
3 -
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Fo
> > s
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oK

5c. Save and close the window.

5d. Activate the workflow
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6) Send Invitation

6a. Open “Set properties” of Update FN Portal role step.



Process: Send Imit

Wesriang. o solumces; Dt Soirian
|§' £ Information
——, Gonera | ASmingaton | Mot
T Inko Wetkfow Job Retenton =
A Akt s Lol S0 DPTEA et ew 0T B B T B et te rae _—
4 Pangess Sesstons
;;‘-'mr. Lazpors RE0D 5 0 AED

[ Aos o - | Jeewser -
& Tioe 8 Fes Sesronon Pee
Updste | Imwiatior - et Fropecies
» Ervode iviaier Code
Forastroooe e inton Cooe  Sel Propenes
RN R ETE 10 BN RS £TE SO

Smate Ema T SetFropetes

& Gerderairizal mcten

PRTHESEN IRt S Pt

& Upaime evmton 6 Seer

Change necord Pt i | imetation | 5o bl
»  Uoome P ot Roe

]

6b. Check if the web role field is filled. If not, set the field to “IMS Portal Admin”. Save and close the form.
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7. SendQuestionnaireEXTsAndSendEmail

7a. Open Set Properties of send email step.
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7b. Check if the From field is filled. If not, fill the field with “IMS US Immigration”. Save and close the form.

_ &R ssveans Oosze

ey PrOCRss: SencQuestionnaireEXTsAndSendEmanl
[y,. Set Custom Step Input Properties

Property Name

| Data Type | Required

From Required

Tempiste Required

8. Assign Owner - CanTracker Cases

=

8a. Click on the lookup button as shown in the below screenshot.
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8b. Fill the field with “Process Team1”.
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Documents Storage:

o Navigate to CRM -> Settings -> Extensions -> Integration Config
o Update the below config name values

NOTE : Azure component names appear on document are same but on azure portal component
names will end with your CRM Organization Unique Name (for ex:your CRM org name:org12345678 , on
the Azure portal component names end with ComponentName12345 like : IMSAppPrintAll12345)

1. App Insights Instrumentation Key

e Navigate to Azure
e Open the Resource “IMSAppStorageApplnsight<xxxxx>" as shown below



Home > Application Insights > IMSStrgeApplnsight1adbé

@ IMsStrgeApplnsightladbé =

Appication Insights

o « H Application Dashboard  #é Getting started Search i Logs (Analytics) @ Monitor resource group Feedback ¥ Favorites > Rename  [4] Delete
£ |
PR ~ @ search and Logs (Analytics) wil be removed from the top commands bar. They can be accessed from the left menu bar.
verview
- Resource group (change) : IMSAppResourceGrou| Instrumentation Key : 67f2efal-4588-4ae1-bd03-01b40c3709c2
Activity log group 9 PR P Y
o Location D West US Connection String ¢ InstrumentationKey=67f2efa1-4588-4ae1-bd03-01b40¢3709¢c2
=Y trol (IAM)
Ccess control
Subscription (change) : Free Trial
Tags -
® g Subscription 1D i 1
Diagnose and solve proble...
& piag P Tags (change) ! Click here to add tags

Investigate

== Application map - ~
Show data for last: k‘aommutes 1 hour 6 hours 12 hours 1 day 3 days 7 days 30 days )

& Smart Detection
A Live Metrics Stream
£ Ssearch

@ availability

Failed requests ﬁ Server response time ;?

100 100ms

80 20ms

e Copy the Instrumentation Key and update the Config Value in App Insights Instrumentation Key as shown
below.

EHsave =+ NEw  [@ DEACTIVATE T DELETE  C@l SHARE SECURED FIELDS &= EMAIL A LINK Q,RUN WORKFLOW  [¥] START DIALOG /™ FLOW ~ wee

INTEGRATIONS CONFIG : INFORMATION

App Insights Instrumentation Key =

4 General

Config Name *

App Insights Instrumentation Key

Config Value

67f2efal-4588-4ae1-bd03-01b40c3709c2

ntegration Application

ntegration Sync Enable

Forms Management

Yes

? SetUred A

2. Azure Storage Account key

e Navigate to Azure.
e Open the Resource “imsappstorageacc<xxxxx>" as shown below.
e Go to Access Keys under Settings, Copy key1 val



Home

Create a resource

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access keys securely - for example,
using Azure Key Vault - and don't share them. We recommend regenerating your access keys regularly. You are provided two access keys so that you can

= Overview maintain connections using one key while regenerating the other.
When you regenerste your access keys, you must update any Azure resources and applications that access this storage sccount to use the new keys, This
B Activity log
action will not interrupt access ta disks from your virtual machines. Leam mare
.
ah Access control (1AM) Storage account name
imsappstoragescc )
Fce groups & Tags | B ‘
e ¥ Diagnose and solve problems
p Services keyt €2
- ey
oy 8 Storage Explorer (preview) ey
SETTINGS.
Connection string
Access keys o e e e T iy T T oo E
) CORS
virtual machines 2 key2 0
& Configuration Key
4 Load balancers AT —— -— - E
& Encryption
rage accounts
B storage account Connection string
& Shared access signature E
Virtual networks < =
re Active Directory <

e Navigate to Settings -> Integrations Config Entity and Update the Key Value in Azure Storage Account
key Record “config value” field as shown below.

EHsAVE < NEw [ DEACTIVATE [ DELETE LCA' SHARE SECURED FIELDS = EMAILALINK % RUN WORKFLOW [F] STARTDIALOG o/°FLOW ~ e

INTEGRATIONS CONFIG : INFORMATION

Azure Storage Account key =

4 General
Config Name * Azure Storage Account key
Confi

OHH/Ya9xKzdExiglgDfoWXb8P/oqigYaSkUChwlh3Xkl2kVUugN5Y4g 1W6eFIPvudP3E96wdK4rZeB93 +iAlig==
ntegration Application Azure
ntegration Sync Enable Yes

Secured SAS

3. Azure Storage Account Name

o Navigate to Azure
e Open the Resource “imsappstorageacc<xxxxx>" as shown below
e Copy the storage account name as shown in below screenshot



Create a resource

All services ?é Open in Explorer =3 Move ﬁ Delete o Refresh

777777777777777777777777777777777 Resource group (change) Performance
. G |...sResourceGroup Standard
Overview p
_________________________________ Status Replication
. Primary: Available Locally-redundant storage (LRS)
oard B Activity log v Y ?
Location Account kind
Central US Storage (general purpose w1}
All resources M Access control (IAM)
Subscription (change)
Free Trial
ECESOICUES 14 Tags Subscription ID
. App Services . Diagnose and solve problems

Tags {change)

&l Storsge Bxplorer (preview) Click here to add tags

Function Apps

SQL databases SETTINGS Services

o Navigate to Settings -> Integrations Config Entity and Update the Account Name Value in Azure
Storage Account Name Record “config value” field as shown below

Dyﬂ amics 365 -~ Settings -~ Integrations Config > Azure Storage Accou...

i Don'tLose Access to Dynamics 365. Convert to a paid subscription

H save =+ NEW [$ DEACTIVATE D DELETE SHARE SECURED FIELDS <= EMAIL A LINK % RUN WORKFLOW  [F] START DIALOG o™ FLOW
INTEGRATIONS CONFIG : INFORMATION

Azure Storage Account Name =

4 General

Config Name * Azure Storage Account Mame

imsappstorageaccf3aSb

ntegration Application Azure

ntegration Sync Enable Yes

Secured SAS

4. Azure Storage Container

e Navigate to Azure
e Open the Resource “imsappstorageacc<xxxxx>" as shown below
e Go To Blobs in Blob Service and create the container as below



Create a resource

All services = Container | ) Refresh

Prepees Storage account:
FAl ES ~ g
8 Locks 0
Dashboard
2 Automation script MNAME LAST MODIFIED

All resources

BLOB SERVICE
Resource groups

1 Blobs

App Services

| Custom domain
Function Apps
W Soft delete
SQL databases
=& Azure CDN

Provide name[user defined] and click on ok. name [user define] update on azure storage container “config

value” on CRM

New container

* Mame

Public access level @

Private (no anonymous access) W

“ Cance'

Copy the Container Name
< imsappstorageaccf3aSb - Blobs 3
« + Container t) Refresh
S Frewsllssngwitusinetwor..  a|  Storgeaccount imssppstorageaceSass
° Properties o)
& Lods NAME LA PUBLICACCESSL_ LEASESTATE

Avtomation script
storage 97 Private Available

Blob service

1 Blobs
B8 Custom domain
B Soft delete

M A-iera CTUR |

Navigate to CRM -> settings -> Integrations Entity
Update Azure Storage Container Record “config value” field as shown below



HH Dyna mics 365 - Sel‘tings ~ Integrations Config > Azure Storage Conta...

i Don't Lose Access to Dynamics 365. Convert to a paid subscription

Hsave 4 New [@ DEACTIVATE T DELETE [@ SHARE SECURED FIELDS <= EMAIL A LINK  £% RUN WORKFLOW  [F] START DIALOG  o/® FLOW ~
o

INTEGRATIONS CONFIG : INFORMATION

Azure Storage Container =

4 General
Config Name ™ Azure Storage Container
Config Value storage
ntegration Application Azure
ntegration Sync Enable Yes

Secured SAS

5. Forms Service API URL:

o Navigate to Azure

e Open the Resource “imsappforms<xxxxx>" as shown below

e On overview select the URL as shown in below screenshot, paste it on Forms Service APl URL
records “config value” field

e After URL, add /api/vl/forms/ for Config Value

ex: https://imsappforms82f09.azurewebsites.net/api/vl/forms/

pe “© [} Browse M Stop K Swap O Restart @M Delete ! Get publish profile c} Reset publish profile
Resource group {change} EURL
X -~ ImsResourceGroup ‘https://imsappforms17890.azurewebsites....
Overview R R
Status App >ervice plan/pricing tier
. Running IMSAppServicePlan (Free: 0 Small)
E Activity log X
Location FTP/deployment username
- Central US Mo FTP/deployment user set
i Access control (1AM) Subscription {change) FTP hostname
Free Trial ftp:/fwaws-prod-dm1-093.ftp.azurewebsi...
& Tags .
Subscription 1D FTPS hostname
0277127f-2464-42f1-8714- 1da22742fT0f ftps:/fwaws-prod-dm1-093.ftp.azurewebs...

K Diagnose and sclve problems
Tags {change)

Click here to add tags
DFPIOYMFNT

6) Secured SAS Token
Navigate to imsappstorage<xxxxx> resource and go to shared access signature under settings tab.

Please ensure that start date and end date fields are filled with valid dates and end date is greater than
the current date.


https://imsappforms82f09.azurewebsites.net/api/v1/forms/

red —

- Shared access signature

ed
t

biob. file. queue. 1a ote that stored

File service

B Files

Click on Generate SAS and connection string.

Select the SAS token value as shown in below screenshots, paste it on “Secured SAS” field of SAS record
in Integrations config in CRM.

If the SAS Key is expired , then Re Generate SAS key in azure and update the above record in crm .
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Dynamics 365 Settings ~ Integrations Config

i Don't Lose Access to Dynamics 365. Convert to a paid subscription

Hsave = NEw [& DEACTIVATE [l DELETE C@ SHARE SECURED FIELDS =2 EMAIL A LINK  {#% RUN WORKFLOW  [E] START DIALOG  o/° FLOW ~ wee

INTEGRATIONS CONFIG : INFORMATION

SAS -=
4 General
Config SAS
T L
Azure
Yes




5.2 Azure Configurations

NOTE : Azure component names appear on document are same but on azure portal component
names will end with your CRM Organization Unique Name (for ex:your CRM org name:orgl12345678, on
the Azure portal component names end with ComponentName12345 like : IMSAppPrintAll12345)

First step on azure configuration is creating key vaults. Post deployment, on azure portal you can
find components named as ImsAppKeyVaults following with Unique org id on given azure portal under
user provided resource group.

= |ImsAppKeyVaults:
Open keyvault

[ Fearct frt B Detete =3 Move
Resource group fcrarge DS Mame
i STTOE i Femosvauit anure. ety
e rweew
Locat-on

Southeast Asia

Subscription ichamge]
PAPTY

B Activity log

s Access comtrol (LAM)
Sulbscripticn 1D
-+ T b B HaE24
ags

M Diagroze snd sobee problemrs

P b
SETTENGS

Shonw data for Last 1 howr 6 hours | 12 howrs 1 cay T days 20 days
Meys
Clhick for additional metrics
Secrets.
Total requests (attosol-dema) e

Certificates
Access polcies

Propertes

Open access policies in Imsppkeyvaults<xxxxx> and click on “Add Access Policy”.
Home > ImsAppKeyVaults1a4b6 - Access policies

ImsAppKeyVaults1a4b6 - Access policies

Key vault
o | « () Refresh
P ..
. . ~
L QOverview
Enable Access to:
i Activity log Azure Virtual Machines for deployment @
"2 Access contral (IAM) Azure Resource Manager for template deployment O
Tags Azure Disk Encryption for volume encryption @
2 Diagnose and solve problems T —_—-- B
o Add Access Policy | ;
Settings
Current Access Policies
Keys
- Name Category Ema
Secrets
Mo results

w= Certificates
Access policies
‘0 Firewalls and virtual networks
' Properties

Locks



Select all permission except PURGE in key permissions, secret permissions and certificate permissions. In
principal select the logged in azure user. Add the access policy to key vault.

Home > ImsAppKeyvaults1adbé - Access policies > Add access policy Principal

Add access policy
A access policy

Select @
Configure from template (optional) ‘ imsappnov
\ v ]
Key permissions I
‘ 15 selected ~ ‘
Secret permissions
‘ 7 selected ~ ‘
Certificate permissions
‘ 15 selected ~ ‘

Selected member:

Select principal

N | Rermc
> imsappnov235@outlook.com

None selected

Authorized application @

Home > ImsAppKeyVaults1a4b6 - Access policies

ImsAppKeyVaults1a4b6 - Access policies
Key vault

| o ‘ “ save| > Discard () Refresh

. ~ @ Please the click ‘Save' button to commit your changes.
) Qverview

& Activity log
Enable Access to:

o Access control (1AM -
- (AM) Azure Virtual Machines for deployment O

# Tags Azure Resource Manager for template deployment @
J° Diagnose and solve problems Azure Disk Encryption for volume encryption @
Settings
Keys
_ Current Access Policies
Secrets
Name Category Email Key Permissions Secret Permissions Certificate Permissi... Action
k= Certificates
USER
Access policies
o Firewalls and virtual networks . USER imsappnov235_outlo... | 15 selected ~ ‘ ‘ 7 selected ~ | | 15 selected ~ ‘ ‘ Delete
© Properties
Locks

In the Azure Key Vault settings that you just created you will see a screen similar to the following.
Click Secrets in the blade, followed by Generate/Import button on the top right.



Home > ImsAppKeyVaultsladbe - Secrets
L_' ImsAppKeyVaultsladb6 - Secrets

Key vault

Refresh 7 Restore Backup

2

() Qverview A Name Type Status

Activity log ] There are no secrets available.

fo. Access control (IAM) Lu
® Tags

/7 Diagnose and solve problems
Settings

Keys
&= Certificates

— Access policies

“@ Firewalls and virtual networks

Properties

Type in your secret details:

Home > ImsAppkeyVaults1adbe - Secrets > Create a secret

Create a secret

Upload options

| Manual e |

Name * (@
| BinderAdminUser . |

Value *
Content ype (optional)

Set activation date?® [_|

Set expiration date? @ ]

.
Enabled? ' No )

-I

Secret details name should be as follows(yellow highlighted)

1. Name : BinderAdminUser Value :[provide binder application Run as username] ex:abc@ee.com
2. Name : BinderPassword Value :[provide binder application password]



3. Name : MIMSCRMOrgUrl Value :[Target CRM instance organization url]
On CRM : Settings = Customization - Developer Resource 2>

Organization Service
SOAP Service providing access to this instance of Dynamics 365, For maore information see Use the

eb ead and write data or metadata

bttps:/Z 1111115 P Tbapi.crm.dynamics.com/XRMServices/2011/0r

Name : PrintAllAdminUser Value :[provide printall application Run as username] ex:abc@ee.com
Name : PrintAllPassword Value :[provide printall application password]

Name : MIMSAppSourceAdmin Value :[provide web job applications Run as username]

Name : MIMSAppSourceCRMPwd Value :[provide web job applications password]

No v s

Home > Keyvaults > ImsAppKeyVaultsgh123 - Secrets
r‘ ImsAppKeyVaultsgh123 - Secrets
Key vault

P2 ¢ { Generate/import () Refresh T Restore Backup
Qverview - Name Type Status Expiration Date
& Activity log EinderAdminUser ~ Enabled
o Access control (IAM) BinderPassword ~ Enabled
® Tags MIMSAppSourcesdmin ~ Enabled
/* Diagnose and solve proble... MIMSAppSourceCRMPwd ~ Enabled
Settings MIMSCRMOrgUrl ~ Enabled
Keys PrintAllAdminUser ~ Enabled
PrintAllPassword + Enabled

[ secrets

k= Certificates

On part on Azure Configuration now we are going to configure for IMSAppPrintAll following with
Unique org id (web app) and IMSAppBinder following with Unique org id (web app) . Below steps to
create/modify.

=  |dentity
Goto Settings and select Identity.

Ifis ON, don’t change anything. If it is Off, change it to On and save. (After clicking on save it
will take some time, wait till it save.)



Home > IMSAppPrintallgh123 - Identity
IMSAppPrintAllgh123 - Identity

App Service
- 4 i .
|/'-J | System assigned  User assigned
Deployment ~ A system assigned managed identity enables Azure resources to authenticate to cloud s
necessary permissions can be granted via Azure role-based-access-control. The lifecycle
Quickstart resource (e.g. Virtual Machine) can only have one system assigned managed identity. Le
Deployment slots e o
(_J) Refresh L/ Got feedback?
7% Deployment Center
Settings Status @
Configuration
Authentication / Authorization Object ID®
. . f653db43-527a-4413-8562-3%%ed 1 cb2f0 .
@ Application Insights | e e | Hj
Identity
&* Backups ﬂ This resource is registered with Azure Active Directory. You can control its access to servic

Customn daomains
@ TLS/SSL settings

“* Networking

Application Settings

Navigate to Configuration and create application settings. For application settings we need to create
below parameters:

1) KeyVaultAppClientld
2) keyvaultclientld
3) keyvaultclientsecretld

Azure Portal > Azure Active Directory > App Registrations > New Application Registration



Register an application

* Name

The user-facing display name for this appiication (this can be changed later).

| PrintAllspp v

Supported account types

Wha can use this application or access this API?

(® Accounts in this organizational directory only (Default Directory only - Single tenant)
O accouns in 2ny orgarizztionsl directory (Any Azure AD drectory - Mufttenznt

O Accounts in any oranizations! directory (Any Azure AD directory - Mulitanant) and parsonal Microsoft aceounts (e Skype, Xbax)

Help me choose..

Redirect URI (optional)

‘We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
«changed later, but a value i required for mest authentication scenarios.

e < | [[repsspesicon -

By proceeding, yo

gree to the Microsoft Platform Policies

Note down your details. Remember, your client id is same as Application ID.

Home > Default Directory - App registrations > PrintallApp

iR PrintallApp

« 151
IS} [i] Delete & Endpoints .
|/ | KeyVaultClientid K

Display name : PrintallApp \ / Supported account types

ultappClientid

B Overview

Ii;pph(atlon (client) ID : 58186e5e-T4ee-4213-bb3c-ebcdadchdscs I Redirect URIs
¥ quickstar Directory (tenant) ID : a3528edd-2358-4&8cf-afe0-229e3b9f08c3 Application 1D URI
Manage Object ID : ded44bed-eea3-409e-accf-819a8943b1e7 Managed application in...
= Branding *

3 Authentication

Certificates & secrets
o Call APIs Documentation
= permissions

& Expose an AP| ﬁ l:l’l-
Owners Eﬂ Authentication libraries
Code samples

[

™ E3> % 'l\} Microsoft Graph
-]

Roles and administrators (Previ...
Glossary

Microsaft identity platform
Eg Authentication scenarios

: My organization only
: Add a Redirect URI
: Add an Application ID URI

: Printallapp

@ Welcome to the new and improved App registrations. Looking to lesm how it's changed from App registrations (Legacy)? Learn more

Click on Certificates & secrets in the below image and navigate to Client secrets section as shown below

While Generating the key for any app registration Provide some user defined name in the description and
select “Never expires” as the duration and save the record. A key will be generated. Take this key as the

keyvaultclientsecretld.



Ayt Direcd ApD tepatraty Prietalipp - Cortificates & secrets

PrintallApp - Certificates & secrets

0 idernfy themasives to the SUThertication service when recehwng tokens at 3 web a0dressable locaton (usng an HTT
OMend uing 3 CeNACIE Snad Of 3 Chert 1000 31 3 Credentiy

Crecertials erable 2pph
Bghet Wrvel oF asscrande. w

B Owrvew
$ Qucistart Certificates

CertAicates can Be used 25 secrets 10 prove the Jppication 1 iGentty when regue1tng » token. Aso Can be reflerred 10 95 pubiic ke
Manage Y
B sanong
D autherterten NO conAcates have Deen 380ed 1or ths apphcaton

Thumbpnnt Start Date Expires

* AP pecmsiions

G Epowe an AP

Client secrets
E OCwres

A secret 3tring that the apphcation uies (O prove 25 Jentity whon reguesting 2 token Also Can De referred 10 25 JPPRCIDON PasIwOrd
o Rolet and aEmnateaton (Srev

Neow chent secret

SRR C ik o Expires value

B Mandent

Sopport « Troubleshooting
NO LRt SHCTets Nave Boan Created

£ Troutleshoe

& New suppon request

Create a new client secret, give some name in description and select the Expires field as “Never”.

PrintallApp - Certificates & secrets

[P _search it | “ ) Copythe new dient secret value. You won't be able to retrieve it after you perform ancther aperation or leave this blade.
LIBUSIIUEE: NEUIE APRILEUIONS L IUENLTY WSINSEIVEs W0 L EULIENULUOT S21VICS WHEH TELRIVING LURETIS 318 We 2udlessdlle

- . higher level of assurance, we recommend using a certificate (instead of a client secret) as 2 credential.

¥ Overview

& Quickstart Certificates

Manage Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public

= Branding T Upload certificate

D Authentication No certificates have been added for this application.

Certificates & secrets
Thumbprint Start Date Expire

-5 AP| permissions

& Expose an APl
- Client secrets
. Owners
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application pas

& Roles and administrators (Previ...

+ New client secret
m vaniest [+ Now et scrt |

Description Expires Value

Support + Troubleshooting
test1 12/31/2289 L] 1EDOI7IR: AUy TcOn2c][TVhwf3my

Z2 Troubleshooting

4) keyvaulturl
Azure portal > ImsAppKeyVaults following with Unique org id > Overview > Take DNS Name

DMNS Mame
https://imsappkeyvaulisfT  “wault.azure.nst/

5) SecretUrlUserld
Azure portal > ImsAppKeyVaults following with Unique org id > Overview > Take DNS Name
Remove last charecter (/) from url

The above setting configurations are as shown below , after enter the required application settings and
save it.



Home > IMSAppPrintallgh123 - Configuration

1% IMSAppPrintAllgh123 - Configuration

App Service
‘ ol ‘ « O Refresh
Deployment h Af' Click here to upgrade to a higher SKU and enable additional features.
&4 Quickstart Application settings are encrypted at rest and transmitted over an encrypted channel. You can choose to display them in plain text in you
controls below. Application Settings are exposed as environment variables for access by your application at runtime. Learn mare
11l Deployment slots
. Deployment Center —+ New application setting <@ Show values ¢ Advanced edit <7 Filter
Settings i Mame Value Source Deployment slot sett
| KeyVault&ppClientld > Hidden value, Click show values butten:  App Config
Authentication / Authorization ! keyvaultclientld @ Hidden value. Click show values button:  App Config
@ Application Insights
| keyvaultclientsecretld P Hidden value. Click show values button i App Config
Identity |
& Backups ' keyvaulturl > Hidden value. Click show values butten i App Config
= custom domains
| SecretUrlUserld < Hidden value. Click show values butten  App Config
@ TLS/55L settings !
X | WEBSITE_NODE_DEFAULT_VERSION > Hidden value. Click show values button:  App Config
“» Metworking |

Now Go to Keyvault [ ImsAppKeyVaults<xxxxx> ]--> access policies --> click on add access policy and

provide the application on select principal field

Select the application and provide all the permissions except purge and click on Add.

Now save the access policies.

Home > Key vaults > ImsAppKeyVaultsgh123 - Access policies > Add access policy

Add access policy

Add o

Configure from template (optional)

\ v]
Key permissions
‘ 15 selected e |
Secret permissions
‘ 7 selected ke |
Certificate permissions
‘ 15 selected ke |
Select principal
| i
 IMSAppPrintAllgh123 B
Authorized application @

a

None selected

Finally, you will see the access policy like below



FrLL O sl

K b= RO P
ImnsAppEeyVaulsghi2a - Access policies
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For ImsappBinder<xxxxx> and IMSappWebJobs<xxxxx> AppServices also we need to follow the same
procedure

1) On and save ldentity
2) Azure active directory application registration binder/webjob
3) application settings — adding keyvalut url, application and secret ids.

3) Adding application to access policy of keyvault..

CRM Configuration for Printall :
Navigate to Settings = integration Configuration = search for “PrintAllApplicationURL"

For Config Value : Azure portal > IMSAppPrintAll following with Unique org id > Overview > URL

CRM Configuration for Binder :
Settings = integration Configuration = search for “PrintBinderURL"

For Config Value : Azure portal > IMSAppBinder following with Unique org id > Overview > URL +
/CreateBinderPrint.aspx?ID=

Ex: https://imsappbinder820f9.azurewebsites.net/CreateBinderPrint.aspx?ID=

Form Configurations:

1) For Forms App (IMSAppForms) service need to add below items on app settings:
a. AlKey : (navigation : IMSAppStorageApplnsight<xxxxx>-- overview — Instrumentation
key)
b. CloudStorageConnectionString: (navigation : imsformstrge<xxxxx> — Access keys —
Connectionstring)


https://imsappbinder820f9.azurewebsites.net/CreateBinderPrint.aspx?ID=

Save the Settings.
Note: Remove text “;EndpointSuffix=core.windows.net” form the CloudStorageConnectionString

1! IMSAppFormsgh123 - Configuration

@l
|f’ | | O Refresh
Deployment A Af‘ Click here to upgrade to a higher SKU and enable additional features.
&4 Quickstart | Application settings General settings Default documents Path mappings

1. Deployment slats
Application settings
&% Deployment Center PP 9

Settings | Application settings are encrypted at rest and transmitted over an encrypted channel. You can choose to display them in plain text in your
| controls below. Application Settings are exposed as environment variables for access by your application at runtime. Learn more
‘I' Configuration |
Authentication / Authorization =+ MNew application setting <@ Show values @ Advanced edit 77 Filter
@ Aapplication Insights ! MName Value Source Deployment slot settin
Identity 1 Alkey @ Hidden value. Click show values button ;. App Config
& Backups |
| CloudStorageConnectionString 4> Hidden value. Click show values button i App Cenfig
T2 Custom domains

@ TLS/SSL settings WEBSITE_NODE_DEFAULT_VERSION < Hidden value. Click show values button i App Config

Px

¥

Networking |

Adding Application Settings on App service.

IMP Note: Target CRM instance URL must declare under Forms App (IMSAppForms) =ss CORS

Home > IMSAppFormsgh123 - CORS

@ IMSAppFormsgh123 - CORS

App Service

|0 |« & save

pe

- ~
K Advanced Tools -y
. A ) A CORS
App Service Editor (Preview) -
& Performance test Cross-Origin Resource Sharing (CORS) allows JavaScript code running
= | allowed to make cross-origin calls (for example: http://example.com:1:
=1 Resource explorer domain or after TLD. Learn more
[7 Extensions
Request Credentials
Maobile
|:| Enable Access-Control-Allow-Credentials &
7 Easy tables
" Easy APls Allowed Origins
AP | http:fD:t.crm.dynamics.com
AP definition |
&) CORS

Monitoring



CRM side Form Management related configuration :
Settings = integration Configuration = search for “App Insights Instrumentation Key “
For the “App Insights Instrumentation Key” record we should provide “Config Value”

For Config Value :

Azure portal > IMSAppStorageApplnsight following with Unique org id > Overview > Instrumentation Key

Settings > integration Configuration = search for “Forms Service APl URL”
For the “Forms Service API URL” record we should provide “Config Value”
For Config Value :

Azure portal > IMSAppForms following with Unique org id > overview > URL
After url add /api/vl/forms/ for Confiig Value

ex: https://imsappforms82f09.azurewebsites.net/api/vl/forms/

Update Master Forms Records :

Get all the Master Forms with “FormType” value Equals to “MasterForm” as shown below

ACVANCED FIND
FR ! Wi
L = Edit Columns
Ul Mew ﬂ,

Cuery Saved Results Save
Views [i5# Edit Properties

LIST TOOLS

SAVED VIEWS

= Microsoft | LyNamics 3o5

2]

Download Fetch
XML

=R
e
]
oo
he
2 =
=]

o
)
i

P

a [») @ )
:
:

Show

=
%

Debug

Look for:  Master Forms M Use Saved View: | [new]

v Form Type

Iz
|<

=
i

Master Form

To change the URL, follow below steps

1) Take new Master Form and fill all the fields as it is except URL field
2) Save the form (Do Not Click “Save and Close” Button)

Follow the step 1 and 2 for all the Master Forms

Now able to see the URL with forms azure application name as below


https://imsappforms82f09.azurewebsites.net/api/v1/forms/

Example : “G-28” Master Form

MASTER FORMS : INFORMATION G
-
G-28 = o
4 General
Name ™ c-28 Form Logical Name ™ mims_g28
Form Type Master Form
USCIS Published On * 5/23/2018
USCIS Expires On ™ 5/31/2021
«
Usage e Mostly

B https://imsappformse098b.a2urewebsite:
Slugrsions/20 = o

CRM Form Id EC103FES-5D85-4C59-AADF-
87E1139DD55B

6.TroubleShooting Details

Follow below steps if any of the required components were not installed appropriately during
deployment. Failures may occur if any of the pre-requisites are not provided, network disconnections,
Azure components take more time than anticipated to deploy on cloud or any other unexpected failures.
Follow the below steps to resolve them manually if not completed automatically while installation.

6.1 Azure Applications

6.1.1 Web Service Plan
If IMSAppServicePlan application is not created in azure as shown below

Create the AppService Plan with name of ‘IMSAppServicePlan’ as shown below



New App Service Plan

* App Service plan

IMSAppServicePlan W

* Subscription

Free Trial -

* Resource Group &

| Create new (@) Use existing

TestMimsResaurceGraupl ~

* Operating System

Windows ~

* Location

Central US L

* Pricing tier S
51 Standard

Automation options

6.1.2 Web Applications

IMSAppPrintAll Application

e If IMSAppPrintAll followed by organization unique name application is not created in azure
e Create Webapp in azure as shown below



== add  EES Edit columns <=+ More
Azure Marketplace See all Featured See al
Page 1 “~ | of2
HAME T Get started Web App
Quickstart tutorial

Recently created

Comput L App
o {&) [

Metworking

Storage Web App for Containers

Quickstart tutornal

Web |

Mobile O

Containers Cuickstart tutorial

Databases

e Create “IMSAppPrintAll” followed by five characters of an organization unique name as shown

below

Example: “IMSAppPrintAlldc536”

Plic e Report a bug

S
Create a resource = A

All serwvices

= A marne
I IMSAppF'rintAll(dﬁBEl

_aTzurevwebsites. net

= Subscription

Free Trial —
Adl rescources
= Rescurce Group &
Resource gQroups ) Create newws () e existing
TesthdirmsResourceGroup ~
ApDp Servwices
- os Do | Booeer
Function AQEs
- App Service plansLocation -~

SerwvicePlanSdafcbofe-b&a25S((Caemtr...

Arzure Cosmos DB
Application Insights m OFF

wWirtual machines

Load balancers

e Run the below PowerShell command as shown below

Ssubscriptionld ="  #Azure Subscription ID

SresourceGroupName =" #Azure Resource Group Name

SIMSAppSourcePrintAll_Path =" # Print All Application Path from WebApplications folder downloaded from the GitHub

(https://github.com/microsoftappsource/IMS ) as shown below image

SIMSAppPrintAll =" # Print All Application name, Example: 'IMSAppPrintAIIdc536'

Add-AzureAccount

Select-AzureSubscription -Subscriptionld Ssubscriptionld



Publish-AzureWebsiteProject -name SIMSAppPrintAll —package SIMSAppSourcePrintAll_Path

w

Downloads )IIMS-master » IMS-master » WebApplications I

Mame File ownership Date modified Type Size
: IMSAPPBinder 15-10-2018 00:49 Compressed (zipp... 51,135 KB
: IMSAppFormsManagement 15-10-2018 00:43 Compressed (zipp... 22,581 KB
: IMSAppPrintAll I 15-10-2018 00:49 Cormpressed (zipp... 45,603 KB

e Script has to be executed without getting error in PowerShell

IMSAppBinder Application

e If IMSAppBinder followed by organization unique name application is not created in azure
e Create Webapp in azure as shown below

= add  =E £dit columns -== More
-
Azure Marketplace See al Featured See all
Page | 1 w | of 2
MAME T Get started i Web App
Quickstart tutorial
D MIMSAppBindercISds Recently created
TN MIBASE P Compute Logic App
ay  MIMSAppBinderf89db {‘Q‘I_
= . Quickstart tutorial
& MIMSAppFormse3sds Metworking
1;:- MIMSAppFormsfeSdt e ' Web App for Containers
pr— Web | ‘ Quickstart tutorial
" MIMSAppPrintAllc35d5 I = I
- ) Moaobile
A MIMSARRPrintAINESdS cDoN
_ Containers Quickstart tutarial
'@ MIMSAppStoragefpplnsightTdcEe
I . . . Databases o

o Create “IMSAppBinder” followed by five characters of an organization unique name as shown
below

Example: “IMSAppBinderdc536”



CTreate a resource

Al services

Dashboard

Al rescources

Resource Qroups

SApD Serwices

Function Apos

Sl databases
SHAmure Cosmos DE

wirtual machines

Report a bug

= App narme
I Tl S pr Bl e r el C D 6

azurewwebsites.net

= Subscripticn

Free Trial S

= Rescurce Group &

) Create new (@)

Use existing

TestPAimsResourceGroup| ~ ]

- o I

= App Service plan/Location
ServicePlamnSafcbhafe-bae2S(Caemtr.. .

Liras | Docker |

Application Insights @& [ On |

OFF

Run the below PowerShell command as shown below

Ssubscriptionld ="  #Azure Subscription ID
SresourceGroupName =" #Azure Resource Group Name

SIMSAppSourceBinder_Path =" # Binder Application Path from WebApplications folder downloaded from the GitHub
(https://github.com/microsoftappsource/IMS ) as shown below imag

SIMSAppBinder =" # Binder Application name, Example: 'IMSAppBinderdc536'

Add-AzureAccount

Select-AzureSubscription -Subscriptionld Ssubscriptionld

Publish-AzureWebsiteProject -name SIMSAppBinder —package SIMSAppSourceBinder_Path

+ Downloads » IMS-master » IMS-master JIWebApplicatinns

.

Mame File ownership Date modified Type Size
| ¢ IMSAPPBinder | 15-10-201800:49  Compressed (zipp...

¢ IMSAppFormsManagement 13-10-2018 D0:49 Compressed (zipp...

i IMSAppPrintAl 15-10-2018 D0:49 Compressed (zipp...

e Script has to be executed without getting error in PowerShell

IMSAppForms Application



If IMSAppForms followed by organization unique name application is not created in azure
Create Webapp in azure as shown below

All resources

o 2dd  ZE Edit columng =+= More

Azure Marketplace See all Featured Seeal
Page | 1 W of 2
T Web Ap
ARE Get started We P
Cluickstart tutorial
\ MIMSAppBinderc3Sdi Recently created

Compute Logic App

MIMSAppBinderfE9ds
Cuickstart tutorial

K

Networking

MIMSAppFormse3Sd6

Storage Web App for Containers

MIMSAppFormsfEsds

Quuickstart tutorial

Web |

Mobile CDN

Quickstart tutonal

Containers

AppitoragefppinsightTdcte

a8

P Y ' Databases

Create “IMSAppForms” followed by five characters of an organization unique name as shown
below

Example: “IMSAppFormsdc536”

* App narme
IIMSAppFDrr‘r‘lscd536 I o

azrurcwebsites.net

Dashboard * Subscription

Frees Trial S
all resources
* Rescource Group 6

Resource groups ';__::Z' Create neww ':6: Lse existing
| TestMimsF{esourceGroupl V
- os T
= App Service plans/Location -

ServicePlan8dfobofe-baZ5({(Centr...

Cosmos DB
Application Insights @ O

wirtual machines

Load balancers

Run the below PowerShell command as shown below

Ssubs

criptionld ="  #Azure Subscription ID

SresourceGroupName =" #Azure Resource Group Name

SIMSAppSourceForms_Path = " #Forms Application Path from WebApplications folder downloaded from the GitHub
(https://github.com/microsoftappsource/IMS ) as shown below image



SIMSAppForms =" #Forms Application name, Example: 'IMSAppFormsdc536'
Add-AzureAccount
Select-AzureSubscription -Subscriptionld Ssubscriptionid

Publish-AzureWebsiteProject -name SIMSAppForms —package SIMSAppSourceForms_Path

» Downloads » IMS-master » IMS-master xI WebApplications I
MName File ownership Date modified Type Size
Q IMSAPPBinder 15-10-2018 00:49 Compressed (zipp... 51,135 KB
| £ IMSAppFormsManagement | 15-10-2018 0D0:49 Compressed (zipp... 22,581 KB
T TAGApRPINEAN 15-10-2018 00:49 Compressed (zipp... 45,693 KB
6.2 FN Portal
1. Not able to see the Foreign National Cases as shown below
Documents FACE Family ‘ Hello Bharat Mani Kumar

Your Cases

This is where you can manage your immigration cases.

View the progress of an active case and see what you should do next. You can fill out,
save and submit required questionnaires and see which documents you need to
upload.

Your Cases

how A A Search

Case Type 4L Case Number USCIS Numbser Date Filed Decision

Resolution:

e Navigate to CRM -> Portals -> Web Roles -> Administrators -> Foreign Nationals

ar



e Add the Foreign National to the administrator role
e Navigate to CRM -> Portals -> Web Roles -> Administrators -> Entity Permissions
e Addthe "FN - Cases" Entity Permission to the administrator role

e Repeat all the above steps for the Documents, FAQ, Family and Tasks when you are not able to
see the related entity records

6.3 Questionnaire Portal

1. Not able to create record through portal and getting the permissions issues as shown below

HCap Questionnaire

Passport Information

If you are a citizen of more than one country, please add passport information for all countries of citizenship.
Do you hold a valid passport? *

Please enter details of all current, unexpired valid passport(s).

Have you been issuad passports from more than one country?

Passport Number 4 Date Passport Issued Date Passport Expires Issue Country/State/City

jon’t have permissions to view these records.

=l

Resolution:

e Navigate to CRM -> Portals -> Entity Permissions
e  Open “Birth & Passport Information” Entity Permission record
e  Add the Administrator Web Role to the “Birth & Passport Information” Entity Permission record

7.Uninstalling Immigration AppSource System

o Navigate to CRM -> Settings -> Solutions
o Select the “MicrosoftLabs.IMSFormssolutions” solution and delete the solution
e After deleting the above solution, select the “IMSAppSource” solution and delete the solution



The Solution related entities data will be deleted by the solution.

Note: Portal related records should be deleted by the user manually.

8. Aspose License SetUp

e Aspose license adding to application process:
e Once license purchased we need to add "Aspose.Total.lic" file to the "IMSAppPrintAll" &
"IMSAppBinder" application Publish the application.

To download the file:
1) Go to My Orders and Quotes.

This page lists your order history with Aspose. In the end of column of the grid next to each order is a
Review link.

2) Click Review for the order you want to download a license for.
The details for that order are displayed.

3) At the bottom of the page will be a link titled Download License.
4) Click Download License at the bottom of the page.

A dialogue appears to allow you to select where to save the license.

https://purchase.aspose.com/policies/download-license

Once file downloaded unzip "IMSAppPrintAll" & "IMSAppBinder" applications and place the file as shown
in below path location.

Marne File ownership Date modified Type Size
kin G/18/2018 7:24 PM File folder
\D ApplicationInsights 11/25/2007 &:02 PM - XML Configuratio... 6 KB

[T=]

| | Aspose.Total.lic 1872018 7:24 PM VisualStudie.lic.d3... 1KB

s —————— 52 Gy ASP.MET Server Pa... 1KE
| packages 4, XML Cenfiguratio... 3KB
| Precompiledfpp G XML Cenfiguratio... 1KB
Y1 Web XML Configuratio... 2 KB

Product: Aspose. Total for .NET

License file name : Aspose.Total.lic


https://purchase.aspose.com/policies/download-license

End of Document



