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proSUITE Solutions — Legal Disclaimer
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Legal Notice:

proSUITE solutions provide business logic, forms and data models in the form of templates.
This Solutions can support customers as part of their digitalization strategy. The solutions
are represent Business Accelerators and see themselves as a platform or a proposal for the
implementation of a specific topic. This is'hot a product whose purchase and use will enable
a company to achieve compliance or meet legal requirements. The use of these tools can,
however, make a decisive contribution to achieving compliance with corresponding
requirements.

CRMFIRST points out that it does not provide any legal advice or assessment. CRMFIRST is
an IT System Integrator that implements Microsoft Dynamics 365 and that develops
templates for Dynamics 365. The use of these templates is the sole responsibility of the
customer."The customer has to check himself or if necessary by lawyers the degree of
achievement of a corresponding compliance. CRMFIRST .is not liable in any way, not even
for direct or indirect consequential damages caused by defects, which result from the use of
the proSUITE solutions or other software products generated by CRMFIRST.



GDPR Fines
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Year 1 of GDPR: Over 200,000 cases
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Right to access personal

data
(Art. 12 GDPR)

“Facilitate the exercise of
data subject rights”

Right to erasure (“right to

be forgotten”)
(Art. 17 GDPR)

"My data shall be deleted”

Information about

collection of personal data
(Art. 13 GDPR)

“Provide me with
information when data is
obtained”

Right to ristriction of

processing
(Art. 18 GDPR)

"Restrict the processing of
my personal data.”

Extract of GDPR Data Subject Rights

More information: https.//gdpr-info.eu

Right of access by the

data subject
(Art. 15 GDPR)

"Confirm if my personal
data is processed or not
and for what"

Right to data portability
(Art. 20 GDPR)

“Provide me with my data
for a transmission to
another controller”
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Right to retification
(Art. 16 GDPR)

"My data needs to be
completed”

Auto. individual decision-
making incl. profiling
(ATt. 22 DSGVO)

"Decisions about me
should be made by a
human being”


https://gdpr-info.eu/

Extract of GDPR Business Principles

Data breach and
claims

* Recording of breaches

 Breach & escalation
Process

* Notifications of breaches

* Processing report of
breaches

* Recording of complaints
and investigation and
resolution efforts

©

Requests by Data

Subjects

Scalable response of
requests

Provide information in
time

Information in writing
Allow secure access
Correct errors

Erase data/ forget data

Reports and
notifications

Notification channels

Creation of process
directories and impact
assessments

Alerts in case of data
breaches

Compliance of erasure
obligation

Proof of compliance and
data control

Compliance &
Security

Secure & role-based
access

Employee training for
secrecy

Enforce and monitor
data policies

Data Retention & Audit

Information Asset
Register
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Modules of the GDPR-Solution

O Dynamics 365 & Microsoft Cloud oder OnPremise

Data processing Multi Channel & Consent Response times
register Self Service Management
il
g | ® O
Central view on Retention Reasons Business Reports and
Requests Automation Dashboards
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EFnhancements & Integration

INTEGRATION PROJECT (individual requirements)

Middle Ware Industry-specific AddOns Channel
Financial Services Public Sector
ClickDimensions,
MDFM, eMail, Portals
Adapter Base Module Bot Framework
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Dynamics 365 CRM Platform (OnPrem / Cloud) Target Version 9.0
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Affected person GDPR Cockpit

* Omnichannel management of

new and existing requests
* Determination and

orchestration of the steps to be

Social¥ performed in connected systems
Media f (e.g. deletion)

L * Tracking of the progress and
transparency of the process
J * Evaluation and escalation

Information

\ Micosot
V Dyaris 265

Portal

Data Locations / IT Systeme

ERP System

Financial

accounting

‘ Sales System




BOT Interaction
(Example)

Welcome to the CRMFirst chat bot v0.1

Bot
What can | help you with?
GDPR
Service cases
Knowledge base

Exit

GDPR

User

You are now in the GDPR section. In order to request, change or delete your personal data you need to
authenticate. You will need to provide your email and access code to proceed.

Bot
Do you have an access code?
| have an access code

| don't have an access code

Bot

I have an access code

User

Please enter your E-mail address

Bot

john.dow@dowjohns.com

User

Please enter your access code.

Bot at 11:57:28 AM

Validating your data...

Bot

Validation successful.

Bot

Please select what you would like to do next.

Request stored personal data
Update my personal data

Request to delete my personal data

Request stored personal data

Check my consents
Exit
Bot
Saving your request...
Bot

Your request was successfully registered in the system. Your Reference Id is 'REQ-K2Q5-W7L9'. We will
get in touch with you soon, please check your email.

Bot

User




CRMFIRST

Thank you for your interest in our
solution! conTact

CRMFIRST GmbH
Philipp-Reis-Stralle 2
65795 Hattersheim a.M.

Phone: +49 (69) 400502 100
info@crmfirst.de

CRMFIRST GmbH www.crmfirst.de



