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1 Introduction

This article describes how to install and configure the CRM widget for Microsoft
Dynamics CRM. This article is meant for administrators, not the contact center agent who
will use it. The Puzzel CRM Widget for Microsoft Dynamics CRM’s key features are as

follows:

1.1 Searching for entities
» Automatic search for contacts and accounts on an incoming request
o The caller's phone number is the default search criteria for the voice
channel
o Email address is the default search criteria for other channels
o Manual search done by the agent are supported in the Ul
» If there is one or more matches it can be presented in different ways
o On asingle match the match can be embedded directly in the widget
o On multiple matches, you can select which entity to display
o If there are no matches, we can present an option to create an entity
o An entity can always be “popped” externally if there is a need to see the
entity outside of the widget

1.2 Creating activities
» On asingle match we can create an activity automatically
» On multiple matches the agent must select which entity gets the activity
» On no match the agent can create the activity after creating a new account or
contact

1.3 Logging
The CRM Widget will log different data such as:

Queue

Agent

Caller’'s number
Dialled number
Queue time

Call answered

v Vv Vv v Vv v Vv

Session ID

With access to Puzzel’'s RAW data, all data are available.
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1.4 Click to call

The CRM widget contain its own click-to-call button.
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2 Prerequisites

Some prerequisites must be in place for the CRM widget to function properly:

» Microsoft Dynamics Online (version 9)
o Unified interface in Dynamics Online must be used.
» Microsoft Azure AD
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3 Azure AD Authentication

Some features in Puzzel’'s contact centre Agent Application requires users (agents) to
authenticate themselves in Azure AD. The authentication is among others used to enable
the CRM Widget towards “Microsoft Dynamics CRM Online” but can also be used for
Azure authentication towards custom/external widgets.

This document shows a step by step how-to for configuring Azure AD to get the required
App ID URI required by the Agent Application in order to authenticate the user (agent).

3.1 Configuring “Microsoft Dynamics” App

Follow the below steps for enabling Azure authentication used by Puzzel. After setting up
the app in Azure, you must enable Microsoft Dynamics in the Admin Portal described in a
separate chapter.

Note: The screenshots and descriptions below are based on the Azure AD service release
“1904” tenant, and the user is a “Global Administrator” with sufficient access.

3.1.1 Setup for “Microsoft Dynamics” App in Azure
1. Go to https://portal.azure.com and login with the Global Admin for your domain. In

the leftmost pane, choose “Azure Active Directory”.
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2. Choose “App Registrations”.
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4. Fill in the following 3 sections:

» Name - Choose a name for the

application (e.g. °

Microsoft Azure

Create a resource.

‘Puzzel i

0 Doshboard

Dynamics CRM Widget) —

* EAVORITES

» Supported account types - 1 rsrn s

& spp Services

Choose which ever option that  [Erse-.

& Az DB

is relevant for you. The ™ s

@ Load balancers

recommended option is I e s

“Accounts in this

Virtual networks

@ szure active Directory

© monitor
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(<directory name>)
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5. Here you can see the given Application (client) ID you need for the Admin Portal
later.

Microsoft Azure
Puzzel Dynamics CRM Widget ftest]

Puzzel Dynamics CRM Widget [test]

Delete Endpoints

[ |
Ve -

T —

» Overview

& Azure Cosmos DB

I8 virtual machines Call APIs Documentation

-
o ®; o
[ Y
e - @

© Cost Management + Billing
S Help + support

Intune

Under “Authentication” make sure https://agent.puzzel.com/* is set as “Redirect

Note: Due to changes in Azure interface in May 2019, you need to set the redirect
URL with wildcard * in the old Azure interface.

URI” “Access tokens” & “ID Tokens” under “Implicit Grant” must be ticked on.
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Microsoft Azure
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appiication has a single page architecture (SPA), has no backend components, or invokes a Web APf via JavaScript.

o enable the implicit grant flow, select the tokens you would like to be issued by the authorization endpoint:

6. Choose “API permissions, click on the «Add a permission» add the following
permissions:

Dynamics CRM
User_impersonate

Microsoft Azure o
Puzzel Dynamics CRM Widget[est] - AP per
[R— Puzzel Dynamics CRM Widget [test] - APl permissions

Home
A\ Permissions have changed. Users and/or admins will have to consent even i they have already done 50 previousy.
Dashboard % Overview

Al services & qQuidestart
e 0 use APts by request w up during the consent process where users are given the opporturity to
— d to use AP by req how up during th # pracess whe given the opportunity
- grant/deny
Al resources
= Branding
Resource groups
Authentic
& o services ADMIN CONSENT REQUIRED
Certificat
= saL databases
AP1 permissions
& Azure Cosmos DB -omman Data Service as organization users
Expose an API
0 virtual machines
Owners
Load balancers
¢ Manifest Delegated  Read user and shared calendars
B storage accounts
Support + Traubleshoots
Virtual networks "
X Troubleshootiny Delegated  Sign in and read user profile
a
@ Aaure Active Directory
© onitor & New suppot request are the permissions that this application requests statically. You may also request user consent
sions dynamically through code.
& Advisor

W Seaurity Conter
Grant consent

© cost Management + Biling
@ s an administrator, you can grant consent on behalf of all users in this directory. Granting admin consent for all users
i Help + support means that end users will not be shown a consent screen when using the application.

Intune.

Click on the «Grant admin consent for <directory name>" under “Grant consent”.
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4 CRM widget integration setup in the Admin
Portal

In the Admin Portal, you need to add your Azure app details in order for the Microsoft
Dynamics CRM widget functionality work properly.

First, you must activate the Microsoft Dynamics widget for your solution, if you haven’t
already done so. This is done under “Widget -> Widget Administration” in the Admin
Portal. Find the “Microsoft Dynamics” widget and tick the rightmost belonging to check
box.

Remember to save your settings.

Microsoft Dynamics 10000 (%]
The “Microsoft Dynamics” widget should now be available under “Widget -> Widget
Configuration -> Microsoft Dynamics. Here you must add the following property details:

» DynamicsAppID - Add the DynamicsAppID for Dynamics Online environment.

» OrganizationURI - Add the OrganizationURL for Dynamics Online environment

» url - This is the URL for the widget, this property are default set to:
https://dynamics-widget.puzzel.com/msd/

Remember to save your settings

¥ Microsoft Dynamics

Quick find users/user groups Company

Inherit Value
DynamicsApplD o |xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx |
OrganizationURI O |mxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx |
ur (]} |htlps Jdynamics-widget. puzzel comimsd/ |

4.1 Azure AD Application ID & Tenant

The “Microsoft Dynamics” widget should now be available under “Users -> Products ->
Agent Application. Here you must add the following property details:

» Azure AD Application Id - Enter the Azure AD Application Id
» Azure AD Tenant - Enter the Azure AD Tenant
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Azure AD Application Id

Azure AD Tenant

4.2 Creating the Voice & Chat tabs
You need to customize the Voice (Phone) & chat tab’s, so that they contain the CRM
widget. Refer to the Widget documentation if you are uncertain on how to setup custom

tabs.

10000 10000 Microsoft Dynamics

Chat Info

Note: Remember to disable the default phone and chat tab, e.g. Phone (voice) tab,
remember to set the Event to: SYSTEM_INCOMING_CALL
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5 Create Dynamics App

With Microsoft Online CRM, the function Unified Interface must be enabled.
Documentation on how to enable this can be found here: https://docs.microsoft.com/en-

us/dynamics365/customer-engagement/admin/enable-unified-interface-only

Use the new Unified Interface only (recommended)

Enable only the Unified Interface . fes Mo

Setting to No will allow use of the legacy web client and make it the default. Leam more

= New &% Open Org Chart
@ Home
Account; Account: N f Emple O

5
© Recent v Raggen INC AppID in the URL ® o Raymond Vartdal
5 Pinned ~

Summary Details  Related
My Work

% Dashboards ACCOUNT INFORMATION Timeline + Relationship Assistant

[ Activities \ccount Name " Raggen INC Enter a note. L
Customers | ] -
u OLDER ¥
18 Acourts Primary Contact
8 @ Auto-post on wall: Raggen INC- Friday, November 16, 2018 8:13 AM Y
Coniads [ Raymond Vartdal
Websi . _ Account: Created By Raymond Vartdal Rl Ray
Al Social Profiles
B email
s Parent Account Qlke 9 Reply |
ervice
P Cases Ticker Symbo -{ Menu on te left side B Business
B Queues
Collateral CONTACTS
ADDRESS
@ Products
Address 1: Street 1 %
Tools .
Address 1: Street 2 . No data available.
Reports
Address 1: Street 3 RECENT OPPORTUNITIES
Address 1: City oslo =

Note: When Unified Interface is enabled, your Dynamics interface will change.
The menu will be on the left side and you will see an ApplD in the Dynamics URL.
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