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Microsoft Azure
Sentinel

Cloud-native SIEM with built-in Al so
security analysts can focus on what
matters most.

Azure Sentinel is a cloud-native security information and event
manager (SIEM) platform that uses built-in Al to help analyze
large volumes of data across an enterprise—fast. Azure Sentinel
aggregates data from all sources, including users, applications,
servers, and devices running on-premises or in any cloud, letting
you reason over millions of records in a few seconds. It includes
built-in connectors for easy onboarding of popular security
solutions. Collect data from any source with support for open
standard formats like CEF and Syslog.
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MOBILE THREAT DEFENSE

Collect data at cloud scale—across all users,
devices, applications, and infrastructure,
both on-premises and in multiple clouds.

Detect previously uncovered threats and
minimize false positives using analytics and
unparalleled threat intelligence from
Microsoft.

Investigate threats with Al and hunt
suspicious activities at scale, tapping into
decades of cybersecurity work at Microsoft.

Respond to incidents rapidly with built-in
orchestration and automation of common
tasks.

Zimperium integrates mobile threat intelligence into Microsoft Azure

Sentinel

As the global leader of enterprise MTD solutions, Zimperium is helping Microsoft Azure Sentinel customers close the mobile endpoint

security gap. Zimperium and Microsoft have partnered to integrate Zimperium'’s detailed mobile threat alerts and forensics directly into
the Microsoft Azure Sentinel dashboard. The combination of Microsoft's management and security solutions and Zimperium's unique

on-device mobile device security delivers unequaled protection for managed and unmanaged BYOD devices.

CUSTOMER BENEFITS

« Zimperium's MTD is integrated with Microsoft's Enterprise Mobility + Security (EMS)

Solution.

« Zimperium and Microsoft jointly developed the BYOD unenrolled device solution

that is the foundation for the Intune MAM - BYOD offering.

« Advanced integrations with Microsoft Defender ATP and Azure Sentinel for forensic

level threat visibility and hunting.

«  Zimperium is the only MTD solution that is capable of running natively on Azure.

The Microsoft Intelligent Security Association (MISA) is an ecosystem of independent
software vendors that have integrated their security solutions with Microsoft to better

defend against a world of increasingly sophisticated, fast-moving threats.

aka.ms/MISA
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