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1 Preliminary remarks 

The General Data Protection Regulation (GDPR) stipulates in its “Principles relating to processing of 

personal data” (Art. 5 GDPR) and the resulting further legal articles some information which must be 

considered in CRM systems in order to comply with the requirements correctly. 

This requires a modification of the CRM system or other technical and organizational measures 

leading to the same results. 

The following describes the additional data fields and processes included in the GDPR module for 

this purpose. References to legal articles always relate to the respective article of the General Data 

Protection Regulation unless marked differently. (Original text see: http://bit.ly/dsgvo-gesetz) 

All information is located in the “Contact” and “Lead” entities as this is where data of actual people 

is processed in general. For this purpose, the “General Data Protection Regulation” section was 

added to the processing form: 

 

 

http://bit.ly/dsgvo-gesetz
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2 Structure and GDPR basis of the individual sections 

2.1 Legitimate Basis 

The “Legitimate Basis” field allows the selection of the possible permission options according to Art. 

6: 

 

In the case of new data records, the legitimate basis “Pre-contractual measures” and the purpose 

“Customer support” are entered automatically. This is a sensible default for new records. If a 

different default should be entered, this requires a short intervention by the support centre. 

With the exception of the legitimate basis “Pre-contractual measures”, the other legitimate bases 

can be renamed and expanded in the “Settings”. There, you can also define the month specifications 

for the individual legitimate bases. This should be done in coordination with the data protection 

officer of your own company. 

 

2.2 Expiry Date 

The respective number below the entries specifies the currently defined storage period in months 

set for this legitimate basis. After the expiry of this period, the record is up for deletion. 

  

The storage period is important because it must also be specified for the respective processing for 

information to be provided according to Art. 13 + 14, fulfilment of the right of access according to 

Art. 15 as well as records of processing activities according to Art. 30. 

The storage limitation is also specified in Art. 5 Para. 1 e as one of the principles of processing 

personal data. Once a data record is no longer needed, it must be deleted or anonymized by 

removing the data which provide personal references. 
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The number of months for the respective legitimate  basis results in an estimated expiry date for the 

respective record. If, for example, the record is created on 24.02.2018 and the legitimate basis 

specifies a retention of 3 months, this results in an expiry date on 24.05.2018. 

However, the “Expiration Date” does not remain constant but changes automatically if: 

 a different legitimate basis with other retention periods is selected OR 

 an incoming activity is recorded (e.g., an incoming call) OR 

 an appointment involving the concerned person is created. 

The retention period is reset in these cases. 

ATTENTION: When a data record has reached its expiry date, it will be automatically deleted by the 

system the following night or manually. This also applies to any associated object and/or the 

personal reference is removed from these other objects. For example, an appointment with the 

other participating individuals remains. 

In order to comply with the notification obligation according to Art. 19, you can create a query 

returning the records expiring soon. These can also be represented clearly on the personal 

dashboard. Any recipients of the data could then be notified of the imminent deletion. 

 

2.3 Data Origin 

As a result of the accountability (Art. 5 Para. 2), but also in the context of replying to an information 

request (Art. 15), the origin of a data record must be specified. Therefore, in a newly created data 

record, the Origin and the underlying Source Campaign must be selected from a list. 

 

A change in the selection list for the Data Origin requires a short intervention by the support centre. 

 

2.4 Purposes 

A similar situation prevails for the specification of the purposes as for the storage period. They must 

be specified for information to be provided (Art. 13), information request (Art. 15) as well as records 

of processing activities (Art. 30). In order to avoid confusion, the terms of the individual purposes 
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should be selected consistently. For example, using the term “Customer Service” for information to 

be provided and then “Customer and Prospect Service” for information request is not productive.  

Each contact can have multiple purposes. 

 

  

ATTENTION: If a data record no longer has a purpose (for example, because the data subject has 

objected to the purpose), there will be no need for further storage of data. The Expiration Date is 

automatically set to the current date and the record will be deleted from the system the following 

night. 

You can amend the list of purposes at will and adjust it yourself in the “Settings” section. This should 

be done in coordination with the data protection officer of your own company. However, please 

note that in the sense of the GDPR principle of “purpose limitation” (Art. 5 Para. 1 b), the data 

subjects may need to be informed about newly added purposes (Art. 13 Para. 3) so that they may 

contradict the new use. This concerns in particular direct marketing purposes (Art. 21). 

2.5 Recipients 

In the context of information to be provided (Art. 13), the GDPR only requests the specification of 

categories of recipients. For a detailed reply to an information request (Art. 15) as well as for 

compliance with the notification obligation according to Art. 19, we, however, recommend logging 

the actual recipients. 

 

 

Recipients must be differentiated from processors (Art. 28). While processors process data only in 

the context of an assignment defined by a controller, recipients have an individual interest in 

processing the data. An example of a recipient would be a company with which you jointly organised 

a competition, which shall receive the data records of the contest participants for their own 
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purposes. Of course, this transmission must already be included in the information to be provided 

according to Art. 13. 

Any company data record can be selected as recipient. You can specify any number of recipients. 

 

2.6 Consents 

According to Art. 6, consent can be a legitimate basis for the processing of personal data. Even if 

other legitimate bases exist, consent may still be required for some of activities (e.g., sending 

newsletters to consumers). Art. 7 specifies the conditions for obtaining valid consent. For the 

purposes of accountability, you must be able to furnish proof of the consent. In addition to a double 

opt-in process, we therefore also recommend a corresponding note in the database. 

 

 

 

 

 

Hence, any number of consents and also their withdraws can be managed per contact data record. 

The “Reason For Consent” can be selected freely, for example “Newsletter”. 
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Make sure to adapt the search criteria appropriately and check for existence of the respective 

declaration when defining segments for marketing lists that only go to contacts that have given a 

certain consent. 

According to Art. 7, consent may be revoked at any time with effect for the future. In this case, the 

consent entry must be removed from the list. For better traceability, you should add a note to the 

relevant record regarding the revoked consent. 

 

2.7 Replying to information requests 

Replying to information requests according to Art. 15 GDPR is one of the most important elements in 

the implementation of the new General Data Protection Regulation. Since the provision of 

information must be free of charge and within a relatively short period of time (1 month max.) and 

must also include a copy of all personal data, it is important that you are able to extract the required 

information quickly and efficiently from the systems. 

This is implemented in the form of a report, producing the following associated entities by default: 

• Address 

• Activities (e-mails, appointments, etc.) 

• Service requests 

• Quotation 

• Claim 

• Order 

• Feedback 

• Company 

• Recipients 

• Contact 

• Lead 

• Notes 

• Invoice 

• Connection 

• Consent 

• Sales opportunities 

• Contract 

The “Right of Access” report can be adjusted through intervention of the support centre. 

This report can be called up directly at the contact: 
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