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Why do our clients need ADA?

Industry-wide, companies are finding it difficult to overcome data related challenges that hinders them from 

unlocking revolutionary AI solutions. 

GDPR Regulations 

• Strict on data usage 

• Requires transparency 

Financial 

Implications 

• Heavy fines for not 

complying with GDPR

• 4% of annual global 

turnover or €20M

Sensitive Data

• Customer data is 

sensitive 

• Needs anonymisation

• Can’t use production 

data

Data Scarcity  

• AI solutions require tons of 

historical data 

• Quality data is hard to come 

by & difficult to make model 

robust 

ADA addresses data challenges and helps mitigating GDPR compliance risk
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The problem with ‘anonymous’ 
data

With machine learning methods, it 

is possible to re-identify 99.98% 

of anonymized individuals in data 

sets

Data anonymization is reversible

About 90% of anonymised data can be re-
identified with just 4 attributes

Current approaches of subsetting and sampling 
data for anonymization is not enough

Only if data cannot be traced back to 
individuals can it be considered as 

‘anonymous’ under GDPR

Source: 'Estimating the success of re-identifcations in incomplete datasets using generative models'. Rocher, L., 
Hendrickx, J.M., Montjoye, de Y.A. 2019.
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What is ADA?
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A synthetic data generating solution using advanced 
deep learning

Generates all types (image, tabular, text etc.) of data

Data characteristics & relationships are preserved

Accelerates sophisticated AI models that need lots of 
data 

Anonymizes data and helps in getting more GDPR 
compliant

ADA is not a generic data management tool, it is a 
custom method



Extract Data

Synthetic dataPush Data

Scrub/Mask

Scrub data of PII (optional)

Synthetic dataset that is 
scalable

ETL to push synthetic 
data back into 

applications/environment

ADA

ETL to extract data 
Upload to ADA docker 
on-premise or cloud

How does ADA work?

Generation

Mapping relationships 
with advanced Neural 

Networks
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Applications of ADA

Testing & Development 

• Generate production data for 
testing 

• Generate testing data for ML 
models and accelerate QA

Financial Services

• Synthesise sensitive client data 

• Boost scarce fraud detection data

Health 

• Generate medical records/claims

• Generate CT/MRI scans to boost 
ML models

Insurance

• Synthesise claims data

Top 3 needs in any 
industry: 

1. GDPR compliant 
data 

2. Anonymous, de-
sensitised data 

3. More data

https://www.capgemini.com/optimize-your-business-and-it-operations


ADA Solution Designs



8© 2019 Sogeti. All rights reserved.

Client databases Cloud databases

Applications & Testing Environments 

Finance CRM HR IT Testing & Dev
SaaS 

applications

Abstraction layerData models Data models
Data marts Data models

Reporting

Agnostic Solution Design with ADA

Synthetic data
models

GPU Train

GPU Inference Synthetic data models

VPN Tunnel

WebAPI

ADA Docker Container in Cloud or On-Premise

Data lake



ADA Value Proposition
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GDPR compliant, synthetic, scalable data

Can be easily implemented into Oracle, SQL, SAP etc. 

Fast delivery with an emphasis on quality

How does ADA bring value to our clients?

Dataset is interchangeable with real data and can 
unlock & accelerate many complex AI solutions

Risk-free, scalable dataset

ETL & DB agnostic

High quality & speed

Exponential Opportunities

https://www.capgemini.com/optimize-your-business-and-it-operations


ADA Use Cases



ADA for a Dutch Financial Services 

Client Challenges 

Sogeti Solution

Key Benefits delivered 

 Bank could not use production data for performance testing as it violates GDPR
regulations

 Testing team was manually creating data for performance testing, which is a
tedious and time consuming process

 Time taken to create data for 1 months worth of releases was 1 FTE

 Used ADA to generate synthetic testing data for performance testing

 From 1000 rows of real data, ADA generated 10K rows within 2 days

 Generated data was validated by testing the application

 Can use generated data to test as generated data is scalable

 Testers can reallocate tasks

 More compliant with GDPR and does not pose security risk

ADA



ADA for US Accountancy Advisory

Client Challenges 

Sogeti Solution

Key Expected Benefits

 Firm could not use production data for testing as it violates privacy regulations

 Production data could not be transferred intra-company due to sensitivity of
information and privacy regulations

 Initiated as a Proof of Value and then scaled up for wider implementation

 Use ADA to generate synthetic testing data for 50+ applications

 Delivered as an API micro-service and deployed as an Azure Cloud solution

 Can use generated data to test applications while being regulatory compliant

 Can use scalable generated data for performance testing

 Can generate data on demand

ADA



Client Challenges 

Sogeti Solution

Key Benefits delivered 

 Medical records, x-rays and medical text contain highly sensitive data and cannot
be analysed because of confidentiality

 This poses a security threat in terms of privacy violation and GDPR/ other
regulatory non-compliance.

 Processes containing medical records are manual and tedious.

 Used ADA to generate synthetic testing data (hospital discharge data), medical x-
rays and unstructured medical symptoms from medical records

 Used ADA to generate claims documents to boost OCR initiative

 Can leverage data company-wide and deploy solutions to analyze the data

 Can automate tasks

 More compliant with GDPR and does not pose on-premise data security risk

ADA

ADA for Swedish Social Insurance Agency
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About Sogeti

Learn more about us at

www.sogeti.comThis message contains information that may be privileged or confidential and is the property of 
the Capgemini Group.
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Sogeti is a leading provider of technology and engineering services. Sogeti delivers solutions that 
enable digital transformation and offers cutting-edge expertise in Cloud, Cybersecurity, Digital 
Manufacturing, Digital Assurance & Testing, and emerging technologies. Sogeti combines agility 
and speed of implementation with strong technology supplier partnerships, world class 
methodologies and its global delivery model, Rightshore®. Sogeti brings together more than 25,000 
professionals in 15 countries, based in over 100 locations in Europe, USA and India. Sogeti is a 
wholly-owned subsidiary of Capgemini SE, listed on the Paris Stock Exchange. 

https://www.sogeti.com/
https://www.sogeti.com/
https://www.linkedin.com/company/sogeti/
https://www.linkedin.com/company/sogeti/
https://twitter.com/sogeti
https://twitter.com/sogeti
https://www.youtube.com/channel/UC9vbc9OpkYZ9hru94oFzTQQ?
https://www.youtube.com/channel/UC9vbc9OpkYZ9hru94oFzTQQ?

