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How MDS can help you achieve your security goals?
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Agenda

• Cloud Security – Azure Penetration Testing Solution

• Proposed Project Schedule Estimate

• Proposed Solution Estimated Cost
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Cloud Security – Azure Pen Testing

When creating an environment on Azure, the flexibility enablement 
provides organizations the ability to deploy without worrying about 
“racking and stacking”. Still, it is necessary to perform security due 
diligence to secure those resources. The MDS Azure Pen testing will 
help your organization enhance the security of your infrastructure in 
the cloud providing visibility and awareness of the entire Azure 
ecosystem.
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Our Methodology

Scope Definition Reconnaissance
Vulnerability 
Assessment

Exploitation
Reporting & 

Support

MDS’s Proven Pen testing 

Methodology

▪ Rules of 

Engagement

▪ Open-Source 

Intelligence
▪ Vulnerability Scanning ▪ Automated Exploits ▪ Executive Report

▪ Set Objectives
▪ Deep Internet 

Scanning
▪ Manual Validation ▪ Custom Exploits ▪ Technical Report

▪ Scope Definition ▪ Enumeration
▪ Analysis, Planning and 

Research
▪ Privilege Escalation ▪ CISO Review

▪ Set Timeline ▪ Threat Modeling ▪ Lateral Movement
▪ Stakeholders Meeting
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Penetration Testing Frameworks & Methodologies

MDS ALIGNS THE 
FRAMEWORK 

BASED ON YOUR 
BUSINESS

(OWASP)
Open Web 
Application 

Security Project 

(NIST)

The National 
Institute of 

Standards and 
Technology 

(PTES)
Penetration 

Testing 
Methodologies 
and Standards 

(ISSAF)

Information 
System Security 

Assessment 
Framework 

(OSSTMM)
Open-Source 

Security Testing 
Methodology 

Manual 
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Services within Scope
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MDS Sample Penetration Testing Tools

Azure Penetration Testing Tools

Reconnaissance

Intelligence work of obtaining
information, either passively
or actively.
Azucar

Nmap

Spiderfoot

Stormspotter

Intrigue

CS Suite

Shodan

Vulnerability Assessment

Identifying systems that are
running and the services
active on them.

Metasploit

Nessus

Invoke-Obfuscation

Veil

Gaining Access

Exploiting identifiable
vulnerabilities to gain
unauthorized access.

MicroBurst

Burp Suite

PowerUp

King Phisher

PowerZure

CrackMapExec

Mimikatz
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Sample Report Findings
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Azure Penetration and Vulnerability Assessment

• In scope per Microsoft Azure Rules of Engagement 

▪ Create several test accounts or tenants to demonstrate and test access and data transfer between accounts and 

tenants

▪ Run port scans, fuzz testing or other vulnerability testing tools against your own Azure VMs

▪ Test load on an application by generating traffic expected from a typical business process—including surge 

tests.

▪ Tests that check security monitoring capabilities

▪ Breaking out of an Azure service container like Azure Functions
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Azure Penetration and Vulnerability Assessment

• Out of Scope per Microsoft Azure Rules of Engagement 
The following acts are prohibited as part of a penetration test:

▪ Analyzing or testing assets of other Microsoft Cloud customers.

▪ Accessing or using any data that is not owned by your organization.

▪ Running denial of service (DoS) attacks, or any test that generates large amounts of traffic.

▪ Perform fuzz testing that may use extensive network bandwidth (except on your own VMs).

▪ Taking action after the proof of concept (POC) stage of the penetration test—for example, you can prove you 
have root access on a system, but not execute root commands.

▪ Violating any part of the Acceptable Use Policy.

▪ Performing phishing or other social engineering attacks against Microsoft employees.
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Proposal Estimated Pricing 

Activities Price starts at:

Workstream 1: Penetration Testing and Vulnerability Testing
$12,000 -

*Price will be estimated based on the Azure ecosystem

Total Estimate $12,000 -
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THANK YOU!


