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Tool kits & Benefits

1,800
Use Cases

300
Tools for conversion, 
compliance, posting

30,000
Test case repository (V+, 

TSYS, Equasion)

30+ 
Harnessed Clients

15-20%
Cost & Effort saves

16th

Successive 

THE WORLD PAYMENTS REPORT

▪ Xpress migration

▪ Merchant onboarding

▪ E2E business 
scenarios

▪ Tokenization & 
EMV Toolkit

▪ Static data matrix

▪ Compliance simulator 
(PaySim)

▪ Cards Agile 

▪ Framework

▪ Clearing Connect (ACH 
Assurance)

▪ Interface matrix

ISO 20022

Payment Hub

Real time 
Payments

BPM Based 
Dispute

Enterprise 
Origination

Regulation
(e.g.PSD2)

Analytics

Cards 
Portfolio 

Migration

Core engine 
refresh

Transformati-
onal ADM

End to End 
Testing

DLT

Thought Leadership 

(World Payments Reports since 2005) 

Process

▪ Reference architecture

▪ Process models

▪ Value Chain views
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Headquarters

▪ Rightshore®

▪ 2700+ strong team

Wide Range of 

Solutions

▪ Growth of  Non-Cash Payments Continues Unabated Increased regulatory 

intervention in Cards domain  

▪ Payments Acquisition Has Emerged As a Key Area for Innovation

▪ The Rise of  E- and M-Payments

Players 

▪ Global banks 

▪ Regional banks

▪ Card Schemes (existing / 

greenfield)

▪ Cards Associations

▪ Acquirers

▪ Processors

▪ Non-Banks

Ecosystem
Sales and 
Marketing

Product 
Management

Front-End 
Processing

Back-office Processing
Cardholder 

Services
Accounting

CRM & 
Reporting

Product 
Development

Product Support

Compliance 
Management

Cardholder Terms 
and Conditions

Campaign 
Management

Cardholder 
Retentions

Reconciliation

Association 
Settlements and 

billing

Accounting

Marketing Data 
Analytics

Product 
Management Data 

Analytics

Operational Data 
Analytics

Ad-Hoc Data 
Analytics

Fraud and Risk Data 
Analytics

GL posting and 
audit

Regulatory 
Reporting

Corporation / 
Customer Reporting

Cardholder 
Acquisitions

Corporate Account 
Boarding

Process Card 
Applications

1st line Cardholder 
queries

2nd line Cardholder 
queries

Lost and Stolen 
Service

Dispute and 
Chargebacks

Vendor 
Management

Diners Club 
Rewards

Fraud Operations

Operational Risk 
and Fraud 

Management

Dispute & 
Chargeback Proc

Credit Risk Policies
Scoring and Risk 

Policies

Adjudication Card Activation

Process Compliance (AML, BCP, BASEL, OSFI, KYC, SOX, Scheme) and Regulatory Requirements

Sales Strategy

Marketing 
Strategies

Client / fulfillment 
Communications

Risk and Fraud 
Management

Credit Monitoring

Credit & Lending

Authorizations

Behavioral Scoring

Statements

Card Fulfillment

Collections 
Processing

Payments & 
Transactions

Fraud and Risk 
Detection

Exception 
Processing

BT + Cheque 
Processing

Card Business 
Strategies

Price and Fee 
Policies

Manage Card 
Product Portfolio

Brand Management

Non-Financial 
Account 

Maintenance

Other Benefits 
Processing

Non-Card 
Fulfillment

Returned Mail 
Management

Correspondence

Financial Account 
Maintenance

Insurance Program 
Management

Billing

Operations 
Reporting

Credit Bureau 
Reporting

Authentications

Loyalty Programs 
Processing

Card Activation

Account closure

Suspense GL 
clearing

Audit

Corporate 
acquisition

Issuer Value Chain

Program 

Strategy &

Definition

Loyalty

Card

Service

Transition

Fraud 

Management

Dispute 

Re-

engineering

EMV 

Implemen-

tation

Multi-

Currency

Cards

Sourcing

PCI DSS 

remediation

Scheme 

compliance

Mobile 

Payments

Key 

management

Portfolio 

Conversion

New scheme 

implementati

on

Cards

Analytics

Channel

Integration

Merchant 

On boarding

Thought Leadership 

(World Payments Reports since 2005) 
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▪ Reference architecture
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▪ Value Chain views
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Headquarters

▪ Rightshore®

▪ 2700+ strong team

Wide Range of 

Solutions

▪ Growth of  Non-Cash Payments Continues Unabated Increased regulatory 

intervention in Cards domain  

▪ Payments Acquisition Has Emerged As a Key Area for Innovation

▪ The Rise of  E- and M-Payments

Players 

▪ Global banks 

▪ Regional banks

▪ Card Schemes (existing / 

greenfield)

▪ Cards Associations

▪ Acquirers

▪ Processors

▪ Non-Banks

Ecosystem
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Cardholder 
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Development

Product Support
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Management
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and Conditions
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Management

Cardholder 
Retentions

Reconciliation

Association 
Settlements and 

billing

Accounting

Marketing Data 
Analytics

Product 
Management Data 

Analytics

Operational Data 
Analytics

Ad-Hoc Data 
Analytics

Fraud and Risk Data 
Analytics

GL posting and 
audit

Regulatory 
Reporting

Corporation / 
Customer Reporting

Cardholder 
Acquisitions

Corporate Account 
Boarding

Process Card 
Applications

1st line Cardholder 
queries

2nd line Cardholder 
queries

Lost and Stolen 
Service

Dispute and 
Chargebacks

Vendor 
Management

Diners Club 
Rewards

Fraud Operations

Operational Risk 
and Fraud 

Management

Dispute & 
Chargeback Proc

Credit Risk Policies
Scoring and Risk 

Policies

Adjudication Card Activation

Process Compliance (AML, BCP, BASEL, OSFI, KYC, SOX, Scheme) and Regulatory Requirements

Sales Strategy

Marketing 
Strategies

Client / fulfillment 
Communications

Risk and Fraud 
Management

Credit Monitoring

Credit & Lending

Authorizations

Behavioral Scoring

Statements

Card Fulfillment

Collections 
Processing

Payments & 
Transactions

Fraud and Risk 
Detection

Exception 
Processing

BT + Cheque 
Processing

Card Business 
Strategies

Price and Fee 
Policies

Manage Card 
Product Portfolio

Brand Management

Non-Financial 
Account 

Maintenance

Other Benefits 
Processing

Non-Card 
Fulfillment

Returned Mail 
Management

Correspondence

Financial Account 
Maintenance

Insurance Program 
Management

Billing

Operations 
Reporting

Credit Bureau 
Reporting

Authentications

Loyalty Programs 
Processing

Card Activation

Account closure

Suspense GL 
clearing

Audit

Corporate 
acquisition

Issuer Value Chain

Program 

Strategy &

Definition

Loyalty

Card

Service

Transition

Fraud 

Management

Dispute 

Re-

engineering

EMV 

Implemen-

tation

Multi-

Currency

Cards

Sourcing

PCI DSS 

remediation

Scheme 

compliance

Mobile 

Payments

Key 

management

Portfolio 

Conversion

New scheme 

implementati

on

Cards

Analytics

Channel

Integration

Merchant 

On boarding

Talent Pool

5,000+ SMEs
(Across Cards, Retail, 
Corporate, Trade and 
Wealth Payments)

In-House 
Solution

Open 
Banking 

Framework

Capgemini in payments: A leader in the cards and payments space
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CAPGEMINI SWIFT CAPABILITIES

Deep Implementation Experience

▪ Message Processing - Attached to 
SWIFT interfaces

▪ Swift & Related Services

▪ Message Mapping

▪ Application configuration –
CBT, Gateway etc.

▪ Implementation of Swift Applications–
Swift Alliance Access, Swift Alliance 
Gateway, Alliance Lite2 etc.

▪ Swift enhancements, upgrades & 
Testing – Application upgrades,  
SWIFT Standard  Release 
enhancement / testing

▪ Global team trained on SWIFT 
areas dedicated to SWIFT-related 
implementation services

▪ Knowledge and capabilities to 
incorporate SWIFT solutions into 
any bank’s service offerings

▪ Capgemini has developed SWIFT 
testing Accelerator which can 
automate a lot of Application 
testing artefacts

Global Specialization
SWIFT Infrastructure

▪ Implementation of SWIFT VPN 
clusters on Alliance Connect Gold, 
Silver & Bronze packs

▪ Installation of HSM box clusters, HSM 
tokens & PED keys with required 
configuration

▪ Implementation of HP Swift 
clustering software for Swift Alliance 
Access to run on active-active nodes

▪ Installation of Remote API host 
Adaptor (RAHA) and MQ host adaptor 
(MQHA) for SAG
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OUR OFFERING

1
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Alliance Lite2/

Alliance Cloud

SWIFT Integration 

Layer IPLA

Alliance Access 

(SAA)

Alliance Gateway (SAG) / 
Alliance Remote Gateway 
(ARG)

Alliance Messaging 
Hub

Alliance Gateway

Integration

Interface

Connectivity

Low Volume Mid Volume High Volume

OUR OFFERING: SWIFT APPLICATIONS IN SCOPE

▪ Low Volume – Alliance Lite2, Alliance Cloud
▪ Mid Volume – Alliance Access (SAA), Alliance Gateway (SAG), Alliance Remote Gateway (ARG), Alliance Access Integration

Platform (IPLA)
▪ High Volume – Alliance Messaging Hub, Alliance Gateway
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With accelerated Cloud adoption within the 
Financial Services Industry; FinTechs, 
Financial Institutions and established Banks 
look to move SWIFT workloads into the 
Azure Public Cloud. 

➢ SWIFT Alliance Connect Virtual, a 
unique solution that enables FS 
organizations to deploy the SWIFT 
messaging and connectivity 
infrastructure in Azure. 

➢ Capgemini partnered with Microsoft to 
deliver end-to-end managed services
for SWIFT Alliance Connect Virtual

SOLUTION OVERVIEW AND BENEFITS

Compliance

Cost Management

Always Secure

Reliable

Improved time to market

Enhanced Telemetry and Visibility

Agility
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CAPGEMINI OFFERING & PROPOSITION

Capgemini in collaboration with Microsoft provides end to end lifecycle for Payments Transformation with SWIFT Alliance Connect Virtual

▪ Due Diligence

▪ Current state  assessment for Apps 
and Integrations

▪ SWIFT Cloud Infrastructure 
blueprinting

▪ Backoffice Integration strategy and 
high-level architecture 

▪ SWIFT DC Landing Zone setup

▪ Liaise with SWIFT eOrdering

process

▪ Customer Onboarding and 

provisioning SAA, SAG in Dev/Test

▪ Hybrid integrations with HSM 

clusters, 

▪ Application configuration – CBT, 

Gateway 

▪ Message mapping, Migration and 

testing of on-premise MT/MX to 

cloud

▪ Develop or Migrate APIs to Azure

▪ Serverless extensions*

ASSESS ONBOARD TRANSFORM

▪ 24 x 7 Support for SWIFT 

ecosystem – Apps and IAAS

▪ Security, Application health check 

and performance monitoring

▪ Annual SWIFT upgrades 

enhancements

▪ SWIFT Standard Release 

management

MANAGE

▪ Capgemini eAPM Assessment Platform

▪ SWIFT Architecture Assessment Toolkit*

▪ Azure SWIFT CSF Blueprints

▪ Capgemini Terraform Automation 
Framework

▪ SWIFT Logic App Connectors*

▪ Capgemini SWIFT Migration Testing 
Framework

▪ Capgemini Cloud Management Platform

▪ Capgemini Cyber Defense Center (CDC)

ACCELERATORS

*future roadmap
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ALLIANCE CONNECT VIRTUAL HIGH-LEVEL ARCHITECTURE

On Premise Alliance Subscription

SWIFT HSM

Alliance Connect 
Virtual Subscription

On premise 

Applications

Users

Express 
Route

VPN

Alliance 
Access

Alliance 
Cloud

Alliance 
Messaging 

Hub

Alliance Lite 
2

Azure Customer 
Subscription

Hub 
VNET

Alliance Workloads’ VNET

Management Services

PeeringLOBs

Azure 
Monitor

SWIFT 
Policy

Integration and Other Capabilities

Defender 
for Cloud

Peering

Azure 
Sentinel

Azure Key 
Vault

Azure 
Logic App

NVA VNET

vSRX

Internet

SWIFT 

Access Point

Customer Managed Capgemini Managed SWIFT Managed Offer Core Services

Capgemini

Services

Cybersecurity 

Defense Center

Managed 

DevOps Services

Microsoft Cloud for 

Financial Service 

integration

3

1 12 ▪ Alliance Connect Virtual

▪ Alliance Workload Landing Zone (optional 

services highlighted)

▪ Alliance Workload deployment and 

configuration (3) *

* Note: Detailed Alliance Workload Designs are 

presented on the next pages

Shared 
Services 

Subscription
2

3

Network 
Watcher

Additional Services

▪ Azure Landing Zone and on-premise connectivity 

setup

▪ For increased security posture, Capgemini may 

deploy and configure:

▪ Azure Sentinel

▪ Microsoft Defender for Cloud

▪ Azure Key Vault for secret management

▪ SWIFT Policy Set to ensure compliance

▪ Out of the box integrations are available 

through Azure Logic Apps

▪ Additional Services that Capgemini may offer 

are:

▪ Managed Cybersecurity Defense Center

▪ Managed DevOps Service

▪ Integrations with Microsoft Cloud for 

Financial Services Solutions
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Assess Analysis Design Integration
Full 

Implementation

Go-Live/

Adoption

Managed 

Services

Business & Technical

Consulting

Implementation & 

Integration Services

Project & Service 

Management

Cloud 

Architecture/Security/ 

Governance

Capgemini

Capgemini and SWIFT

CAPGEMINI SWIFT MICROSOFT SHARED SERVICE OFFERING MODEL

Capgemini can work with SWIFT or provide the full services of an end-to-end solution

Capgemini and Microsoft
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DELIVERY MODEL

2
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DELIVERY APPROACH

• Architecture Assessment & Sign off
• Swift Interface selection
• Establish Connectivity to Swift network on Microsoft Azure
• Sketch Infrastructure needs and readiness for low & higher environments
• Pilot Testing on Microsoft Azure cloud setup
• Plan & Finalize Disaster Recovery setup
• Establish Backoffice Integration
• Implement Swift CSP on Microsoft Azure 
• Dress Rehearse implementation and rollback procedures
• Planned Go-Live activities

Banks

Corporates

New Customer Adoption & Onboarding

Existing Customer Adoption & Onboarding

• Assess on premise Swift landscape to discover as-is customizations & configs
• Prepare migration roadmap from current to target state cloud set up
• Assessment of Target state Architecture & migration plan
• Establish Connectivity to Swift network on Microsoft Azure
• Sketch Infrastructure needs and readiness for low & higher environments
• Pilot Testing on Microsoft Azure cloud setup
• Plan & Finalize Disaster Recovery setup
• Establish Backoffice Integration
• Implement Swift CSP on Microsoft Azure 
• Dress Rehearse implementation and rollback procedures
• Planned Go-Live activities

Banks

Corporates
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Implementation Plan Artefact

SWIFT Landing Zone 

Architecture

1
Due Diligence

TYPICAL SWIFT MIGRATION ENGAGEMENT – SPRINT PLAN

▪ Analyze Infrastructure Architecture

▪ Assess Integration requirements

▪ Review Current Security Posture

▪ SWIFT Landing Zone Build

▪ SWIFTNet Link connectivity

2

Target State 
Arch

2 Weeks 4 Weeks 4 Weeks

3
Dev Environment 
Readiness 4

SWIFT 
eOrdering

5 SWIFT Product 
Config

6Measurement

Production / DR 
Environment 
Readiness

7

8 E2E Testing

HyperCare

9 10

8 Weeks

Application / 
API 
Integrations

Go Live

Timelines :
Alliance Access, Alliance Gateway/SNL, AMH – 18 weeks
Alliance Lite2, Alliance Cloud – 14 weeks

Assess Onboard Transform Manage
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APPENDIX

3



Presentation Title  |  Author  |  Date 14Company Confidential © Capgemini 2021. All rights reserved  |

A
v

a
il

a
b

il
it

y
 Z

o
n

e
 1

A
v

a
il

a
b

il
it

y
 Z

o
n

e
 2

ALLIANCE ACCESS AND AMH LOW-LEVEL DESIGNS

Alliance Access VNET

Web 
Platform 
Subnet

Alliance Web 
Platform 2

Alliance Web 
Platform 1

Alliance 
Access 
Subnet

Alliance 
Access 2

Alliance 
Access 1

SNL Subnet

Alliance SAG-
SNL 2

Alliance SAG-
SNL 1 A

v
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Alliance Messaging Hub VNET

Web 
Platform 
Subnet

Web (RHEL) 2

Web (RHEL) 1

Database 
Subnet

Alliance 
Access 2

Alliance 
Access 1

SNL Subnet

Alliance SAG-
SNL 2

Alliance SAG-
SNL 1

MQ Subnet

MQ Gateway

MQ Manager

A
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Alliance Access with Connect Virtual Alliance Messaging Hub with Connect Virtual

Hub VNET NVA VNET

Peering
Alliance Connect Virtual

Shared Services Subscription Shared Services Subscription

Hub VNET NVA VNET

Peering
Alliance Connect Virtual

Shared Services Subscription Shared Services Subscription
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ALLIANCE CLOUD AND LITE 2 LOW-LEVEL DESIGNS

Alliance Cloud VNET

SWIFT Integration 
Layer (SIL) Subnet

SIL VM

Alliance Cloud with Connect Virtual

Considerations

▪ The design for Alliance Cloud does not provide High Availability
▪ On premises SWIFT HSM devices are not needed in this scenario
▪ Alliance Cloud needs physical token management from on-premise

Alliance Cloud VNET

Auto Client Subnet

AutoClient 
VM

Alliance Lite 2 with Connect Virtual

Considerations

▪ The design for Alliance Lite 2 does not provide High Availability
▪ On premises SWIFT HSM devices are not needed in this scenario
▪ Alliance Lite 2 needs physical token management from on-premise

Hub VNET NVA VNET

Peering
Alliance Connect Virtual

Shared Services Subscription Shared Services Subscription

Hub VNET NVA VNET

Peering
Alliance Connect Virtual

Shared Services Subscription Shared Services Subscription
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Microsoft Partnership: 

https://www.capgemini.com/partner/microsoft/

Contact us: microsoft.fs@capgemini.com 

Learn more: 

Link to your Microsoft Commercial Marketplace 

offer

CAPGEMINI
SWIFT PAYMENTS TRANSFORMATION

https://www.capgemini.com/partner/microsoft/
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Capgemini is a global leader in partnering with companies to transform and manage their
business by harnessing the power of technology. The Group is guided everyday by its
purpose of unleashing human energy through technology for an inclusive and sustainable
future. It is a responsible and diverse organization of 270,000 team members in nearly 50
countries. With its strong 50 year heritage and deep industry expertise, Capgemini is
trusted by its clients to address the entire breadth of their business needs, from strategy
and design to operations, fuelled by the fast evolving and innovative world of cloud, data,
AI, connectivity, software, digital engineering and platforms. The Group reported in 2020
global revenues of €16 billion.
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http://www.linkedin.com/company/capgemini
http://www.slideshare.net/capgemini
http://www.twitter.com/capgemini
http://www.youtube.com/capgeminimedia
http://www.facebook.com/capgemini

