Zero Trust Security

An agile approach to protect your entire digital estate

Today’s complex environments—with an increasingly mobile work force—require a new security
model. You need an approach that requires all users to continuously validate their identity and security
state before they can gain and keep access to corporate resources.

The Zero Trust Security solution from Microsoft Industry Solutions Delivery helps you build an
actionable plan tailored to your organization’s needs. We can help you define your strategic objectives,
create a plan to achieve them, and get you started on your Zero Trust Journey.
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* Approach ¢

Leverage our considerable experience in helping you accelerate your Zero Trust
journey.

People + Process +
Tech nology = Success Agile & Iterative, to identify the foundational aspects that are important in
implementing a comprehensive Zero Trust Security foundation.

Holistic approach to support Processes aligned to the Zero Trust framework, to help structure your
your unique business needs organization’s Zero Trust journey into clear and coherent initiatives.
aligned to your Zero Trust

Adoption and change management to support people impacts, aligned to
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business outcomes and cultural considerations.

¢ Designed to achieve your business outcomes

We've created an actionable recommended practices Zero Trust Security framework to help guide you through
your Zero Trust journey. Each area includes guidance, recommended practices, resources, and tools to help drive
your own implementation.
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Protect identity & Modernize Secure cloud Protect & govern Manage &
endpoints for strong security & defend infrastructure — Azure, sensitive data investigate risk
Zero Trust foundations against threats hybrid & multi-cloud
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We start by
understanding the
objectives and key results
(OKR) that drive your
organization’s change,
and how they align to
your culture, behavior,
operations, and
technology strategies.
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People: Upskill and leverage your technology teams to
engage directly with end users to make security a driving
force to improve their experiences and productivity.
Process: Manage governance, update processes and
organizational structure to support your Zero Trust journey
and enable you to track the success of your Zero Trust
deployment to provide confidence that the implementation
of Zero Trust provides measurable improvements.
Technology: Deploy interconnected and modern security
technologies into clear and coherent initiatives covering
productivity security, modern-security operations, multi-
cloud environments and advanced services including
Application Programming Interface (APIl), Operational
technology (OT) and Internet of Things (loT).
Organizational Culture: Embrace continuous feedback and
rapid adoption of new technologies and processes.
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* Capabilities *

Using a structured and interactive open dialog about your Zero Trust journey, we can accelerate the
engagement with businesses, IT, and security stakeholders across your entire digital estate, to map your
goals to appropriate capabilities and offerings.
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Start

Discover and
understand current
objectives and key
results (OKR).

Discover

Verify explicitly | Use least privilege access | Assume breach

Context

Security
enforcement

policy

Control

ﬂ Visibility | Analytics | Automation —

Duration: 12 weeks or longer .

Enable Finish

Agile Sprints

Enable identified roadmap and
plan items iteratively to support
the Zero Trust Initiative.

Plan

Plan and review
capabilities and
roadmap that can
help achieve goals.

Next Steps Contact your Microsoft Industry Solutions representative or visit
https://www.microsoft.com/industrysolutions to learn how you can protect your organization with Zero Trust Security.
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