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Overview
Today, especially during and post Covid-19 
times modern digital workplaces in the 
organization have not only become a 
necessary leaver for business continuity but 
are also addressing the next age digital era 
challenges to uplift a flexible, collaborative, 
and productive working environment.

While digital technologies and tools are 
helping modern digital workplaces grow, 
there are serious concerns on cybersecurity 
and compliance controls adherence across 
the digital workplace landscape and 
workloads. The threat actors and attack 
surface are increasing with an increase 
in the number of devices, users, and 
applications to promote remote working.

Enterprises across the regions and industry 
verticals are facing multi-directional digital 
security challenges such as:

•	 Ensuring utmost data security and 
compliance across the digital workplace

•	 Setting a balance between security 
controls and employee productivity

•	 Lack of single pane of glass view to 
control, monitor and respond to threats 
and compliance violations 

•	 Security controls such as identity 
& access, threat & vulnerability 
management, device management and 
protections, EDR are working in silos

•	 No dedicated security framework and 
architecture complementing new 
digital workplace architecture

•	 Lack of autonomous approach on 
continuous attack surface reduction 

•	 Lack of enforcement of zero trust 
policies 

Infosys Cloud Security services, part of 
Infosys Cobalt offers digital workplaces 
security advisory, security posture & 
compliance management, establishing 
security controls and solutions to ensure 
digital workplace security and security 
operations/monitoring services.

With a strong strategic and technical 
partnership with Microsoft, Infosys 
Microsoft 365 (M365) security expert team 
offers a full spectrum security services 
for your M365 services facilitated digital 
workplace. The end-to-end security 
solutions and services provide security and 
maturity assessment, secure architecture 
and design and rollout roadmap, 
implementation of M365 security solutions, 
monitoring, management, and operations 
of entire organization digital workplace 
landscape.

Infosys and Microsoft partnership provides 
appropriate and required M365 security 
capabilities that will help customers to 
not only accelerate their digitization 
and cloud journey but also manage the 
workplace emanated cyber security risks, to 
improve the overall security posture of the 
environment.

Some of our digital workplace security 
controls and services are covered as below:

•	 Office365 workloads security framework 
and architecture 

•	 Information security, governance and 
compliance

•	 Data breach/loss prevention solution and 
services across devices, O365 apps and 
services (e.g. Teams channels/sites/chats, 
SharePoint Online, Exchange Online, 
OneDrive for Business), non-Microsoft 
cloud apps and on-premises apps/
content repositories

•	 Microsoft evergreen posture maintenance

•	 Identity, access, and management

•	 Insider risk management

•	 Threat & vulnerability management 
with endpoint detection and response 
capabilities

•	 Cloud application security

•	 Integrated M365 security controls and 
unified single pane of glass view

Infosys S3-4D approach and methodology to deliver 
enterprise security

S3 4D

Diagnose
Assess
Analyze  |  Advise

Secure by Design
Maximize Visibility 

Minimize Risk 
Early Engagement

Secure by Scale
Optimize Costs
Amplify Reach

Rapid Deployment

Secure the Future
Innovate Faster

Deliver Value
Thought Leadership

Design
Architect
Integrate  |  Stadardize

Deliver
Implement
Mitigate  |  Transform

Defend
Operate
Respond  |  Govern

Robust security strategy with M365 Security

•	 Fully management end-to-end 
security operations services including 
managed threat detection and 
response

•	 Red team / blue team exercise

•	 Cyber resilience and incident response
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Diagnose Design Deliver Defend

•	 Identify compliance & 
security objectives to be 
achieved through EDR & 
Information Protection 
solution

•	 Assessment of existing 
digital workplace security 
posture 

•	 Recommend Microsoft 
verified roadmap to phase 
wise rollout Microsoft 365 
security controls

•	 Prepare transition roadmap 
to rollout Azure AD 
powered identity protection 
framework

•	 Phase wise roadmap to 
implement Microsoft device 
security and EDR controls

•	 Design EDR solution - 
Microsoft defender for 
endpoint and identity

•	 Solution design to 
rollout device security 
controls - MEM, 
corporate rollout 
for UEFI, Bit locker, 
Windows ATP defender 

•	 Design solution for 
Office 365 DLP

•	 Migration approach for 
Azure AD based identity 
protection solution

•	 Design and define 
secure remote access 
policies for workforce

•	 Azure AD, MCAS and MIP 
powered enterprise identity 
and information protection 
rollout (Phase wise)

•	 Policies configured with MS 
Intune/MEM and Azure AD 
conditional access 

•	 Solution to securely access 
enterprise apps and IT 
resources, remotely with 
least access principle and 
zero trust

•	 Playbook and SoP guide 
for device discovery, secure 
configuration and patch 
rollouts

•	 Solution for email security & 
device protection 

•	 Supporting end users 
through helpdesk and 
L1/L2 support

•	 SLA based 16*5 and 
24*7 L1/L2 support - 
SecOps

•	 Customization and 
engineering-based L3 
effort – Playbook based 
automation on EDR

•	 Regular cadence with 
Microsoft team on 
current issues and 
upcoming feature 
releases 

•	 Support ongoing 
endpoint and 
application integration

The need for M365 Security 
Microsoft 365 security and compliance solutions ensure that enterprises adopt modern digital workplace solutions and working culture without 
worrying on growing security challenges. Infosys Cloud Security services enforces Microsoft recommended best practices and reference 
architecture, to protect digital workplace workloads security and ensure industry, region specific compliances.

Azure MFA

Conditional
Access Engine

Access Reviews

Self-service 
Password

reset service

******

Identity Protection
Privileged

Identity
Management

Authentication
Services

Provisioning
Service

AD FS/WAP

Azure AD – Identity
Repository & Role 

Based Access

Secure Remote Access &
Identity Protection

AppProxy

Cloud Service

Workforce policy controls
& enforcements

Group & Roles Location Privileges

Session Risks User Risks Information Risks

Devices

Managed BYOD
Health &

Compliance

Device Risks Type & OS Version Encryption Status

Microsoft
Endpoint Manager

Device & data security

Windows
Defender ATP Virtualization

based security
UEFI Secure 

Boot
Device 

encryption

Microsoft Defender for
Endpoint

Microsoft 365 Defender
for identity

Microsoft Cloud App
Security

Microsoft
Information Protection

Microsoft workplace security reference architecture

Windows Hello



© 2022 Infosys Limited, Bengaluru, India. All Rights Reserved. Infosys believes the information in this document is accurate as of its publication date; such information is subject to change without notice. Infosys 
acknowledges the proprietary rights of other companies to the trademarks, product names and such other intellectual property rights mentioned in this document. Except as expressly permitted, neither this 
documentation nor any part of it may be reproduced, stored in a retrieval system, or transmitted in any form or by any means, electronic, mechanical, printing, photocopying, recording or otherwise, without the 
prior permission of Infosys Limited and/ or any named intellectual property rights holders under this document. 

For more information, contact askus@infosys.com 

Infosys.com | NYSE: INFY Stay Connected

Key constructs for M365 security controls
Infosys managed Microsoft365 security solutions provides integrated monitoring with the rest of your security landscape by using a mix of M365 
best practices, M365 native security controls and complementing Infosys’s provided controls and services to give the customer end to end security 
to protect the digital workplace.

Features Solution Principles
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Business Benefits
Manage Risk – Manage and reduce risks 
across your digital workplace environment 
to run the business and enable digital 
journey at scale

Protect Identities, Devices and Data 
– Deploy the right controls required to 
protect critical information/data and secure 
user identities/devices across the digital 
workplace landscape

Optimize – Attain a flexible and adaptive 
security solution for securing the digital 

workplace environment through a simple 
engagement model with commercial 
flexibility to streamline the cost of M365 
security and operations

Visibility and Compliance – Get holistic 
visibility into your complete asset and 
environment through collaboration, 
automation and tools with business partners 
and IT stakeholders within the organization. 
This will help in identifying threats, get a 
complete view of vulnerabilities in real time, 
correlate and analyze them.

https://twitter.com/infosys
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