






COLLECT AND INDEX DATA SEARCH AND INVESTIGATE CORRELATE AND ANALYZE VISUALIZE AND REPORT MONITOR AND ALERT

UNIFIED EXPERIENCE

Windows agents

SCOM

Linux / FluentD

Event Hub Log Stash

Sample list of log/metrics that 
OMS collects:

• Custom Application/Infra logs

• Windows event logs

• Window performance counters

• Security Event Logs

• IIS Logs

• ETW logs

• Azure Diagnostics

Azure Storage / 

Azure Diagnostics

REST Collection API

SaaS services

O365

Azure Monitor

• Log Analytics

• Automation

• Site Recovery

• Backup



Azure Monitor 
Logs data security
How log data is collected, processed, and secured by Azure Monitor.

Azure Monitor meets the following 

Certifications and attestations:

▪ ISO/IEC 27001

▪ ISO/IEC 27018:2014

▪ ISO 22301

▪ Payment Card Industry (PCI Compliant) Data Security Standard (PCI 

DSS) by the PCI Security Standards Council.

▪ Service Organization Controls (SOC) 1 Type 1 and SOC 2 Type 1 

compliant

▪ HIPAA and HITECH

▪ Windows Common Engineering Criteria

▪ Microsoft Trustworthy Computing

Source # https://docs.microsoft.com/en-us/azure/azure-monitor/logs/data-

security#certifications-and-attestations

https://docs.microsoft.com/en-us/azure/azure-monitor/logs/data-security#certifications-and-attestations
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Alert

• Metrics rules – Real-time 
alerting on numeric values

• Log rules – Complex logic 
across data from multiple 
sources

• Email/SMS/Push/Voice
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Automation

• Azure Functions

• Logic Apps

• Webhooks

• ITSM

• Automation Runbook





































System Center 
Integration



System Center 
Assessment



Azure Monitor Pricing
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