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Data is growing at an exponential pace, and By using Microsoft Sentinel - Cloud-native We are a future-focused organization, with an
traditional SIEM solutions simply cannot keep SIEM Solution, we help our clients build the accenton helping our clients build a
up. Many SOC teams are using outdated best foundation to move from reacting to foundation of proactive security to address
solutions for monitoring and responding to incidents to applying analytics to proactively evolving threats.
security incidents. These, one-size-fits all manage cyber threats. Our Security
legacy tools are not able to provide business Operations Center (SOC) is an external center The Informatika team includes highly qualified
contegt., t.hreat intelligence and analy.tics ' for monitoring and analysis of our clients’ IT experts vvith over 20 years of experignce in
capabilities to uncover new threats hidden in infrastructure and systems, which provides the data security, threat and vulnerability
the large volumes of data. people, technology, and experience to help assessments, design, implementation and
you get the most out of your Microsoft management of security solutions, and cyber
Sentinel deployment. security consulting.
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Informatika’s Security operations center (SOC)

Building your own SOC presents an organizational
challenge that requires enormous resources and time
to develop internal competencies. It can take many
years, which you may not want to spend, to reach the
desired level of maturity because cyber attackers will
not wait for you to be ready before start threatening
your business. We are here to help!

The Informatika’s Security Operations Center (SOC) is
a purpose built, external center for 24/7 monitoring
and analysis of our clients’ IT infrastructure and
systems through Microsoft Sentinel.

Our team of security analysts and defense specialists
will support you every step of the way - from
preliminary assessments to expert-led SOC training.
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Informatika’s Security operations center (SOC) Glinrormarika

ENTERPRISE CLASS SECURITY

Avariety of services to suit all the needs of enterprises, governments and public sector organiza-tions, underpinned by
24/7 support and tight SLAs.

HOW WE CAN HELP (.,

24/7 surveillance and alert services

Monitoring internal and external security threats
Digital forensics

Real-time incident reports

Automated Incident response services
Professional consulting services

Cyber security consulting and training
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Microsoft Sentinel — Log manager, analytics & data connectors

Microsoft Sentinel Log Manager
provides high event-rate processing,
long-term data retention, regional data
aggregation, and simple searching and
reporting functionality for a broad
range of applications and devices.

Microsoft Sentinel Analytics is where
you set up rules to find issues with your
environment. You can create various
types of rules, each with its own
configuration steps and niche for the
types of abnormalities you are trying to
detect.

Microsoft Sentinel Data
connectors, shows the full list of
connectors that Microsoft Sentinel
provides, and their status in your
workspace.

Home > Azure Sentinel workspaces > Azure Sentinel

4. Azure Sentinel | Analytics

Selected workspace: ‘contoso?7

le © Disable [§] Delete

« + create v () Refrest ® Enabl

‘ P Search (Ctrl+/)

General £ 116 Rules by severity
© Ovenview Active rules B High (8) I Medium (64) Low (41) Informational (3)
® Logs
& News & guides Active rules
Threat management P Search Severity : All Rule Type : All Tactics : All Data Sources : All
& Incidents
SEVERITY Ty NAME Ty RULE TYPE Ty DATA SOURCES
&8 workbooks S NS —————— —— ——
© Hunting Medium Cisco - firewall block but success logon to Azure AD (O Scheduled Cisco ASA +1 ®
& Notebooks (Preview) Medium (Preview) TI map IP entity to AzureActivity @ scheduled Threat Intelligence Platforms (Pr... +1 ®
# Entity behavior analytics (Preview) Medium (Preview) Tl map URL entity to PaloAlto data ® scheduled palo Alto Networks +1 @
Configuration Medium (Preview) TI map Domain entity to PaloAlto @ scheduled Palo Alto Networks +1 ®
B sta éonnecions Medium (Preview) TI map Email entity to SigninLogs © scheduled Threat Intelligence Platforms (Pr... +1®
& Anslytics Medium (Preview) Tl map URL entity to SecurityAlert data O scheduled Microsoft Cloud App Security +2 ®
(& Playbooks Medium (Preview) T map File Hash to CommonSecurityLog Event O scheduled Palo Alto Networks +1©
& Community Medium (Preview) TI map Email entity to SecurityAlert O scheduled Azure Security Center +1 (D
& Settings Medium (Preview) Anomalous SSH Login Detection A ML 8ehavior Analytics Syslog
Medium (Preview) TI map Email entity to CommonSecuritylog O scheduled Palo Alto Networks +1
Medium (Preview) TI map File Hash to Security Event O scheduled Security Events +1 ©
Medium (Preview) TI map Domain entity to DnsEvent O scheduled DNS (Preview) +1©
Medium (Preview) Ti map IP entity to AWSCloudTrail O© scheduled Threat Intelligence Platforms (Pr... +1 @
Medium (Preview) Tl map URL entity to AuditLogs O scheduled Azure Active Directory +1®

< Previous ‘ 51-100 ‘ Next >

TACTICS

~
B8 Initial Access
B Impact
B Impact
B Impact
B Impact
B Impact
B Impact
B Impact
B |nitial Access
B Impact
B Impact
B Impact
B Impact

B Impact
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LEARN MORE
About analytic rules '

® (Preview) TI map Domain entity to DnsEvent

Medium Scheduled
Severity Rule Type
Description

Identifies 3 match in DnsEvent table from any Domain 10C from Ti

Data sources
DNS (Preview)
%> DnsEvents 08/10/20,03:11 AM

Threat Intelligence Platforms (Preview)
@k Threatintelligencelndicator -

Tactics
B Impact

Rule query
let dt_lookBack = 1h;
let ioc_lookBack = 14d;
//Create a list of TLDs in our threat feed for lat
let 1ist tlds = ThreatTntellisenceTndicator

@ Note

* You haven't used this template yet; You can use it to create
analytic rules.

* One or more data sources used by this rule is missing. This
might limit the functionality of the rule.



Microsoft Sentinel visual interface G\ inFormaTika

HH Azure Sentinel | Data connectors
]

General

@ Azure Sentinel - Logs

Selected workspace: 'LA-Security-AzureSentinel

Bg7

QO Overvie Connectors

Search (Cmd+/) « #® New Query 1 t
General LA-Security-AzureSentinel m Time range : Last 24 hours % A Vectra Detect (Preview
@ Overview " Threat "
Tables Filter « I s T — Status T4 Connector name T4 Not connected ¥ Vectra A
® Logs 8 Incde
ot by name.or type ari Phishing Defense and Brand Protection (Preview)
@ News & guides Filter by name or type B Worboch a Ag g]

= Collapse all

Threat management
. Al Analyst Darktrace (Preview
Active .

& Incidents

v (@ LA-Security-AzureSentinel

3 Workbooks ChangeTracking

% Al Vectra Detect (Preview)

Containerlnsights

© Hunting & .
Get started with sample queries

DnsAnalytics

& Notebooks

Configuration Akamai Security Events (Preview

LogManagement

Computer availability Computer

History .
— B Data connecrn Vectra A

Alcide kAudit (Preview

Configuration Office365

SQLAdvancedThreatProtection Threatintelligencelndicator | limit 100

1/13/2020, 12:00 PM | O results

8 Data connectors

SQLVulnerabilityAssessment
« Analytics

Security Alsid for Active Directory (Preview

11+

Playbooks SecurityCenterFree AzureDiagnostics | where ResourceProvider == “MICR

“DATABASE AUTHENTICATION SUCCEEDED" | where !
1/13/2020, 11:47 AM | 7 results

Securitylnsights

Community

Amazon Web Services

ServiceMap
£} Settings

Apache HTTP Server (Preview)

rosoft Sentinel Log manager

I— Microsoft Sentinel Data connectors GUI




SOC AS A SERVICE - Pricing based on 4weeks POC

Security operations center ( SOC ) 24x7
service - Negotiable

Realtime incident reports ( Daily, Weekly,
Monthly ) - Negotiable EUR 25,000.00

Service Level Agreement ( Response time )
- Negotiable




