Secure BYOD with Lookout and
Microsoft 365
About Us: Lookout Mobile Threat Defense
Lookout provides mobile security for businesses to
protect their data from different threats while
respecting employees’ privacy. Through integration
with Microsoft Endpoint Manager, Lookout secures
both managed and unmanaged devices by ensuring
that only safe devices access any company data.

WHAT WE OFFER

Phishing protection

App risk protection

Device risk protection

Network risk protection

Lookout protects
businesses from
phishing attacks across
any channel, such as
SMS messaging apps
and embedded URLs.
What’s different about
the Lookout approach is
that it doesn’t rely on
inspecting message
content, therefore
respecting user privacy.

Lookout app analysis
technology is powered by
intelligence from over 100
million iOS and Android
apps, giving you visibility
of malware that can
exfiltrate data from the
device, vulnerabilities in
app data transfer and
storage, plus any risky
app behaviors that pose a
compliance risk.

Lookout creates a
fingerprint of each mobile
device and compares it
against the nearly 200
million devices in our
security platform to
identify risks, such as
behavioral anomalies,
advanced root or
jailbreak, out-of-date
operating systems, and
device configuration risks.

By analyzing the
connections from our
global sensor network,
false positives are
effectively mitigated,
while detecting high
impact threats including
man-in-the-middle
attacks, host certificate
hijacking, SSLStrip attacks,
and TLS protocol
downgrades.

WHAT OUR CUSTOMERS ARE SAYING

LEARN MORE

“We found Lookout to be the most mature solution
throughout our entire evaluation, so we felt confident in
our decision to go with the market leader.”

Lookout + Microsoft

– Simon Hardy, Global Head of Office 365 Services and Enterprise Mobility

Lookout.com

Microsoft 365
Microsoft 365 is a cloud-based subscription service
that brings together the best tools for the way people
work today. By combining best-in-class apps like Excel
and Outlook with powerful cloud services like
OneDrive and Microsoft Teams, Microsoft 365 lets
anyone create and share anywhere on any device.

KEY USE CASES

BUSINESS-CLASS EMAIL
Build anything from
lightweight websites to
multitier cloud services
that scale up as your
business grows.

CLOUD STORAGE
Rely on geo-redundant
cloud storage for
backup, archiving,
and disaster recovery.

MEET ONLINE
Get actionable insights
from your data by taking
advantage of a fully
compatible, enterpriseready Hadoop service.

COLLABORATE AND
CHAT PRIVATELY
Accelerate your mobile
app development by
using a backend hosted
on Microsoft Azure.

WHY MICROSOFT 365?
Save your company money

Microsoft 365 is available as a simple monthly subscription.
Avoid large up-front costs for new software while moving
the cost of IT from capital to operating expense. And without
on-premises servers to run email, websites, and document
storage, you can reduce energy costs and save by no longer
purchasingnew server hardware.

Scale your business quickly and flexibly
Microsoft 365 grows with you on the Microsoft Azure cloud.
Adding a new user is as simple as buying an additional license,
which allows access to business-critical technology on as many
as five PCs/Macs and five mobile devices. Microsoft 365
provides an array of plans to fit the right capability needs and
price points for every user inyour organization.

Learn more: www.microsoft365.com

Technical support

Your Microsoft 365 subscription comes with 24/7 support
from a global network of experts, with one-hour response
for critical, service-impacting events.

Financially backed SLA
Get peace of mind knowing that your services are
available when you need them with a financially backed,
99.9 percent uptime service levelagreement.

Simplified IT management
Reduce headaches by reducing your IT infrastructure.
Content lives safely in globally distributed data centers
with continuous backup and disaster recovery abilities.

