Service Name: SYNERGY ADVISORS — Microsoft Defender for Endpoint Deployment
Categories: Security/Implementation

Gold competencies:

Security

Cloud Platform

Cloud Productivity

Collaboration

Datacenter

Enterprise Mobility Management
Messaging

Application Development

Project and Portfolio Management (Silver)

Solutions Areas: Security

Industries:

e Financial Services

e Healthcare

e Media & Communications
e Manufacturing and energy
e Government

e Retail and consumer goods
e Others

Overview

Microsoft Defender for Endpoint is an enterprise endpoint security platform designed to help
enterprise networks prevent, detect, investigate, and respond to advanced threats.

Synergy Advisors "Microsoft Defender for Endpoint Deployment"” helps your organization speed-
up implementation timelines while reducing the cost associated with internal training, wrong
configurations, and other implementation challenges, this, with the help of our team of experts
from consultants to architects.

In today’s data-driven world, information security is paramount for companies of all industries.
Without proper security, data breaches can occur, resulting in costly financial and critical data loss,
as well as leaks in private customer information.
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Deployment Scope & Activities

e High Level Identity Review
o Current Microsoft Defender for Endpoint configuration review
o Microsoft Defender for Endpoint overview
e Single Production Tenant Microsoft Defender for Endpoint
o Microsoft Defender for Endpoint Overview
=  Qverview session
e Solution capabilities
e Scoping discussion
e  Pre-requisites validation
o Microsoft Defender for Endpoint Enablement
e Enable Microsoft Defender for Endpoint on a single
production tenant
e Deploy an agent profile using an onboard endpoint
e  Microsoft Defender for Endpoint configuration
profiles (including endpoint protection and device
restriction)
e Set Security Center settings to personalize Microsoft
Defender for Endpoint

o Microsoft Defender for Endpoint Deployment
e 1% batch assistance:
o Validate product functionality on customer
production endpoints where the Microsoft
Defender for Endpoint has been enabled
e 2"4Batch assistance:
o Validate existing third-party products and
provide recommendations about how to
reflect rules and policies in the solution

NOTE: Customer is responsible for removing
third-party AV/AM/EDR product

o Validate product functionality on additional
production endpoints where the Microsoft
Defender for Endpoint has been enabled

o Microsoft Defender for Endpoint Knowledge Transfer
e Knowledge transfer sessions:
o Simulations and tutorials
o Reporting and threat analytics
o Threat and vulnerability management
o Navigating the Microsoft Defender Security
Center portal
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o Integration with Other Products
e Integration overview discussion with other M365
Products (MCAS, Azure ATP) or integration with
customer’s SIEM

Out of Scope Activities

Anything not listed in the above “Deployment Scope Activities” section is considered out of scope for this
"Microsoft Defender for Endpoint Deployment" engagement.

NOTE: Synergy may present to the customer a paid contract or SoW with all the activities
and associated scope for evaluation and customer acceptance. It may not cover all the customer’s activities
and needs.

For additional scenarios, Synergy Advisors will present a separate offer or would adjust a paid agreement that
can be accepted or rejected by the customer without penalties. Synergy Advisors will not generate any invoice
to customers that is not supported by a previously signed paid contract or SoW.

Pricing Variability
Pricing variations based on the following:

e Time & Material

e  On-premises architectures

e  Customer's change management processes

e  Maturity of client’s security environment

e Travel requirements have an impact on the total project amount
e Others

Requirements
Customer may meet with:
o Licensing requirements
o Browser requirements

o Hardware & software requirements

*Minimum requirements for Microsoft Defender for Endpoint

*Full list of requirements would be presented in a SOW or a formal agreement for acceptance and
acknowledgment.
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https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/minimum-requirements

