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Your universal platform to manage and protect identities

Protect your business with a universal identity platform Azure Active Directory Business Identity Service
(Azure AD) provides single sign-on and multi-factor authentication to help protect your users from 99.9% of
cybersecurity attacks. Single sign-on simplifies access to your applications from anywhere Conditional
access and multi-factor authentication help protect and control access A single identity platform allows you to
interact with internal and external users more securely Development tools allow you to easily integrate
identity into your applications and services.

Connect your workers

Whether users are in the office or working remotely, give them seamless access to all applications so they
can stay productive from anywhere. Automate workflows for provisioning and user lifecycle. Save time and
resources with self-service management.

Microsoft Azure Active Directory “‘\& /7)

ErrerrrrrTrTrTT— .'M,,I:wn,

Azure Active Directory

Windows Azure AD Connect Server
Server
Domain
Controller Password sync agent descrypts MDS

envelope to retrieve MD4 hash
8-byte binary.

10-bite sailt added.
64 bit hash is input into SHA256

D Users sings in to Azure AD. If their
hashed pasword matches the stored
password then the user is
LEARN MORE - D suthenticated
b ventas@itcoint.com User Devices

@ itcoint.com




Choose from thousands of SaaS applications
Simplify single sign-on. Azure AD supports more than 2,800 pre-integrated software as
a service (SaaS) application.

Protect and control access

Protect user credentials by applying strong authentication and conditional access
policies. Effectively manage their identities by ensuring that the right people have the
right access to the right resources

Interact with your clients and partners

Protect and manage customers and associates beyond the limits of your organization
with an identity solution. Personalize user journey and simplify authentication with a
social identity, and more.

Integrate identity into your applications

Accelerate the business adoption of your applications by supporting single sign-on and
user provisioning. Reduce login friction and automate the creation, deletion, and
maintenance of user accounts.

Why should you trust in Azure Active Directory?

Microsoft invests more than $ 1 billion annually in cybersecurity research and
development.

Microsoft has more than 3,500 security experts dedicated to protecting your data and
privacy.

Azure has more certifications than any other cloud provider.

Azure Active Directory manages over 1.2 billion identities and processes over 8 billion
authentications a day.

‘@) Microsoft Azure
L0 Active Directory

i A

Windows Server
Active Directory

Office 365 .

Azvre Active Your Apps Saas Applications
Directery

Azure AD Connect

—E—

AD D3 Connectar Account
Used to read and wnte to
Windows Secver Active
Oitectory

Service Account

Azure AD Connector Account

Used 10 run the syncivanization Used for an-going

service anvd readsweite dats to
the SOL detabase

synchrontzations with Azure.

IEARNMORE @ ventas@itcoint.com @ itcoint.com



