
Stay Connected 
Security Workshop

{Month Day, Year}



Agenda
9:00 AM WELCOME & INTRODUCTION

10:15 AM MORNING BREAK: 15-30 MINUTES

12:30 PM WORKSHOP WRAP-UP

9:15 AM SECURITY FUNDAMENTALS

10:30 AM MICROSOFT SECURITY REVIEW



Welcome & Introduction



• 30+ years in IT / 20+ years at SyCom 

• Multiple IT and Security Certifications including: 
• CISA – Certified Information System Auditor
• GSLC – GIAC Security Leadership Certification
• GSEC – GIAC Security Essentials Certification
• CISSP – Certified Information Systems Security 

Professional

• Dual Role at SyCom as CISO & VP of Consulting  
• Make us more secure
• Make our customers more secure

Allen Jenkins, CISO & VP of Consulting



• 20+ years in IT / 15+ years at SyCom 

• Multiple Microsoft Certifications including: 
• MCITP – Microsoft Certified IT Professional
• MCSA – Microsoft Certified Solutions Associate
• MCSE – Microsoft Certified Solutions Expert
• MCTS – Microsoft Certified Technology Specialist

• Microsoft Practice Area Manager – oversees 
two Microsoft engineering teams and Microsoft 
dedicated staff

Rob Spitzer, Microsoft PAM



• 20+ years in IT / 3+ years at SyCom 

• Multiple Microsoft Certifications including: 
• MCSE – Microsoft Certified Systems Engineer
• MCP – Microsoft Certified Professional
• MCTS – Microsoft Certified Technology Specialist

• Systems Engineer – Microsoft Cloud and 
Infrastructure Team

Bill Blank, Systems Engineer



• 10+ years in IT / 2+ years at SyCom 

• Multiple Microsoft Certifications including: 
• Microsoft Certified Service Adoption Specialist
• Microsoft Certified Productivity Customer Immersion Experience
• Microsoft Certified Security Customer Immersion Experience

• Microsoft Cloud and Infrastructure Team Member –
specializes in Microsoft solutions, adapting them to enable 
achieve customer goals

Jonathan Fox, Microsoft Adoption Specialist



Customer Introductions / Business 
Impact Analysis

1. Name?

2. Role at organization?

3. How long at organization?

4. What are the 2-3 most important technology tools in place?
a) Example 1 – Accounting System
b) Example 2 – Email
c) Example 3 – CRM 
d) HINTS

i. Would hurt most if unavailable or compromised
ii. Would affect the most users



Security Fundamentals



Cybersecurity – What is it?





All organizations must deal with 
Cybersecurity.

How they deal with Cybersecurity is 
really what matters.



Concerns over Confidentiality, Integrity and Availability of 
Critical Information Technology Assets

CIA



C, I, or A = most important?

CIA Discussion - Flashcards
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CIA Discussion - Flashcards

C, I, or A = most important?



• ALL Important, but…which is most high priority???

• Prioritization of Approach based on what is important to 
organization – generally speaking…

• Confidentiality = Health Care, Government

• Integrity = Finance

• Availability = E-commerce

CIA Discussion - Prioritization



1. BIA and CIA explanation re-cap
2. Review of findings and exercises
3. Discuss most important systems

BIA and CIA Re-cap



NIST Cybersecurity Framework



Verizon Data Breach Investigation Report 



Verizon Data Breach Report - Top Threats



Verizon Data Breach Report – Center for 
Internet Security 20 CSCs



CIS 20 and YOU (sample public sector)



NotPetya



Anatomy of a NotPetya Attack



10 Minute Break



Microsoft Security Review



 CIS 3 – Continuous Vulnerability Management
 CIS 4 – Controlled Use of Administrative Privileges
 CIS 5 – Secure Configuration of Hardware and Software
 CIS 6 – Maintenance, Monitoring, and Analysis of Audit Logs
 CIS 12 – Boundary Defense
 CIS 13 – Data Protection
 CIS 17 – Implement a Security Awareness and Training Program

CIS to MS Mappings



 Windows Update
 Secure Score
 Baseline Security Templates
 Azure Security Center

Microsoft Tools - CIS3



 Azure Multi-Factor Authentication (MFA)
 Separate Admin Accounts
 Privileged Identity Management
 Just-in-Time Access

Microsoft Tools – CIS4



 Microsoft Intune
 Windows Defender ATP
 Baseline Security Templates
 Azure Security Center
 Azure Update Manager

Microsoft Tools – CIS5



 Azure Advanced Threat Protection (ATP)
 Azure Sentinel

Microsoft Tools – CIS6



 Exchange Online Protection
 SPF and DKIM
 Office 365 Advanced Threat Protection (ATP)
 Azure Single Sign On (SSO)
 Conditional Access
 Cloud App Security

Microsoft Tools – CIS12



 SharePoint Online / OneDrive for Business
 Data Loss Prevention (DLP)
 Windows Virtual Desktops (WVD)
 Azure Information Protection
 Customer Lockbox
 Cloud App Security
 Azure Backup
 Azure Site Recovery

Microsoft Tools – CIS13



 Office 365 Advanced Threat Protection (ATP)
 Compliance Manager

Microsoft Tools – CIS17



• What Questions does customer have?

• What gaps in Controls exist? 

• What are logical next steps?

Assessment Wrap-Up / Q&A



Connecting More Than Technology
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