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Security breaches are now a day-to-day 

occurrence and organizations                            

often do not have the internal skills to                       

deal and respond to them.  

The NCC Group one-day intensive cyber 

first responder and forensics training 

course is designed so that your staff have 

the knowledge to correctly react to 

cyber threats, as well as investigate and 

secure evidence sources. 

 

NCC Group has one of the strongest and most experienced 

forensic teams in the UK. Our team includes Government 

security cleared consultants who have advised law 

enforcement on many aspects of evidence retrieval and 

prevention.  

Course synopsis 

The one-day course will include:  

• Incident Response Overview 

• Preparing for an incident 

• Data collection 

• Introduction to Forensic Analysis 

• Incident Response in the Cloud Services 

• Open Source Intelligence (OSINT) - optional 

Who should attend? 

IT security staff such as security officers, IT administrators, 

network administrators.  

Prerequisite knowledge 

Basic knowledge of IT and operation systems.  

 

 

 Benefits 

 Upon completion of the course, you will understand: 

   The important factors to be aware of when an 

incident occurs. 

   The basic principles of forensic evidence          

acquisition. 

   How systems that may have been compromised    

should be treated and how to collect relevant    

data. 

   What data is relevant/needed and how to                

collect it. 

 

 

 

 

 About NCC Group 

 NCC Group is a global expert in cyber security and     

risk mitigation, working with businesses to protect         

their brand, value and reputation against the           

ever-evolving threat landscape. 

 With our knowledge, experience and global                  

footprint, we are best placed to help businesses          

identify, assess, mitigate & respond to the risks they 

face. 

 We are passionate about making the Internet safer    

and revolutionizing the way in which organizations  

think about cyber security. 

 

 

  
 

 


