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Executive Summary
Industrial automation is forever advancing, adopting technology to support operations. The
latest wave of developments, commonly known as Industry 4.0, has enhanced how plants run
and enable integration with other enterprise functions. To fully benefit from the additional
data generated from Industrial IoT, however, requires a richer set of tools. These tools, infused
with artificial intelligence and machine learning (ML), support the skills and decisions of plant
engineers to improve industrial processes.
Industrial systems have historically consisted of isolated embedded computing that is focused
on a single machine or task. With current computing hardware and software, it is now possible to
have more adaptive and flexible machinery on the shop floor, providing data to other processes
and other parts of the plant. AI techniques can then be deployed across processes throughout
the plant. The result is not one monolithic, overseeing AI entity but, instead, role-specific helpers
and guides placed near where they are needed using edge computing.
The increased use of automation is driven by safety requirements and economic factors, and
now machine learning can give automation greater adaptability. Levels of equipment autonomy
vary. For example, a basic industrial welding robot performing a routine task has less need for
complex AI than, say, a fully autonomous vehicle. Production lines are composed of a mixture
of devices; some may be decades old and others the latest innovations, but all are increasingly
connected across a cohesive digital thread through industrial IoT.
AI use cases in discrete and process industries rely heavily on the ability of the experts – the
engineers – who know the machines and processes and hence need to meet their requirements.
Engineers need to be able to configure these autonomous tools of the trade with confidence and
understand why the tools make the adjustments they do or recommend a course of action, in
turn further improving the tools. AI augments expert decision-making; it’s not a replacement.
These Industry 4.0 transformations to connectivity and automation, with additional supporting
compute power, were already a necessity; industry is facing a retiring expert workforce that is
not being replaced by a willing next generation – the great crew change. This situation has been
exacerbated by the global coronavirus pandemic, in which a reduced workforce and remote
operations have become essential.

Key Findings
• Engineers need advanced toolsets that interact with a digitally transformed plant and
machinery, but those tools should not themselves be complex to use.
• Manufacturing is building on Industrial Internet of Things (IIoT) instrumentation of plant and
basic data capture to higher-order functions requiring advanced AI to support improvements.
• AI is a component that is embedded in and coexists alongside IoT within digital twins and
digital threads.
• Adoption of AI relies on confidence by engineers that they know why suggestions are being
made and how decisions are being reached.
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The Road to Industry 4.0
The evolution of industrial systems has introduced increasingly sophisticated instrumentation
and control mechanisms to support plant machinery so it can be operated as safely and
efficiently as possible. Early steam-powered machines used mechanical devices, such as
thermostats and the pressure-responding spinning jenny. Each of these generic devices needed
to be calibrated by an engineer to the specific needs of the equipment it was operating.
Electrification of manufacturing led to the use of electromechanical devices for more accurate
measurement and control. Over time, individual machine control systems were developed
to interact with one another; manufacturing lines developed a supervisory control and data
acquisition (SCADA) layer of components. The electromechanical systems were further
enhanced with digital electronics and computing capability. These embedded compute systems,
such as programmable logic controllers, ran custom application code specific to a process or
machine variant.
Long-running plant facilities have a mixture of systems – steam is still an integral part of
many industrial processes, for example. It is into this multifaceted environment that the next
generation of control and measurement systems is being placed. The Industrial Internet of
Things brings more of the IT world into the OT environment. IIoT offers greater resolution
and a larger range of data points that can be sensed and analyzed across a plant, but it is the
connected nature of IIoT that brings benefits beyond the basic incremental improvements, such
as instrumentation accuracy.
The aggregation of real-time data over modern high-speed networks delivered to generalpurpose computing devices at the edge, in the cloud or anywhere in the continuum unifies the
system, as opposed to relying on custom embedded code in plant machinery. Organizations
deploy IIoT to engage with existing engineering operations to provide a complete view of the
system. Initially, IIoT was focused on endpoint sensors and connectivity via software platforms,
but this rapidly evolved into a higher-level construct – the near-real-time representation of every
facet of a facility combined – a digital twin.
This idea of a cohesive and accurate representation of a complete plant works at many levels
of abstraction – it is possible to create a digital twin of a machine, an individual component or a
collection of factories in an enterprise. The lifecycle of a constantly changing digital twin is often
described as its digital thread. Elements of a digital twin, along its thread, can be copied and used
as a seed for running simulations, determining maintenance needs and keeping plant workers
well informed.
The digital transformation of existing plants and new approaches from OT OEMs form the
cornerstone of what is often described as Industry 4.0. This generic overarching term extends
the German-based manufacturing standards definition, Industrie 4.0, although the general arc of
change is the same.
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The primary use cases of IoT now are the basics – production monitoring, quality assurance
and predictive maintenance – according to 451 Research survey manufacturing respondents.
The latter two are heavily geared toward the application of machine learning to automatically
spot and report faults. However, respondents said that in the next two years, they expect to
see an uptick in inventory monitoring and management, production/manufacturing monitoring,
assembly line optimization, intelligent logistics and connected workers. Each of these is heavily
imbued with AI techniques fed by IIoT instrumentation and data, but they all still rely heavily on
people making the difficult decisions in complex environments.

Figure 1: Manufacturing IoT use cases
Source: 451 Research’s Voice of the Enterprise: Internet of Things, OT Perspective, Use Cases and Outcomes 2020
Q: You indicated you work in the manufacturing sector. Within your vertical, which of the following IoT use cases have you
implemented today? Please select all that apply.
Q: Which of the following IoT use cases does your organization plan to implement within the next two years? Please select all
that apply.
Base: Manufacturing respondents
Today
(n=140)

Two years
(n=128)
48%

Production/manufacturing monitoring

21%
45%

Quality assurance

26%
36%

Predictive maintenance

18%
34%

Inventory monitoring and management

26%
29%

Intelligent logistics

20%
28%

Assembly line creation and optimization

20%
22%

Fleet tracking

14%
14%

Fully autonomous robotics

11%
14%

Connected worker (tracking)

20%
14%

Connected worker (augmentation)

19%
13%
14%

Collaborative robotics
Haven't implemented any IoT use cases

7%
5%
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Advances in AI Methodologies Used
in Plant Environments
AI is the quest to build software running on computers that can ‘think’ and act like humans.
Machine learning is a subset of AI that uses data fed through algorithms that learn and improve
without being explicitly programmed to do so. This differs from traditional software methods
that aim to solve problems using hard-coded steps and rules. Most machine learning falls into
two categories: supervised, where the software learning uses labeled datasets, or unsupervised,
where it uses unlabeled data and discovers patterns. However, there is another type, called
reinforcement learning, which learns from experience rather than examples and does so by being
rewarded or penalized when it gets things right or wrong. This technique is best used when an
environment is complex and uncertain. There may be a defined goal, but the path to get there
is unclear, or we simply want to improve that path. As such, reinforcement learning can be well
suited to the industrial sector.
The challenge in getting reinforcement learning to work is coming up with a realistic simulation
environment so that the model will work in the real world. One way to do this is through machine
teaching, where the AI gains knowledge from people rather than data alone. This involves a
human expert breaking down the problem into smaller parts and providing examples to help
guide the AI.
Just as instructional guides help people master skills more quickly, applying machine teaching
in reinforcement learning can save a lot of time in unnecessary exploration. It tells the AI what’s
important to focus on from the beginning, rather than allowing it explore aimlessly.
AI provides many potential benefits to the industrial sector, a major one being cost reduction.
AI can predict a failure or quality assurance issue much sooner than a human operator, allowing
necessary actions to be taken to minimize losses and downtime. Predictive maintenance
(attaching smart devices to monitor equipment stats) also helps to extend the life of older
equipment and allows plants to strategically plan their upgrade schedules.
AI also has the potential to streamline various plant operations and improve products/product
design over time. As models are fed more data and learn from previous outputs, they produce
more accurate predictions/simulations. The automation or enhancement of plant processes aids
a reduced workforce and enables remote operation during the pandemic.
AI often still requires human expertise to analyze and interpret outputs and take the appropriate
action; there are few situations in which companies would be confident enough to allow the AI to
take an action autonomously that could cause a manufacturing line to shut down. That’s because
‘failure’ can be complicated concept in manufacturing; it’s often not just one thing going wrong
but a series of processes going wrong.
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Enterprise Concerns About AI
Despite AI’s benefits, many plants/enterprises remain skeptical of the technology. There is a lack
of trust in AI’s ability to replicate human decision-making, and the notorious ‘black box’ nature
of AI likely plays a strong role in this. The lack of confidence and ability to explain are concerns
cited by respondents to recent 451 Research survey data (see Figure 2). While engineers can
be trained on ‘how’ to use the technology, the first step in establishing trust is being able to
understand the ‘why’ of the technology. It is important to know what factors influenced a model’s
outcome and whether there was inherent bias in the process. This makes it possible to easily
step in to correct errors or faults in that decision-making process and maintain an active flow of
communication between the AI system and the operators.

Figure 2: Attitudes toward AI/ML in OT
Source: 451 Research’s Voice of the Enterprise, the OT Perspective
Q: As an OT professional, what are your most serious/biggest operational concerns about the application of artificial
intelligence (AI) or machine learning (ML) within your mission-critical industrial environment? Please select all that apply.
Q: Looking ahead, do you expect AI/ML technology to be part of your organization’s future IoT initiatives?
Base: All respondents (n=532)
AI Concerns as Mission-Critical Operational Input

AI/ML Adoption by Industry
Today

Lack of confidence in the ability of
AI to replicate nuanced human
decision-making

44%

Insufficient, unreliable or siloed data
sets inhibit the training of models

35%

35%

43%

38%

Utility (n=13*)

45%

33%

Manufacturing (n=66)

Transportation (n=97)
Healthcare (n=114)

Lack of control over AI outcomes

Never

Government (n=24*)

Oil & Gas (n=15*)
Lack of explainability of how an
AI system comes to a decision

In the Future

51%

25%

48%
37%
43%

22%
30%
23%

19%
22%
24%
30%
33%
34%

29%
*Note: Base sizes below 30 should be interpreted anecdotally

Trainer/dataset biases
lead to biased outcomes

15%

AI and ML algorithms are not without their challenges, but
they offer deep and improving-over-time insights critical to
a variety of industrial sectors.
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Engineers, Not Data Scientists
The entropy of the physical world brings constant degradation to any manufacturing process.
Organizations must deal with raw materials, environmental considerations and plain wear and
tear. Production engineers and machine operators use what data they can gather and combine it
with experience and insight. IIoT delivers a lot more of this data; the rapid explosion in the volume
of data across Industry 4.0 created the need for data scientists in the OT workforce, those who
are familiar with the software tooling and can manipulate data to create mathematical models
for machine learning and other AI techniques. However, the engineers on the shop floor are key
to a successfully digitally transformed facility. They are the ones who know the plant and the
processes – knowledge often gained over many years of experience and often shared with the
next generation through apprenticeships.
Automation of dangerous or repetitive tasks continues, but a skilled workforce is still necessary
to maintain that automation. Providing engineers with the correct tools to help them perform
their roles now includes the right software to help interpret and understand the live system in
addition to the right physical tools. Engineers need to know the state of any digital twin and
the direction it is traveling along its thread. The benefits of IIoT are realized by combining the
knowledge and instincts of the workforce with insights they can gain from exploring the data in
their own way.
This hearkens back to the original premise of an engineer setting a thermostat level or the
pressure at which the spinning jenny will vent. A system can be used to improve a process by
providing suggestions (such as AI-based predictive or prescriptive maintenance), and augment
work orders with helpful directions. That same system can enable engineers to ask questions
– “what if we…” – and explore an idea to improve quality, reduce energy usage or improve
safety. AI tooling can also act as a check-and-balance system, detecting potential unintended
consequences across a system (a throughput increase in one area might shorten the life of
components down the line, for example). Figure 3 below illustrates 451 Research’s autonomy
level classification of industrial robotics, from development of basic robot tooling to higherorder devices powered by AI techniques, such as computer vision and sensing and contextual
understanding of tasks.
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Figure 3: Autonomous robot level classification
Source: 451 Research
LEVEL

DESCRIPTION

EXAMPLES

0

CNC-controlled machinery

Original industrial robots, lathes and tooling

1

Remotely controlled

Human-pilot-controlled bomb disposal

2

Assistive human-attached tooling

Exoframes, high-end telepresence, VR

3

Semi-autonomous robots

Warehouse delivery, lawnmowers

4

Mesh/swarm robots

Robots cooperating on tasks typically with variability

5

Cobots

Working with humans adjusting on tasks with variability

6

Autonomous vehicles

Cars, trucks, farm machinery at Level 5 in vehicle automation

7

Autonomous free roam

Robots able to navigate terrain and buildings for a single task

8

Autonomous free roam multi role

Robots able to perform a wide range of tasks

9

Autonomous free roam multi-role mesh/swarm

High-end autonomy and cooperation

AI does not have to be considered one large entity. Instead, think of AI as additional embedded
components in tools – an advanced collaborative robot (cobot), for example. An operator
could engage with a cobot and describe the task that needs to be completed through actions
rather than writing code. The software takes those requirements but makes its own contextual
adjustments on the fly to perform the task. For example, in a typical pick and place, the cobot
might be instructed to remove components from a bin, but since the components are not in an
identical position or orientation, removing each item requires variation in reach.
The robot could provide its IIoT data to another ML predictive maintenance application to ensure
it is kept running. The worker would make decisions about what tasks to do and in what order, but
those decisions could be based on insights from a digital twin simulation run in a similar, but not
identical, line. Each part of the system is powered by data and by AI augmenting human decisionmaking processes as well as automating some tasks.
It is into this engineer-led environment that the trend toward no-code and low-code approaches
is evolving. These are toolsets that allow frontline workers to specify alerts, explore data or
indicate action through simple but powerful statements and configurations. AI can assist by
suggesting which service or action might be relevant or validating a course of action. This trend
is part of the evolution of IT systems from monolithic applications to flexible sets of dynamically
run services. The embedding of AI and ML into these toolsets, just as with autonomous robotics,
enables more impactful outcomes and hides the complexity of underlying applications and data
in favor of a more human and task-centric representation. In controlling a vehicle, drivers do not
need to know what type of engine they are using, but they must know the effects of acceleration
and braking. Placing AI tooling in plants and on shop floors helps engineers drive production.
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Use Cases
Advances in computer vision and additional IIoT data are providing more granular and real-time
information for quality control. Inspecting products partway through manufacturing or sampling
process materials mid-flow is not new, but ML processes can constantly monitor all stages
of production; that information combined with an understanding of the state of the plant can
enable engineers to improve quality. Within tolerances, systems can also be programmed to
make proactive alterations on the fly. This makes quality control a continuous adjustment at a
finer level.
Predictive and prescriptive maintenance is another significant application of AI with IIoT data.
Gaining an understanding of the loads and wear on the plant and on an individual piece of
equipment enables physical equipment fixes to be applied optimally, which improves overall
equipment effectiveness. A further step is to provide AI-enriched information and tools on the
shop floor to help maintenance workers. This includes access to relevant IIoT instrumentation,
previous service data and work instructions, all of which can be delivered with techniques such
as augmented reality.
Robots offer an approach to automate processes. A standard industrial robot can be designed
to perform a monotonous or dangerous task repeatedly, although it does not offer any live
flexibility, other than through reprogramming. However, combining AI with robotics can create
increasingly autonomous machinery. Figure 3 shows the increasing levels of automation and the
potential trajectory. Robots that have an awareness of a task’s variability, such as those designed
to assist people through collaborative robotics, bring together may of the core elements of
AI and IIoT instrumentation in a physical tool. Other forms of robotics help create flexible
production lines that can meet the needs of high-volume low-product-mix manufacturing
because they can more easily reconfigure themselves for new tasks.

Conclusions
AI is not a generic answer to any problem; it is a set of techniques that can be applied to specific
use cases. Like any computing system, AI needs a user interface that does not impede the user.
Expertise in areas such as data science and programming is necessary to create the systems
that help with specific use cases, but engineers using their expertise along with AI techniques
can get the best out of any system.

Learn more about Microsoft autonomous systems.
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