Cooperation to protect and create
value in the changing environment

PwC Poland is part of a global network of PwC firms operating

in more than 150 countries around the world. Our mission is to
build trust in society and solve important problems. Especially
in digitised world, our experienced team of cyber experts offer

a range of cybersecurity services under four key areas: Strategy,
Transformation & Risk, Implementation & Operations, Privacy

& GDPR and Incident & Threat management.

We help organisations to move security operations to the next generation: cloud-
enabled, automated, Al-powered and integrated with digital transformation.

Our team of cyber experts from Poland, Czech Republic, Hungary, Romania, Bulgaria,
Latvia, Estonia, and others in CEE, using advanced technology: cloud native security
analytics, automation and threat intelligence is able to provide professional security

operations to any organisation regardless of its localization.
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Violations / Incidents

Implementation and
maintenance

Privacy / GDPR

m Security assessment m Privacy assessment m Vulnerability assessment

(technology, people,
processes) and strategy
development

m Cyber risk management
and governance (GRC)
(incl. assets identification
and prioritization)

m Design and
implementation of
information security
systems and business
continuity management

m Security Architecture
m Security Technology

Implementation (SIEM,
WAF, DAM, PAM, Anti-
APT, OT/SCADA
Monitoring)

Security Operations
Center (SOC) design &
build

Implementation of Security
Orchestration, Automation

(regulatory, maturity,
impact and data-use
assessments)

m Privacy transformation
m GDPR readiness

assessment and
implementation

m Personal data governance
m Data leakage prevention
m Support in documenting

and reporting violation

(Pen-testing, Red-teaming,
PwC STRIKE, Purple
Team)

m Compromise Discovery
m Incident readiness and

security awareness
programs

Security Operations —
monitoring and Incident
Response

Threat and vulnerability

svstems and Response(SOAR) incidents of the rights or management
Y ) systems freedom of personal data m Breach indicator
m Effectiveness Assessment Managed Security Service assessment
of the security solutions Offerings = BCP/DR

and ongoing monitoring

m Management of IT
suppliers in the context of
data continuity and
security

m Security of OT systems

pwc

DevOps / maintenance of
security platforms (SIEM,
EDR, VM) services
Qualitative analysis of
SIEM systems(Health
Check)

m Breach Response Plan
m Crisis simulation
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Our Mission

Get Started

By assessing your
strategic needs, know
your critical digital
assets, and how you
can protect

Get Confidence

In your people,
systems, processes -
to protect, monitor,
detect and respond

Evolve and
Transform

Your systems and
processes to adapt to
risk profile and cyber
threat landscape

Manage Crisis

Manage Crisis
and any security
incidents, privacy
violations, data
breach

The category

of one Cybersecurity

& Privacy team building
digital trust for leading
organisations

A Wide Spectrum of Services

Our services are built around the core challenges
you are facing daily

From strategy to implementation...

Prepare & Protect Detect & React Assess

| want to kick-start
my company’s
cybersecurity
capabilities

| would like to
upgrade my security
posture to meet my
strategic needs

I think | am secure
and safe. But what
if | missed
something?

I need urgent help
with a cybersecurity
incident or crisis

Security assessment and
development

Security Architecture design

strategy .

Cyber risk management and

governance (GRC)

GDPR assessment and
implementation roadmap
Personal data governance
Privacy transformation

Incident readiness and security

awareness programs
BCP/DR development

Business systems security

Security technology implementations

(SIEM, WAF, PAM, DAM, Anti-APT,

OT/SCADA Monitoring, IAM)

Gap analysis for regulatory and

standards requirements
Third-party cyber/technolo
management

Breach Response Plan

gy risk

SIEM / EDR
implementation

Data leakage
prevention

Employee awareness
training

Devops services for
security platforms

Security Operations
Center (SOC) design,
build

Managed Security
Service Offerings
SOC automation

Threat intelligence
Threat hunting
Breach Indicator
assessment

Incident response,
investigation and
remediation

Forensic analysis
Malware analysis

* Privacy assessment

* Vulnerability assessment
(Pen-testing, Red-
teaming, PWC STRIKE)

* Regulatory and
international standards
compliance audits

+ SOC Assessment

* Incident readiness
assessment (Crisis
Simulation)
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PwC Cybersecurity & Privacy team
leader in cyber security area

Experience of the PwC Poland
Cybersecurity & Privacy team

m Oil&gas industry firm
security programme
involving multiple security
technologies
implementation (SIEM,
DPI, IDM, PIM, DAM, anti-
APT, OT monitoring),
architecture design and
security reviews

m Global Professional
services company SOC
transformation, SIEM
implementation on
operation, vulnerability
management operations

m Large Bank in Poland
development of
cybersecurity strategy and
design of architecture

m Multinational retail
company
design of security
architecture, design of
security processes, QA on
implementation projects

The PwC team has been
recognised by Forrester Wave
as the No. 1 provider in Europe
for its ability to blend technical
skill with executive-level
communication to help local
and global organisations with
security operations.*

*Source: FORRESTER’ RESEARCH, The Forrester Wave™: European
Cybersecurity Consulting Providers, Q4 2019, The 15 Providers That

Matter Most And How They Stack Up

pwc

m Global automation
& robotics company
technology and process
consulting around Security
Defense Center

m Large Energy Group in
Poland designing the multi-
year security program,
performing the OT/Industry
systems audits

m Middle East
Telecommunication
Company design of MSSP
SOC services

m Mobile Operator in CEE
Segregation of Duties and
Sensitive Access
(SOD/SAT) in SAP.ERP

m Multinational Bank third-
party risk assessments

m Bank in Poland
incident response and
investigation assistance
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Why PwC Poland

m 10+ engineers and SIEM / SOC analysts

m Senior engineers with over 10 years of experience in SIEM systems implementation

m  Own use case database for SIEM systems

m Practical knowledge of SIEM, VM, SOAR, EDR, anti-APT, WAF, DPI, DAM, Incident Handling
Systems

m 5+ years of experience in launching, maintaining and supporting Security Operation Center

m  Own development and testing laboratories for all offered solutions

m  Most engineers possess NATO and EU security certifications

Our Team:

Tomasz Sawiak Szymon Sobczyk Lukasz Kowalski
\ s @ ! PWC Senior Manager PwC Senior Technology i PWC Manager
\ +48 519 504 324 Leader +48 519 504 217
N tomasz.sawiak@pwc.com +48 519 504 525 lukasz.kowalski@pwc.com
< szymon.sobczyk@pwc.com

tukasz Zéttowski
PwC Manager

+48 519 507 557
lukasz.zoltowski@pwc.com

Arkadiusz tapinski
PwC Manager

+48 519 504 325
arkadiusz.lapinski@pwc.com
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