
We know many organisations are currently
struggling with an additional cyber security
burden as a result of the enforced isolation
of their workforces and with sickness and
caring responsibilities within their security
teams reducing capacity to secure new
networks and tools.

NCC Group is here to support you with a
cost-effective service to quickly and easily
enable secure remote working
environments for organisations of every
size.

Assess for 
Vulnerabilities

Review your Security 
Governance

Provide Findings & 
Recommendations

We review your remote working 
Azure and Office 365 
infrastructure configuration and 
applications for any technical 
security vulnerabilities.

This is a focused vulnerability 
review aimed to identify any 
weaknesses, threats and risks to 
your remote working 
environment. Vulnerabilities will 
have a standardised (CVSS) score 
assigned to them.

Our Microsoft Security Certified 
consultants will assess the security 
governance controls of your Azure 
and Office 365 environments across 
the people, process and technology 
domains. 

Depending on your environment, 
these assessments will be based on 
one or combination of frameworks 
including Cloud Security Alliance 
(CSA), or NCSC Cyber Security 
Framework.

You will receive a report that 
provides you with actionable 
outcomes. The report will outline key 
security issues with your Azure and 
Office 365 infrastructure, an 
assessment of the risks. It will 
include prioritised recommendations 
with guidance to remediate any 
weaknesses on a 30/60/90 day plan. 

We can also support you in your 
remediation efforts and activities.

The immediate challenge of enforced remote
working

To enable organisations to keep operating in the new
environment there has been an unprecedented move to cloud
based remote collaboration tools and agile approaches to
working. This is reliant on cloud technology and remote
connectivity outside the normal confines of the organisation..

Our Security Operations Centres (SOCs) and our Threat
Intelligence Teams have identified that bad threat actors are
actively seeking to exploit the new situation to gain a foothold
in poorly configured systems to steal data and secure long term
covert access.

The rapid move to cloud services and new tools is,
unfortunately, likely to have introduced a significant number of
security vulnerabilities into remote working infrastructures.
This means employees are exposed to new security threats
they may not be aware of. To support you quickly, within a
matter of days, we can:
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Benefits

• Peace of mind, secure your Azure and 
Office 365 remote working environment

• Reduce and fix vulnerabilities

• Mitigate against current threats

• Prevent loss of data

• Support user awareness

• A solution to meet short term needs

• Fast, competitive, and cost-effective

Securing cloud collaboration environments

Secure by design
• Analysis of your Azure and Office 365 environments 

configuration against industry standards and best practice
• Adaptive security baselining provides insights and analysis 

to ensure best fit for your business.
• Ultimately tuning Azure and Office 365 in line with your risk 

appetite
People and processes
• Our Microsoft Security Certified consultants are fully 

experienced in assessing, securing and managing Azure and 
Office 365.

• Combined holistic security capabilities assure the security of 
operational practices and processes

Technical resilience
• Our independent experts have gathered knowledge from 

thousands of Azure and Office 365 technical assessments
• An initial assessment will identify vulnerabilities that 

represent an exposure to an attacker, and then complete a 
thorough end user systems access control assessment

Data protection
• Widely respected ‘Continuous Assessed Risk and Trust 

Assured’ (CARTA) principles are applied to secure the 
integrity of your cloud  information and identity protection 
controls

• Provides visibility that data protection controls are 
proportionally applied to support end-user agility to 
operate from anywhere and on any device, with trust and 
confidence.

Pricing

To support UK businesses to become secure in their remote 
working environment, we have purposefully made this offering 
competitive and convenient to scope. The service is time 
bound, based on your Office 365 headcount and the number of 
Azure tenants, starting at three days for £2,500 +vat. We can 
of course cater for more complex environments on demand.

Secure your cloud collaboration now

To give yourself peace of mind within the space of just a few 
days, call now on 0161 209 5111 to speak with one of our 
Microsoft Security Certified experts – we’re here to help.

A solution with you in mind

Our service is scalable to suit any sized organisation. It 
will help you quickly understand what you need to do to 
maintain operational resilience while ensuring a cost 
effective return on your investment which is particularly 
important during this crisis. The modular format enables 
us to provide a rapid solution so you’ll improve your 
security quickly.
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About NCC Group

NCC Group is a global expert in cyber security 
and risk mitigation, working with businesses to 
protect their brand, value and reputation against 
the ever-evolving threat landscape.

With our knowledge, experience and global 
footprint, we are best placed to help businesses 
identify, assess, mitigate & respond to the risks 
they face.


