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=- Cloud Application Security__lrgndscape

~

~

Endpoint Detection & Response ﬁ .~ Cloud apps B
Microsoft Defender ATP O

Ay

D L

, Cloud App Security
L A recaca

#® Identity & Access Mgmt

Azure AD & Conditional Access App

Connectors

* . [?'DDDDD}

1

#® Data Gov/Class & Loss Prevention

. . Protected ,r'
Azure Information Protection

Cloud ®33,
- S
Discovery by

? &
o

"‘.'\---—

. ¥

Unified Endpoint Mgmt
Microsoft Intune

1
A

LN
L
‘s-\‘.\

PLLEN

Proxy Access
+ Session

Tscccccccccccccca
22222222 DBHD]

in action

l
!
o l
!
l

Sec Workflow Automation
Microsoft Flow

Cloud fraffic 4. K

4 b
57
223333333333 333337 o

P reccccscscscccccs
Aec

—_ -

I @EEEEEE LA
295959595 3595 P> P> P>

® Sec Info Event Mgmt (SIEM/SOAR)
Azure Sentinel

~
)
L 1| & Cloud traffic logs

'Flrewcllls

¢3))))))))))))))))))))))’,
“‘CCC.(CCCCCCCCCﬁCCCﬁC’.CC{CC‘;‘

L
.c

%

. -::n:::::):::b::n:::::):::::”
f % :«:qr.\:cc.cc.cn:c:«:cc:c:c’.:ccccqcc‘G"

a | )

(I Configuration scripts

Proxies

Cloud Sec Posture Mgmt (laaS)
Azure Security Center

Iorl-n

#® Incident Response

I I
Azure Advanced Threat Protection Any User. Any Devics,

L Any Place, Any Time.,

N EOV E RA Experience ® Innovation ® Commitment HE Microsoft A Azure 2

Multicloud Cybersecurity Solutions WWW.neovera.com BB Gold Partner

© 2020 Neovera Inc.



Cloud Migration
Methodology

ti Strategy
EY Integration

&E» Automation

74 Management

2 NEOVERA

§ Multicloud Cybersecurity Solutions

Definition
Understand Business & Technical Goals

e

Discovery
Conduct Current State Assessment

___*___

Architecture
Define Desired State

_———*———_

Migration Plan
Establish Migration Strategy and Plans

__T_

Execute
Pursue Migration 5teps

_———*———_

Transition
Implement and Manage

© 2020 Neovera Inc.



/A Managed Azure Security Services
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What's your telework priority?

4 SIEM/SOAR (Azure Sentinel)
¢ Threat Modeling (ATT&CK)

T Ca pability/Performance? ¢ User Behavior Analytics (UBA)
\L Reduce RiSk/COSt? ¢ Windows Virtual Desktop (WVD) ¢ Compliance (CIS, NIST, SEC, GDPR)
: ¢ Active Directory / Azure AD ¢ Business Contingency/Continuity

¢ Cloud Application Security (MCAS)

¢ Data Class/Gov (Azure IP)
¢ Network/VPN Security

¢ Identity Governance

¢ Privileged/Role-based IAM

¢ Multi-Factor Authentication (MFA) N \Iémw
) . : S -
¢ Password-less/Biometric Auth where We_._C-————h?\'g}'\é'\a“f Wwhe
¢ Single Sign-On (SSO) S ow we can
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