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OMS – Summary 

• Envisioning and Design

• Planning, Guidance and Architecture

• Discussion Points
– OMS: Dashboards

– Audit & Regulatory Compliance: Getting Started



Microsoft Operations 
Management Suite



Slow and reactive 
responses

Siloed infrastructure and 
operations

Sprawling environments 
and disparate views



Azure OMS
Integrating On-Premise with Azure Resource Management

Gain IT insights

Greatly Improve 
operational efficiencies

“Knowing When” to 
Increase availability 

on demand

Azure-Driven security 
and compliance

Log analytics
Fast integrated 
search
Custom dashboard

Workflow Capable
Template-Graphical & 
PowerShell resource creation

AV, Malware assessment
24x7x365 Security Awareness
Fix-Patch Management

Continual Operations
Driven Services….

Azure OMS
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Azure OMS – Presidio Paving the way…

 Web based alert management

 Efficient server discovery and agent deployment 

 VM capacity planning and management

 Integrated recovery for VM workloads

 Cloud backup and long-term retention

 Centralized log repository

Monitoring

Provisioning

Protection



Audit & Regulatory 
Compliance



Why Measuring Your InfoSec Program Matters
InfoSec Program Measurement and KPI Analysis

Key Focus
• Analysis Actions
• Reporting Actions
• Rationalization Actions
• Prioritization Actions
• Reassessment Actions
• Repeatable Action



Assessing Meaningful Metrics to Report
InfoSec Program Measurement and KPI Analysis

• Track the performance of your resource (such as a VM, 
website, or logic app) by plotting its metrics on a portal 
chart and pinning that chart to a dashboard.

• Get notified of an issue that impacts the performance of 
your resource when a metric crosses a certain threshold.

• Configure automated actions, such as auto scaling a 
resource or firing a runbook when a metric crosses a 
certain threshold.

• Perform advanced analytics or reporting on 
performance or usage trends of your resource.

• Archive the performance or health history of your 
resource for compliance or auditing purposes.

“Azure Monitor enables you to consume telemetry to gain visibility into the performance and health of your workloads on Azure. The 
most important type of Azure telemetry data is the metrics (also called performance counters) emitted by most Azure resources. Azure 
Monitor provides several ways to configure and consume these metrics for monitoring and troubleshooting. Metrics are a valuable 
source of telemetry and enable you to do the following tasks…” – Microsoft, 2017



Measurements and Metrics 
Controlled and Uncontrolled Events – Policy Driven Approach

• Azure Security Center analyzes data from the following 
sources to provide visibility into your security state, 
identify vulnerabilities and recommend mitigations, and 
detect active threats:

• Azure Services: Uses information about the 
configuration of Azure services you have deployed by 
communicating with that service’s resource provider.

• Network Traffic: Uses sampled network traffic metadata 
from Microsoft’s infrastructure, such as 
source/destination IP/port, packet size, and network 
protocol.

• Partner Solutions: Uses security alerts from integrated 
partner solutions, such as firewalls and antimalware 
solutions.

• Your Virtual Machines: Uses configuration information 
and information about security events, such as 
Windows event and audit logs, IIS logs, syslog 
messages, and crash dump files from your virtual 
machines.



How Presidio Brings Cybersecurity Programs Together
InfoSec Program Measurement and KPI Analysis



Security Program KPIs
10 Critical Characteristics

With Azure Live Metrics Stream, you can:
• Validate a fix while it is released, by watching performance and 

failure counts.
• Watch the effect of test loads, and diagnose issues live.
• Focus on particular test sessions or filter out known issues, by 

selecting and filtering the metrics you want to watch.
• Get exception traces as they happen.
• Experiment with filters to find the most relevant KPIs.
• Monitor any Windows performance counter live.
• Easily identify a server that is having issues, and filter all the 

KPI/live feed to just that server.



How Presidio Brings It Together - Automation Mapping
Automation Mapping for Security Metric Development

Azure Management Solutions:
• Are prepackaged sets of logic that implement a particular management scenario leveraging one 

or more OMS services. Different solutions are available from Microsoft and from partners that 
you can easily add to your Azure subscription to increase the value of your investment in OMS. 
As a partner you can create your own solutions to support your applications and services and 
provide them to users through the Azure Marketplace or Quickstart Templates.

• A good example of a solution that leverages multiple services to provide additional functionality 
is the Update Management solution. This solution uses the Log Analytics agent for Windows 
and Linux to collect information about required updates on each agent. It writes this data to the 
Log Analytics repository where you can analyze it with an included dashboard. When you create 
a deployment, runbooks in Azure Automation are used to install required updates. You manage 
this entire process in the portal and don't need to worry about the underlying details.



Measurement and Analysis - Examples
Assessing the viability of your target measurements with criteria



Presidio – Developing a Security Program Scorecard
Converged Reporting for Hybrid-Cloud

Automation of  Azure Log Analytics service manages your cloud-based data securely 
by using the following methods:

• data segregation
• data retention
• physical security
• incident management
• compliance
• security standards certifications
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