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Introduction

1.

This checklist is aimed at financial institutions in the EU who want to use Microsoft
Online Services. We use the term “financial institutions” broadly, to include any
entity that is regulated and supervised by an EU regulator. These entities include
banks, payment institutions, insure and investment firms.

This checklist focuses on EU-wide guidelines, specifically:

1.1 The EBA guidelines on outsourcing arrangements (dated 25 February 2019),

1.2 The EIOPA cloud outsourcing guidelines (published 31 January 2020),

1.3 The ESMA draft guidelines on outsourcing to cloud service providers
(published 3 June 2020),

and not all country-specific regulations.

The documents that comprise the Microsoft contract suite for Online Services (the
“Microsoft Agreement”) will depend on your financial institution and its proposed
use of Online Services. However, key Microsoft contractual documents that are
relevant to the use of Microsoft Online Services for financial institutions and are
therefore referenced in the checklist below include:

2.1 The Online Service Terms (“OST") and Online Services Data Protection
Addendum (“DPA"), incorporating data processing terms including the EU

Model Clauses1;
2.2 The Online Services Service Level Agreement ("SLA")Z; and

2.3 The Financial Services Amendment (“FS Amendment”. 3

We also refer in the checklist to supporting documents and information that do not
form part of your Microsoft Agreement. These materials can be accessed via the
relevant Trust Center or the Service Trust Portal.

Microsoft has created the checklist below to assist you to understand how Microsoft
enables your compliance in meeting the key EBA, EIOPA and ESMA requirements
applicable to financial institutions for cloud outsourcings. This will also help you to
assess Microsoft as an outsourced service provider. The checklist not only focuses
on the terms that are required to be included in the written agreement, but also
highlights a number of non-contractual requirements and demonstrates how our
documentation addresses these. Please note that there are operational and
organisational requirements in the EBA, EIOPA and ESMA guidelines that we have
not included in the checklist below as these fall entirely within the responsibility
scope of financial institutions’ arrangements internally and are not specifically
related to outsourcing. Please note that at the time of publication of this paper, the
ESMA guidelines were not yet final. Therefore, this checklist is based upon the ESMA
draft guidelines on outsourcing to cloud service providers.

While Microsoft provides a range of tools and information for customers and
potential customers on its Trust Center, Service Trust Portal and CELA Europe page

for financial services to support firms through their regulatory due diligence and risk

assessments, this checklist is a further tool intended to assist financial institutions
interested in using Microsoft Online Services.

! Available at www.microsoft.com/contracts. Please note that for the purposes of this paper, we reference the October 2020 version of the OST and the July 2020 version of the DPA.

2 Available at www.microsoft.com/contracts. Please note that for the purposes of this paper, we reference the October 2020 version of the SLA.

% Please note that for the purposes of this paper, we reference the March 2020 version of the FS Amendment.
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https://eba.europa.eu/sites/default/documents/files/documents/10180/2551996/38c80601-f5d7-4855-8ba3-702423665479/EBA%20revised%20Guidelines%20on%20outsourcing%20arrangements.pdf
https://www.eiopa.europa.eu/sites/default/files/publications/eiopa_guidelines/final_report_on_public_consultation_19-270-on-guidelines_on_outsourcing_to_cloud_service_providers.pdf
https://www.esma.europa.eu/sites/default/files/library/esma50-164-3342_cp_cloud_outsourcing_guidelines.pdf
https://www.microsoft.com/en-gb/trust-center/
https://servicetrust.microsoft.com/
https://www.esma.europa.eu/sites/default/files/library/esma50-164-3342_cp_cloud_outsourcing_guidelines.pdf
https://www.microsoft.com/en-us/trust-center
https://servicetrust.microsoft.com/
https://www.microsoft.com/en-ie/lcc_cloud/financial-services-europe
https://www.microsoft.com/en-ie/lcc_cloud/financial-services-europe
https://www.microsoft.com/en-ie/lcc_cloud/financial-services-europe
http://www.microsoft.com/contracts
http://www.microsoft.com/contracts

Checklist

Item Reference

[] General

1. EBA 74
EIOPA 36

ESMA 39

2. EBA 75(a)
EIOPA 37(a)
ESMA 41(a)

3. EBA 75(b)
EIOPA 37(b)
ESMA 41(b)

Requirement

Rights and obligations to be clearly
allocated in a written agreement.

The agreement for critical or important
functions must set out:

Services: A clear description of the
outsourced cloud services and type of
support services;

Term: Start and end date and notice periods;

Version: November 2020

MS commentary / How and where is this dealt with in the Microsoft Agreement?

The rights and obligations of the parties are set out in the Microsoft Agreement.

The Online Services are described in the Microsoft Agreement. An online description
is also available here:

e  Microsoft 365 Service Description

e  Dynamics 365 Service Description

e Directory of Azure Cloud Services

The support services, including Professional Services, are described in the DPA and
in the Master Business Services Agreement.

Refer to the Microsoft Agreement.

In general, standard EA Enrollments have a three-year term and may be renewed for
a further three-year term.

o= Microsoft

MS Agreement reference

N/A

N/A

N/A


https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-service-descriptions-technet-library
https://docs.microsoft.com/en-us/office365/servicedescriptions/microsoft-dynamics-365-online-service-description#%3A~%3Atext%3DMicrosoft%20Dynamics%20365%20service%20description%2C-09%2F21%2F2020%26text%3DDynamics%20365%20unifies%20customer%20relationship%2Cpredictive%2C%20AI%2Ddriven%20insights
https://azure.microsoft.com/en-us/services/azure-arc/

ltem Reference

4. EBA 75(c)
EIOPA 37(c)
ESMA 41(c)

5. EBA 75(d)
EIOPA 37(d)

ESMA 41(d)

6. EBA 75(k)
EIOPA 37(k)
ESMA 41(l)

Requirement

Governing Law: Governing law and court
jurisdiction;

Fees and Liabilities: The parties’ financial
obligations;

Insurance: Whether the service provider
must take mandatory insurance against
certain risks and the level of insurance cover
requested.

Sub-contracting

o= Microsoft

MS commentary / How and where is this dealt with in the Microsoft Agreement? MS Agreement reference
Refer to the Microsoft Agreement. N/A
Refer to the Microsoft Agreement. N/A

In general, the customer is required by the EA to commit to an order for the
quantities of services to be used.

Microsoft maintains self-insurance arrangements for most of the areas where third N/A
party insurance is typically obtained. Copies of certificates of insurance are available
upon request.

7. EBA 75(e) &
76

EIOPA 37(e)
ESMA 41(e)

8. EBA 78(a)
EIOPA 50(a)
ESMA 55(a)

If the sub-outsourcing of a critical or
important function, or material parts thereof,
is permitted, the agreement must:

Specify any types of activities that are
excluded from sub- outsourcing;

Version: November 2020

Microsoft's enterprise cloud services processes various categories of data, including ~ N/A
customer data and personal data. Where Microsoft hires a subcontractor to perform
work that may require access to such data, they are considered a subprocessor.

Subprocessors may access data only to deliver the functions in support of Online
Services that Microsoft has hired them to provide and are prohibited from using
data for any other purpose.

The Microsoft Online Services Subprocessor List identifies subprocessors authorized
to subprocess customer data or personal data in Microsoft Online Services. This list
is applicable for the Microsoft Online Services referred to in the OST for which
Microsoft is a data processor.



ltem Reference

9. EBA 78(b)
EIOPA 50(b)
ESMA 55(b)

10. EBA78(c) &
80

EIOPA 50(c)
ESMA 55(c)

11. EBA 78(d)

Requirement

Specify the conditions to be complied with in
the case of sub-outsourcing;

Specify that the service provider retains full
accountability and oversight for the services
sub- outsourced;

Non-contractual requirement

Financial institutions must ensure that the
service provider appropriately oversees the
subcontractor in line with the policy defined
by the financial institution.

Require the service provider to obtain prior
specific or general written authorisation from

Version: November 2020

MS commentary / How and where is this dealt with in the Microsoft Agreement?

For further information, refer to the Trust Center and the Subprocessor and Data

Privacy White Paper.

To enable customers to retain oversight of subprocessors that have access to data,
Microsoft will:

1. Provide information about its subprocessors;
2. Provide advance notice of changes to its subprocessors;

3.  Where necessary to perform an audit, give customers access to the
processing systems, facilities and supporting documentation relevant to
the processing of data by subprocessors; and

4. Give customers the ability to terminate if they have concerns about a new
subprocessor.

Microsoft will enter into a written agreement with any subprocessor to which
Microsoft transfers data that is no less protective than the data processing terms in
the Microsoft Agreement and will oversee the performance of all subcontracted
obligations and ensure its subprocessors comply with their contractual obligations.

To ensure subprocessor accountability, Microsoft requires all of its vendors that
handle customer personal information to join the Microsoft Supplier Security and

Privacy Assurance Program, which is an initiative designed to standardise and

strengthen the handling of customer information, and to bring vendor business
processes and systems into compliance with those of Microsoft.

Customers consent to the subcontracting by Microsoft of the processing of data by
entering into the Microsoft Agreement. If customers have concerns about new

MS Agreement reference

OST, page 11

DPA, “Notice and
Controls on use of
Subprocessors”

DPA, “Auditing
Compliance”

OST, page 11

DPA, “Notice and
Controls on use of
Subprocessors”

OST, page 11


https://www.microsoft.com/en-gb/trust-center/privacy/data-access
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4qVL2
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4qVL2
https://www.microsoft.com/en-us/procurement/supplier-contracting.aspx
https://www.microsoft.com/en-us/procurement/supplier-contracting.aspx

Iltem Reference Requirement

the financial institution before sub-
outsourcing data;

12. EBA 78(e) Oblige the service provider to inform the

EIOPA 50(d) financial institution of any planned sub-

ESMA 55(d) outsourcing, or material changes thereof
(with sufficient time for the financial
institution to carry out a risk assessment and
to object);

13.  EBA78(f) Include the right to object to intended sub-
EIOPA 50(e) outsourcing, or material changes thereof, or
ESMA 55(e) that explicit approval is required; and

14. EBA78(g)
EIOPA 50(e)

Include a contractual right to terminate the
agreement in the case of undue sub-

ESMA 55(f) outsourcing.

15. EBA 79(a) Non-contractual requirement

The subcontractor must agree to comply
with all applicable laws, regulatory
requirements and contractual obligations.

Version: November 2020

MS commentary / How and where is this dealt with in the Microsoft Agreement?

subprocessors authorised to access data, they have the ability to terminate the
affected Online Service (see rows 13 and 14).

Microsoft gives customers notice of new subprocessors (by updating the Microsoft
Online Services Subprocessor List and providing customers with a mechanism to
obtain notice of that update) at least six months in advance of the subprocessor’s
authorization to perform services that may involve secure access to customer data
and at least thirty days in advance of potential access to personal data within
Microsoft Online Services. This advance notice enables customers to investigate the
subprocessor, perform a risk assessment, and ask questions of Microsoft about the
subprocessing engagement.

If a customer does not approve of a new subprocessor notified in advance, then the
customer may terminate any subscription for the affected Online Service without
penalty by providing, before the end of the relevant notice period, written notice of
termination that includes an explanation of the grounds for non-approval.

Subprocessors are required to maintain the confidentiality of data and are
contractually obligated to meet strict privacy requirements that are equivalent to or
stronger than the contractual commitments Microsoft makes to its customers in the
OST. Subprocessors are also required to meet EU General Data Protection
Regulation (GDPR) requirements, including those related to implementing
appropriate technical and organisational measures to protect personal data.

MS Agreement reference

DPA, “Notice and
Controls on use of
Subprocessors”

OST, page 11

DPA, “Notice and
Controls on use of
Subprocessors”

OST, page 11

DPA, “Notice and
Controls on use of
Subprocessors”

DPA, “Notice and
Controls on use of
Subprocessors”

DPA, Attachment 2,
clause 11(1)


https://www.microsoft.com/en-gb/trust-center/privacy/customer-data-definitions
https://www.microsoft.com/en-gb/trust-center/privacy/customer-data-definitions
https://www.microsoft.com/en-gb/trust-center/privacy/customer-data-definitions

o= Microsoft

Item Reference Requirement MS commentary / How and where is this dealt with in the Microsoft Agreement? MS Agreement reference

DPA, Attachment 3,

clause 3
16.  EBA79(b) Non-contractual requirement Microsoft provides unrestricted audit rights for customers and regulators in its FS FS Amendment, section
Amendment. 3 (Unrestricted Rights of

The subcontractor must agree to grant the o )
Examination or Audit by

financial institution and competent This includes, as necessary, audit rights of subprocessors that perform and process

authorities the same contractual rights of operations of the Online Service. Regulator)

access and audit as those granted by the FS Amendment, section
service provider. 4 (Unrestricted Rights of

Audit by Customer)

DPA, “Auditing
Compliance” DPA,
Attachment 2, clause
8(2)

@ Location of performance

17. EBA 75(f) Location(s) where the critical or important Information about the locations of customer data at rest for Core Online Services is OST, page 28
EIOPA 37(f) function will be‘prowded and/or where available in ‘the OST. ,'A'ddltlonal |nf?rmat|or.1 p?rtalnl'ng to the data residency anc’i DPA. “Data Transfers and
ESMA 41(f) relevant data will be kept & processed, and transfer policies specific to the Online Service is available at the Trust Center. This Location”
the conditions, including that the service website lets you validate for each Online Service individually how data is stored and
provider will notify the financial institution if | processed by Microsoft. FS Amendment, section

2(d) (Data Residency and
Transfer Policies)

it proposes to change the location(s).

Version: November 2020 7


https://www.microsoft.com/en-us/trust-center/privacy/data-location

o= Microsoft

Item Reference Requirement MS commentary / How and where is this dealt with in the Microsoft Agreement? MS Agreement reference

Security of data and systems

18. EBA75(g) Provisions regarding the accessibility, The Microsoft Agreement includes various confidentiality, privacy and security N/A
availability, integrity, privacy and safety of protections.

IOPA 37(q)
9 relevant data.

For information about how Microsoft cloud services protect your data, and how you

SMA 41(g)
J In particular, financial institutions must: can manage cloud data security and compliance for your organisation, refer to the
Service Trust Portal (Data Protection Resources).
The customer owns, and retains the ability to access, its data that is stored on
Microsoft cloud services at all times. Refer to the Trust Center for further
information.
19. EBA81& Ensure that service providers comply with European and national regulations OST, pages 5 & 28
E ional lati . . . . . . . . .
72 uropea.n and natlor.1a regulations and Microsoft will comply with all laws and regulations applicable to it in the provision DPA, “Compliance with
appropriate IT security standards; . . . . . e . P oy
EIOPA 47 of the Online Services, including security breach notification law and data protection = Laws” & "Data Security
ESMA 43(h) requirements. DPA, Appendix A

Appropriate IT security standards

Microsoft has implemented and will maintain appropriate technical and
organisational measures, internal controls and information security routines
designed to protect data against accidental, unauthorised or unlawful access,
disclosure, alteration, loss or destruction.

Those measures, which will as a minimum comply with the requirements set forth in
ISO 27001, 27002 and 27018, are set out in a Microsoft Security Policy which is
provided to customers, along with descriptions of the security controls in place for
the Online Services and other information reasonably requested by the customer
regarding Microsoft's security practices and policies.

Version: November 2020 8


https://servicetrust.microsoft.com/ViewPage/TrustDocuments?command=Download&downloadType=Document&downloadId=03f11d3b-b9fc-4e01-99b9-1d2fcd9acf7e&docTab=6d000410-c9e9-11e7-9a91-892aae8839ad_FAQ_and_White_Papers
https://www.microsoft.com/en-gb/trust-center/privacy/data-access
https://www.microsoft.com/en-gb/trust-center/privacy/data-access

ltem Reference

20. EBAS2&
94
EIOPA 48 &
49
ESMA 41(k)

& 43

Requirement

Define data and system security
requirements and monitor compliance with
these requirements on an ongoing basis.

There should be clear allocation of
information security roles and responsibilities
between the financial institution and the
service provider and a well- documented
incident management process.

Where relevant, financial institutions should
ensure that they are able to carry out security
penetration testing.

Version: November 2020

MS commentary / How and where is this dealt with in the Microsoft Agreement?

Refer to the information provided via the Service Trust Portal (Data Protection

Resources).

In addition, each Core Online Service also complies with the control standards and

frameworks as set out in the OST and implements and maintains the security

measures set out in Appendix A of the DPA for the protection of customer data.

Many of our services also meet additional certifications and security standards. This

information is available via our Trust Centre and our Service Trust Portal.

Data and system security requirements

Microsoft provides detailed information to customers about its security practices so

that customers can carry out their risk assessment. Refer to:

the Service Trust Portal (Data Protection Resources);

Microsoft's Security Documentation;

Microsoft's Penetration Testing Rules of Engagement;

the Microsoft Online Services Bounty Program; and

downloadable audit reports available on the Service Trust Portal, for the

latest privacy, security, and compliance- related information for Microsoft's
cloud services.

Roles and responsibilities

Refer to the Microsoft Agreement which sets out the roles and responsibilities of the

parties with regards to ensuring the effectiveness of security policies. Microsoft's

incident management process is described in the DPA and the FS Amendment.

MS Agreement reference

DPA, "Data Security” &
“Security Incident
Notification”

FS Amendment, section
6 (Security Incident:
Limited Reimbursement
for Certain Costs)


https://servicetrust.microsoft.com/ViewPage/TrustDocuments?command=Download&downloadType=Document&downloadId=03f11d3b-b9fc-4e01-99b9-1d2fcd9acf7e&docTab=6d000410-c9e9-11e7-9a91-892aae8839ad_FAQ_and_White_Papers
https://www.microsoft.com/en-gb/trust-center/
https://www.microsoft.com/en-gb/trust-center/
https://servicetrust.microsoft.com/
https://servicetrust.microsoft.com/ViewPage/TrustDocuments?command=Download&downloadType=Document&downloadId=03f11d3b-b9fc-4e01-99b9-1d2fcd9acf7e&docTab=6d000410-c9e9-11e7-9a91-892aae8839ad_FAQ_and_White_Papers
https://docs.microsoft.com/en-us/security/
https://www.microsoft.com/en-us/msrc/pentest-rules-of-engagement
https://www.microsoft.com/en-us/msrc/bounty-microsoft-cloud?rtc=1
https://servicetrust.microsoft.com/ViewPage/MSComplianceGuideV3?docTab=7027ead0-3d6b-11e9-b9e1-290b1eb4cdeb_SOC_%2F_SSAE_16_Reports
https://servicetrust.microsoft.com/ViewPage/MSComplianceGuideV3?docTab=7027ead0-3d6b-11e9-b9e1-290b1eb4cdeb_SOC_%2F_SSAE_16_Reports

o= Microsoft

Item Reference Requirement MS commentary / How and where is this dealt with in the Microsoft Agreement? MS Agreement reference

21. | EBA 40(d), Ensure that the service provider protects Microsoft will comply with all privacy and data protection laws applicable to it in the = OST, page 5
confidential, personal or otherwise sensitive provision of the Online Services. For information on how Microsoft handles your

40(9), 72 & ) . o ) ) i DPA, "Compliance with
information and complies with all legal data in the cloud, refer to the Subprocessor and Data Privacy White Paper. oo

84 . di h . ¢ Laws” & "Processor
(rjet:u:sn:entslre?a:hln? the Prlo.tectio:. ° Microsoft will not disclose confidential information (which includes customer data) Confidentiality

ESMA 42 ata that apply o the financial institution. to third parties (unless required by law) and will only use confidential information Commitment”

for the purposes of Microsoft’s business relationship with the customer.

In addition, Microsoft will ensure that its personnel engaged in the processing of
customer and personal data will be obliged to maintain the confidentiality and
security of such data even after their engagement ends.

Monitoring and oversight

22. | EBA75(h), The right of the financial institution to Customers can monitor Microsoft's performance of the Online Services (including DPA, "Auditing
100 & 104 monitor the service provider's performance the SLA commitments) on a regular basis using the functionality of the Online Compliance”
EIOPA 37(h) on a regular basis. Services. FS Amendment, section

ESMA 41(h) Non-contractual requirement For example, Microsoft's “service health” dashboards (Office 365 Service Health 2(b) (Audits of Online
Dashboard and Azure Status Dashboard) provide real-time and continuous updates = Services by Microsoft)

Financial institutions should receive

. . . on the status of Microsoft Online Services. This provides your IT administrators with
appropriate reports from service providers

. information about the current availability of each service or tool (and history of
and evaluate performance using tools such

- availability status), details about service disruption or outage and scheduled
as key performance indicators, key control ) ) ; o . ] .
maintenance times. The information is provided online and via an RSS feed. Refer to
the Service Health and Continuity section of the Microsoft 365 and Office 365

platform service description.

indicators, service delivery reports, self-

certification and independent reviews.
Customers may also sign up for Premier Support, in which a designated Technical

Account Manager serves as a point of contact for day-to-day management of the
Online Services and the customer’s overall relationship with Microsoft.

Version: November 2020 10


https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4qVL2
https://status.office365.com/
https://status.office365.com/
https://status.office365.com/
https://status.azure.com/en-us/status
https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-platform-service-description/service-health-and-continuity
https://www.microsoft.com/en-us/msservices/support

Iltem Reference Requirement

L5
Service levels and corrective action

o= Microsoft

MS commentary / How and where is this dealt with in the Microsoft Agreement? MS Agreement reference

Customers have various rights to receive information and reports, examine, monitor
and audit Microsoft Online Services. See rows 24 and 29-33.

In addition, as part of its certification requirements, Microsoft is required to undergo
independent third party auditing and customers

have access to those reports. These are available via the Service Trust Portal.

23.  EBA 75(i) Agreed service levels, including precise
EIOPA 37(i) quantitative and qualitative performance
ESMA 41(i) targets to allow for timely monitoring so that
appropriate corrective action can be taken
without undue delay if the agreed service
levels are not met.

@ Reporting

The SLA sets outs Microsoft’s service level commitments for Online Services, as well SLA
as the service credit remedies for the customer if Microsoft does not meet the
commitment.

Refer to:

e  Microsoft 365 Service Level Agreement

e Dynamics 365 Service Level Agreement

e  Azure Service Level Agreements

24. | EBA40(e), 59 Reporting obligations, including the

& 75()) communication of developments that may
EIOPA 37()) mbélt'ena”y :c:ﬂps{ct ;che service pr:owd'e'r sI
ESMA 41()) ability to effectively carry out the critical or

important function in line with the agreed
service levels and in compliance with

Version: November 2020

Notification of significant events DPA, "Auditing

. . . . Compliance”
Microsoft will notify the customer of the nature, common causes and resolution of P

security incidents and other circumstances that can reasonably be expected to have = FS Amendment, section
a material service impact on the customer’s use of the Online Services, and will 2(e) (Significant Events)
provide communications regarding Microsoft's risk-threat evaluations and other

circumstances that may have a serious impact.

11


https://servicetrust.microsoft.com/
https://servicetrust.microsoft.com/
https://www.microsoftvolumelicensing.com/DocumentSearch.aspx?Mode=3&DocumentTypeId=37
https://docs.microsoft.com/en-us/office365/servicedescriptions/microsoft-dynamics-365-online-service-description
https://azure.microsoft.com/en-us/support/legal/sla/

Iltem Reference Requirement

applicable laws and, as appropriate,
obligations to submit reports of the service
provider's internal audit function.

Non-contractual requirement

Financial institutions must ensure an
appropriate flow of information with service
providers is maintained.

@ Business continuity

MS commentary / How and where is this dealt with in the Microsoft Agreement?

This is in addition to the various monitoring and reporting features already provided
(see rows 22 and 25).

Internal reports

Microsoft commissions independent audits of the security of the computers,
computing environment and physical data centres that it uses in processing
customer/ personal data for each Online Service, the reports of which are available
to customers on request.

Customers also have access to the results of Microsoft's penetration testing.

o= Microsoft

MS Agreement reference

FS Amendment, section
2(b) (Audits of Online
Services by Microsoft)

25. | EBA 48,49 Requirements to implement and test

75() & business contingency plans.

104(0) The financial institution must be able to
factor in relevant steps to its own business
EIOPA37()  continuity planning and continuous

ESMA 41(m) operation of its business.
Non-contractual requirement:

Financial institutions must review the reports
that they receive on business continuity
measures and testing.

Version: November 2020

Microsoft has and will maintain adequate business continuity and disaster recovery
plans intended to restore normal operations and proper provision of the Online
Services in the event of an emergency. Such plans are documented, reviewed and
tested at least annually. Microsoft will communicate with customers regarding
significant changes to Microsoft's business resumption and contingency plans.

For further information about Microsoft's approach to business continuity and

disaster recovery, refer to our Enterprise Business Continuity Management (EBCM)
Program description. We continually publish validation reports on our EBCM on a

quarterly basis on our website.

DPA, Appendix A

FS Amendment, sections
2(e) (Significant Events)
& 8(e) (Microsoft's
Business Continuity and
Disaster Recovery Plans)

12


https://aka.ms/EBCMProgramDescription
https://aka.ms/EBCMProgramDescription
https://aka.ms/EBCMProgramDescription
https://servicetrust.microsoft.com/ViewPage/TrustDocumentsV3?command=Download&downloadType=Document&downloadId=5437a1d9-5883-468b-aee0-8c8a8e4ef56a&tab=7f51cb60-3d6c-11e9-b2af-7bb9f5d2d913&docTab=7f51cb60-3d6c-11e9-b2af-7bb9f5d2d913_FAQ_and_White_Papers

Iltem Reference Requirement

[I[I[Iu Data access

MS commentary / How and where is this dealt with in the Microsoft Agreement?

o= Microsoft

MS Agreement reference

26. EBA 75(m) The financial institution’s data must be
EIOPA 37(n) accessible in the case of the insolvency,
ESMA 41(o) resolution or discontinuation of business
operations of the service provider.

A& Regulator cooperation

See row 41. Customers will at all times have access to customer data using the
standard features of the Online Services, including in the case of the insolvency,
resolution or discontinuation of business operations of Microsoft where the Data
Retention and Deletion provisions in the OST will apply.

OST

DPA, "Data retention and
deletion”

27. | EBA75(n) &  The service provider must cooperate with the
86 competent authorities and resolution
authorities of the financial institution,
including other persons appointed by them.

28. EBA 75(0) For banks and certain investment firms, clear
reference to the national resolution
authority’s powers (BoE in the UK) under
BRRD.

Version: November 2020

The FS Amendment details the parties’ acknowledgment of the relevant regulators’
and resolution authorities’ information gathering and investigatory powers under
applicable laws and that nothing in the FS Amendment will limit or restrict such
powers. See also rows 29 and 32.

Upon intervention by a national resolution authority, Microsoft will comply with the
requirements of such national resolution authority. Further detail is set out in the FS
Amendment.

FS Amendment, section

3 (Unrestricted Rights of
Examination or Audit by
Regulator)

FS Amendment, section
8 (Business Continuity of
Online Services)

FS Amendment, section
8 (Business Continuity of
Online Services)

13



Iltem Reference Requirement

Q Access and Audit

MS commentary / How and where is this dealt with in the Microsoft Agreement?

o= Microsoft

MS Agreement reference

29. EBA 75(p) The unrestricted right of financial institutions

and competent authorities (including

EIOPA 37(m) . .
resolution authorities), and any person
ESMA 41(n)  appointed by them, to inspect and audit the
service provider with regard to the critical or
important outsourced function, including:
30. EBASS Right of the financial institution’s internal
audit function to review the outsourced
function;
31. EBA&7 Full access to the service provider's relevant

business premises (including devices,

systems, networks, information and data,
related financial information, personnel and
the service provider's external auditor) and

Version: November 2020

Microsoft provides customers with the ability to access and extract customer data,
as well audit and monitoring mechanisms, to enable customers to comply with their
regulatory obligations. These rights of access and audit extend to regulators of
customers.

Microsoft provides customers with the ability to access and extract customer data,
as well audit and monitoring mechanisms, to enable customers to comply with their
regulatory obligations.

Additional monitoring, supervisory and audit rights are set out in the FS
Amendment.

Full access to business premises

Microsoft permits any necessary examination or monitoring required to occur at
Microsoft's offices or at other locations where

DPA, "Auditing
Compliance” provision

FS Amendment, section
2(b) (Audits of Online
Services by Microsoft)

FS Amendment, section

3 (Unrestricted Rights of
Examination or Audit by
Regulator)

FS Amendment, section
4 (Unrestricted Rights of
Audit by Customer)

FS Amendment, section
4 (Unrestricted Rights of
Audit by Customer)

FS Amendment, section
3 (Unrestricted Rights of

Examination or Audit by
Regulator)
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Iltem Reference Requirement

unrestricted rights of inspection and
auditing;

Version: November 2020

MS commentary / How and where is this dealt with in the Microsoft Agreement? MS Agreement reference

activities relating to the Online Services are performed. The customer will also have FS Amendment, section
the right to elect its auditor to undertake any such visit if necessary under these 4 (Unrestricted Rights of
provisions. However, Microsoft will only ever allow access to those premises which Audit by Customer)

are relevant to the services provided to the customer. .
P FS Amendment, section

Right to inspect and audit 5 (Customer Compliance

. . . . . . Program
Customers may conduct their own virtual audits of the Online Services via tools gram)

available through the Service Trust Portal. In particular, refer to:

e Downloadable audit reports;

e  Security FAQs and white papers;

e  Audit Videos;

e Compliance Manager;

e Self-paced Learning Path;

e  TruSight Independent Assessment Reports.

Microsoft provides customers with information to reconstruct financial transactions
and develop audit trail information through two primary sources: Azure Active
Directory reporting, which is a repository of audit logs and other information that
can be retrieved to determine who has accessed customer transaction information
and the actions they have taken with respect to such information, and Azure_
Monitor, which provides activity logs and diagnostic logs that can be used to
determine the “what, who, and when" with respect to changes to customer cloud
information and to obtain information about the operation of the Online Services,

respectively.

Customers also have access to third party audit reports commissioned by Microsoft
(see row 24).
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https://servicetrust.microsoft.com/
https://servicetrust.microsoft.com/ViewPage/MSComplianceGuideV3?docTab=7027ead0-3d6b-11e9-b9e1-290b1eb4cdeb_SOC_%2F_SSAE_16_Reports
https://servicetrust.microsoft.com/ViewPage/TrustDocuments?command=Download&downloadType=Document&downloadId=03f11d3b-b9fc-4e01-99b9-1d2fcd9acf7e&docTab=6d000410-c9e9-11e7-9a91-892aae8839ad_FAQ_and_White_Papers
https://www.youtube.com/playlist?list=PL3ZTgFEc7LytWdh_3XE_K-smGzWxgUrXX
https://login.microsoftonline.com/common/oauth2/authorize?client_id=80ccca67-54bd-44ab-8625-4b79c4dc7775&response_mode=form_post&response_type=code%2Bid_token&scope=openid%2Bprofile&state=OpenIdConnect.AuthenticationProperties%3dCnYRPPeiu9zRH4rHM8D4S0KKmi9SyO0OTDh_wFtgHHYR-lbkHaPW6Nrqp-Qnb8AYi9UM9ddN6eOOMM1IIAU13YyDe-Ex_hxlQtom5p6gjKYLCFwamQFiCuClHjiI06yx0s2h1cvr6B92Xc16o1V7XxlNXWHj2pXJ2TAtctop2jM&nonce=637371729563184560.OWFkMzJjMjItYmMyMC00NDgxLWE0N2EtOWQ3M2NlYTEzYTI0MDM1NmYzYTYtNzk4Zi00MDM5LWIwZjgtYjk5ZTIyZjNjN2Qw&redirect_uri=https%3a%2f%2fcompliance.microsoft.com%2fcompliancemanager&sso_nonce=AQABAAAAAAB2UyzwtQEKR7-rWbgdcBZIqaqcQgxfgk3TUjIob1Nc8hIdDEZ_IlGufcMH92zvm-wyypH71yoYjVWrxT5gFSPYQwaP4sBeGcWOyxnjUQ1lxyAA&client-request-id=b9c34082-42ec-4b46-86f2-37b3c5e17209&mscrid=b9c34082-42ec-4b46-86f2-37b3c5e17209
https://docs.microsoft.com/en-us/learn/paths/audit-safeguard-customer-data/
https://docs.microsoft.com/en-us/microsoft-365/compliance/offering-trusight?view=o365-worldwide
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis
https://docs.microsoft.com/en-us/azure/azure-monitor/overview
https://docs.microsoft.com/en-us/azure/azure-monitor/overview

Item Reference Requirement MS commentary / How and where is this dealt with in the Microsoft Agreement?
32. EBAB9 The agreement or any other contractual Microsoft will provide unrestricted audit and access rights to customers and
EIOPA 38 a;;an?ement rT1ust ::: impede or(;lmlthe regulators.
effective exercise of the access and a . . . .
) W X ! AR ud! To the extent the customer's audit requirements cannot be satisfied through audit
ESMA 47 rights by financial institutions, competent ) ) ) ) )
i ) ) ) reports, documentation or compliance information Microsoft makes generally
authorities or third parties appointed by . . . . .
) ) available to its customers, or the audit and access rights generally available to
them to exercise these rights; . o - . I
customers, Microsoft offers additional monitoring, supervisory and audit rights over
Microsoft cloud services through the FS Amendment.
33. EBAY% The ability of the financial institution, where Customers may carry out vulnerability and penetration testing of the services in

relevant, to carry out security penetration certain circumstances (for example, where the customer notifies Microsoft in
testing to assess the effectiveness of

implemented cyber and internal ICT security

advance of such tests).

For more information, refer to:
measures and processes.

e  Microsoft Cyber Defense Operations Center;

e  Microsoft Rules of Engagement for customers wishing to perform

penetration tests against their Microsoft Cloud components;

e  Microsoft Online Services Bounty Program.

' Termination rights

o= Microsoft

MS Agreement reference

FS Amendment, sections
3 (Unrestricted Rights of
Examination or Audit by
Regulator)

FS Amendment, section
4 (Unrestricted Rights of
Audit by Customer)

FS Amendment, section
5 (Customer Compliance
Program)

FS Amendment, section
2(a) (Penetration Testing
by Customer and
Microsoft)

34. EBA75(q) The Microsoft Agreement includes rights to terminate early for cause and without

EIOPA 55

Termination rights, including:
cause. Refer to your Microsoft Agreement.

Version: November 2020

N/A
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https://www.microsoft.com/en-us/msrc/cdoc
https://www.microsoft.com/en-us/msrc/pentest-rules-of-engagement?rtc=1
https://www.microsoft.com/en-us/msrc/bounty-microsoft-cloud?rtc=1

Item

35.

36.

37.

38.

39.

Reference

ESMA 40

EBA 98(a)

EBA 98(b)

EBA 78(g) &
98(c)

EIOPA 50(e)
ESMA 55(f)

EBA 98(d)

EBA 98(e)

Requirement

Where the service provider is in a breach of
applicable law, regulations or contractual
provisions;

Where impediments capable of altering the
performance of the outsourced function are
identified;

Where there are material changes affecting
the outsourcing arrangement or the service
provider (e.g. sub- outsourcing or changes of
sub- contractors);

Where there are weaknesses regarding the
management and security of confidential,
personal or otherwise sensitive data or
information; and

Where instructions are given by the financial
institution’s competent authority.

Version: November 2020

MS commentary / How and where is this dealt with in the Microsoft Agreement?

The customer may with reasonable notice terminate an Online Service upon
Microsoft's breach of applicable law, regulations or its contractual obligations.

The customer may with reasonable notice terminate an Online Service where
impediments capable of altering the performance of the outsourced function are
identified.

The customer may with reasonable notice terminate an Online Service where the
customer can reasonably demonstrate that there are material changes affecting the
provisioning of the Online Service by Microsoft, or if the customer does not approve
of a new subprocessor that has access to customer/ personal data.

The customer may with reasonable notice terminate an Online Service where the
customer can reasonably demonstrate that there are weaknesses regarding the
management and security of customer data or information.

The customer may terminate an Online Service at the express direction of a
regulator with reasonable notice.

MS Agreement reference

FS Amendment, section
7 (Additional customer
termination rights)

FS Amendment, section
7 (Additional Customer
Termination Rights)

FS Amendment, section
7 (Additional Customer
Termination Rights)

FS Amendment, section
7 (Additional Customer
Termination Rights)

FS Amendment, section
7 (Additional Customer
Termination Rights)
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ltem Reference

Requirement

1 .
[IIJ:> Exit management

MS commentary / How and where is this dealt with in the Microsoft Agreement?

o= Microsoft

MS Agreement reference

40. | EBA 40(f), 99
& 106-

108

41. EBA99(a)
ESMA 44(c)

42. EBA99(b)

The outsourcing arrangement must facilitate
the transfer of the outsourced function to
another service provider or its re-
incorporation into the financial institution. To
this end, the agreement must include:

The obligations of the service provider, in the
case of a transfer of the outsourced function
to another service provider or back to the
financial institution, including the treatment
of data.

The transition period (which must be
appropriate), during which the service
provider, after the termination of the
outsourcing arrangement, will continue to
provide the outsourced function to reduce
the risk of disruptions;

Version: November 2020

See rows below and white papers on exit management available via the Service
Trust Portal.

Treatment of data on termination

Customers are able to access, extract and delete customer data stored in each
Online Service at all times during the term of the subscription and for a limited
period after expiration or termination of the subscription (see row 18).

Ownership of documents, records and other data remain with the customer and at
no point transfer to Microsoft or anyone else, so this does not need to be addressed
through transition. Being a cloud services solution, ownership of software and
hardware used to provide the service remains with Microsoft.

The FS Amendment provides for business continuity and exit provisions, including
rights for the customer to obtain exit assistance at market rates from Microsoft
Consulting Services. Customers should work with Microsoft to build such business
continuity and exit plans. Microsoft’s flexibility in offering hybrid solutions further
facilitate transition from cloud to on-premise solutions more seamlessly.

N/A

DPA, "Data retention and
deletion”

FS Amendment, section

3 (Unrestricted Rights of
Examination or Audit by
regulator)

FS Amendment, section
8 (Business Continuity of
Online Services)

FS Amendment, section
8 (Business Continuity of
Online Services)
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https://servicetrust.microsoft.com/ViewPage/TrustDocumentsV3?command=Download&downloadType=Document&downloadId=4aa0c653-312f-4098-b78a-0d499e07825e&tab=7f51cb60-3d6c-11e9-b2af-7bb9f5d2d913&docTab=7f51cb60-3d6c-11e9-b2af-7bb9f5d2d913_FAQ_and_White_Papers
https://servicetrust.microsoft.com/ViewPage/TrustDocumentsV3?command=Download&downloadType=Document&downloadId=4aa0c653-312f-4098-b78a-0d499e07825e&tab=7f51cb60-3d6c-11e9-b2af-7bb9f5d2d913&docTab=7f51cb60-3d6c-11e9-b2af-7bb9f5d2d913_FAQ_and_White_Papers

Iltem Reference Requirement

43. EBA 99(c) The obligation of the service provider to

support the financial institution in the orderly

transfer of the function in the event of the
termination of the outsourcing agreement.

® Conflicts of interests

MS commentary / How and where is this dealt with in the Microsoft Agreement?

o= Microsoft

MS Agreement reference

44. EBA 45, 46 Non-contractual requirement

& 61(e) Financial institutions must identify, assess

and manage conflicts of interests with regard
to their outsourcing arrangements.

This is a customer consideration.

N/A

45. EBA69 & Non-contractual requirement

70 Financial institutions must ensure that the
service provider is suitable. In particular, with
regard to outsourcing critical or important
functions, the service provider must have the
business reputation, appropriate and
sufficient abilities, the expertise, the capacity,
the resources, the organisational structure
and (if applicable) the required regulatory
authorisations or registrations to perform the
critical or important function reliably and

Version: November 2020

Business reputation

Many of the world's top companies use Microsoft cloud services, including financial
institution customers in leading markets. Please refer to customers.microsoft.com

for access to case studies relating to the use of Microsoft cloud services.
Ability, expertise and capacity

Microsoft is an industry leader in cloud computing and has the ability, expertise and
capacity to deliver cloud services to customers across the globe. Microsoft cloud
services were built based on ISO/IEC 27001 and ISO/IEC 27018 standards, a rigorous

set of global standards covering physical, logical, process and management controls.

N/A
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https://customers.microsoft.com/en-us/home?sq&ff&p=0
https://customers.microsoft.com/en-us/home?sq&ff&p=0

Item Reference Requirement MS commentary / How and where is this dealt with in the Microsoft Agreement? MS Agreement reference
professionally and to meet its contractual A list of its current certifications is available at microsoft.com/en-
obligations. us/trustcenter/compliance/complianceofferings.

Resources and organisational structure

Microsoft considers that it has the resources and an appropriate organisational
structure to deliver cloud services to clients across the globe. Customers may access
information on Microsoft's company profile via microsoft.com/en-us/investor/ and

Microsoft's annual reports via microsoft.com/en-us/Investor/annual- reports.aspx.

© 2020 Microsoft Corporation. All rights reserved. Please note this document is provided “as-is.” Information and views expressed in this document, including URL and other
Internet Web site references, may change without notice. You bear the risk of using it. Neither the information in the checklist nor any of the information available via the
links provided is intended to replace, or be a substitute for, the work you must perform in conducting an appropriate risk assessment, but rather to aid you in that process.

This document does not provide you with any legal rights to any intellectual property in any Microsoft Product. You may copy and use this document for your internal
reference purposes only.
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https://docs.microsoft.com/en-us/microsoft-365/compliance/offering-home?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/offering-home?view=o365-worldwide
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