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Azure Security Assessment - Value Proposition FUjiTSU

The Fujitsu Azure Security Assessment Service:

.. helps customers to understand the risks by reviewing solution architecture,
implementation and operational statistics against recommended security best practices
and controls

.. provides recommended actions to mitigate risks and enable compliance

.. leverages Hybrid IT Architecture & Design and Build & Configuration services to optionally
design and implement recommendations

This means that customers receive an objective assessment of their environment against
relevant security principles and controls enabling remediation to be performed, to remove
security risks as far as possible.
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Azure Security Assessment Service Objective FUjiTSU

The primary objective of the Azure Security Assessment Service is to provide expertise for the
analysis and review of customers’ Azure architecture and implementation against Microsoft's
recommended security best practices.

Additionally, the service aims to:
® Provide confidence that the customer data and resources in the Cloud are secure
B Recommend actions to remediate areas that do not comply with security best practices

® Plan and manage the end to end assessment process with defined standards and
deliverables

B Help the customer understand the risks
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Service Description Summary

The Azure Security Assessment Service will assist customers
with verifying and assuring the target environment's security
by:
® Planning and managing the end to end assessment
process through defined standards and deliverables

B Reviewing and assessing customers’ Azure architecture
and implementation against recommended best
practices

B Reviewing and assessing customers’ Azure security
polices and controls against recommended best
practices

® Providing recommendations to minimise security risk for
laaS and Paa$ implemented features
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Service Process FUJITSU
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Service Deliverables FUJITSU

B The Recommendations Report results from the analysis, assessment and review of
the customer's Azure architecture and implementation and includes:

. = Review strategy
Azure Security Assessment = Gap analysis

Recommendations Report = Findings
= Recommendations

= Risks and Issues

mThe Checklist shows the performance of a customer's architecture and
implementation against relevant security policies and controls

Azure Security Assessment
Checklist
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Service Scope Inclusions FUJITSU

Standard Inclusions

B Azure security assessment report:

® Review and assessment of customers’ Azure architecture and implementation
against Microsoft recommended best security practices for Azure

® Review and assessment of customers’ Azure security policies and
implementation

® Review and assessment of access controls
® Azure Security Center vulnerability assessment of VMs
® Security recommendations for [aaS and Paa$S implemented features
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Commercial FUjiTSU

Accuracy: Fujitsu endeavors to ensure that the information contained in this document is correct but, whilst every effort is made to ensure the
accuracy of such information, it accepts no liability for any loss (however caused) sustained as a result of any error or omission in the same.

Copyright: © Copyright Fujitsu 2020. All rights reserved.

Pricing: Fujitsu shall provide a fixed price to perform the Azure Security Assessment Service once the customers requirements, environment
complexity and overall scope are understood.

Contract Terms: The provision of the Azure Security Assessment Service as detailed within this document are subject to Fujitsu’s standard
consultancy terms and conditions (a copy of which can be provided upon request).
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