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Methodology

2

A total of 1604 SMBs completed the survey
Respondents were IT and Business decision makers
Survey research was conducted in March-April 2020

Completes US Europe APAC LATAM

N = 251 551 532 270



Business Impact of new Windows 10 PCs
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US: Impact of newer Windows 10 PCs on business
(Strongly Agree + Agree)

Q. We would like to understand the impact newer Windows 10 PCs have had on your company's business and employees' productivity? 
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Europe: Impact of newer Windows 10 PCs on business
(Strongly Agree + Agree)



Business Impact of new Windows 10 PCs
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APAC: Impact of newer Windows 10 PCs on business
(Strongly Agree + Agree)

Q. We would like to understand the impact newer Windows 10 PCs have had on your company's business and employees' productivity? 

77%

74%

71%
70%

69%

67%

Better cloud
connectivity &

usage experience

Employees are
more productive

Better security
and data
protection

Reduced overall
maintenance

costs

Managing is
easier improving

IT efficiency

Enables work
from anywhere,

anytime

LATAM: Impact of newer Windows 10 PCs on business
(Strongly Agree + Agree)



Technology priorities for the next 1 year
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83%

80%

80%

72%

61%

56%

43%

33%

32%

29%

29%

Cloud Solutions

Security Solutions (Device, Cloud &
Mobility)

Mobility Solutions

Collaboration

Managed Services

Analytics/Business Intelligence

PCs (Desktops and Laptops)

Hyperconverged/Converged
Infrastructure solutions

Artificial Intelligence

Internet of Things

Virtual Reality/AR

Virtualization

US

Q. What are the IT (technology) priorities for your organization for the next 1 year? 

93%

86%

84%

80%

71%

57%

50%

43%

36%

28%

26%

22%

Cloud Solutions

Mobility Solutions
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Artificial Intelligence

Internet of Things

Virtual Reality/AR

Virtualization

Europe



Technology priorities for the next 1 year
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Cloud Solutions

Security Solutions (Device, Cloud &
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Managed Services

Mobility Solutions

Collaboration

Analytics/Business Intelligence

Hyperconverged/Converged
Infrastructure solutions

Internet of Things

Virtualization

Artificial Intelligence

Virtual Reality/AR

APAC

Q. What are the IT (technology) priorities for your organization for the next 1 year? 
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Internet of Things
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LATAM



Current OS being used, Age of PCs
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US Europe APAC LATAM

Percent PCs by OS

Windows 7/8 Windows 10 Mac/Apple OS Google Chrome Other
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Percent Windows 10 PCs by age

< 1 year 1 year - Less than 2 years

2 years - Less than 3 years 3 years - Less than 4 years

4 years - Less than 5 years More than 5 years

Percent of 4+ year Windows 10 PCs

Q. What percent of PCs in your company are running each of the following operating systems?
Q. Thinking about your Windows 10-based PCs (Desktops, Notebooks, Convertibles/2 in 1s referred to as PCs), please tell us 
what percent of them are…



Intent to replace older PCs
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57% 58%

49%

63%

31%
28%

21%
23%

12%
14%

30%

14%

US Europe APAC LATAM

Plans to replace 4+ year Windows 10 PCs 

Replace some PCs (Replacing the existing computer with a new computer) Replace all PCs (Replacing the existing computer with a new computer)

Neither replace nor upgrade, continue to use them

Q. Thinking about Windows-10 PCs that are 4 years or older, is your organization likely to replace them in the next 12 months? 



Reasons for not replacing older PCs
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Other non-IT/non-
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US: Reasons for not replacing older Windows 10 PCs

Q. Please tell us the reasons why you have not replaced older PCs running Windows 10 with newer PCs running Windows 10? 
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Europe: Reasons for not replacing older Windows 10 PCs



Reasons for not replacing older PCs
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APAC: Reasons for not replacing older Windows 10 PCs

Q. Please tell us the reasons why you have not replaced older PCs running Windows 10 with newer PCs running Windows 10? 
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LATAM: Reasons for not replacing older Windows 10 PCs



PC Refresh Policy
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US Europe APAC LATAM

Presence of PC Refresh Policy

We do not have a defined policy and have an ad-hoc approach to refreshing/replacing PCs

We have a defined policy but do not always follow and refresh/replace PCs as per policy

We have a defined policy and refresh/replace PCs as per policy
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PC Refresh

Less than 3 years 3 years 4 years

5 years 6 years More than 6 years

Avg. PC refresh cycle (years)
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Avg. PC replacement cycle for worker segments

Avg. PC refresh cycle (years)

Avg. PC refresh cycle (years) for
Firstline workers

Avg. PC refresh cycle (years) for
Information workers

Avg. PC refresh cycle (years) for
Power workers

Q. Please tell us about your current policy regarding replacement & refresh of PCs? 
Q. What is the typical PC replacement and refresh cycle at your company, that is, on average after how many years of use are PCs usually replaced?
Q. What is the typical PC refresh cycle for each of the worker profiles? For reference, you mentioned the overall PC refresh is [PIPE IN RESPONS]



PC purchase intent
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91% 89%

66%

92%

9% 11%

34%

8%

US Europe APAC LATAM

Percent businesses planning to purchase PCs in the next 1 year

Yes No

46% 46% 49% 43%

54% 54% 51% 57%

US Europe APAC LATAM

Percent additional PCs for current vs. new employees

Additional PCs for current employees (equipping them with multiple devices)

PCs for new employees joining the organization

54% 55%
68%

58%

46% 45%
32%

42%

US Europe APAC LATAM

Percent replacement PCs for older Windows vs. additions

Percent planned PC purchases as replacement for older Windows Percent planned PC purchases as additions

48% 45% 50% 48%

52% 55% 50% 52%

US Europe APAC LATAM

Percent planned PC purchases: desktops vs. notebooks

Desktops Notebooks
Q. Is your company planning to purchase PCs in the next 12 months?
Q. What percentage of these PCs will be replacements of older Windows 10 PCs versus additions?
Q. You mentioned that some new PC purchases will be net additions? Please tell us what percent of these PC additions will most likely be for new employees vs. additional PCs for current employees
Q. What percentage of the new PC purchases will be Desktops versus Laptops/notebooks?



Reasons for purchasing new PCs
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41%

38%

35%

33%

30%

29%

29%

28%
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23%

23%

Addition of new employees

Better security features of new PCs

Better manageability of new PCs

Improving application performance

Part of scheduled refresh cycle

Enabling employees to work from
anywhere

Software updates that cannot be
supported by older PCs

Recurring problems with older PCs
impacting employee productivity

Lower cost of maintaining new PCs

Move to cloud infrastructure and
applications

Improving wireless connectivity
including WiFi 6

Availability of new attractive PC
designs

US

Q. What are the reasons for purchasing new PCs? 
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Improving application performance
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supported by older PCs

Enabling employees to work from
anywhere

Lower cost of maintaining new PCs

Better manageability of new PCs

Move to cloud infrastructure and
applications

Improving wireless connectivity
including WiFi 6

Availability of new attractive PC
designs

Europe



Reasons for purchasing new PCs
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57%

54%

36%
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32%

30%

27%

23%

21%

17%

15%

14%

Improving application performance

Better security features of new PCs

Addition of new employees

Enabling employees to work from
anywhere

Recurring problems with older PCs
impacting employee productivity

Better manageability of new PCs

Part of scheduled refresh cycle

Lower cost of maintaining new PCs

Improving wireless connectivity
including WiFi 6

Software updates that cannot be
supported by older PCs

Availability of new attractive PC
designs

Move to cloud infrastructure and
applications

APAC

Q. What are the reasons for purchasing new PCs? 
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39%

39%

38%

37%

36%

35%

35%

33%

22%

Improving application performance

Lower cost of maintaining new PCs

Better security features of new PCs

Enabling employees to work from
anywhere

Software updates that cannot be
supported by older PCs

Addition of new employees

Improving wireless connectivity
including WiFi 6

Recurring problems with older PCs
impacting employee productivity

Part of scheduled refresh cycle

Move to cloud infrastructure and
applications

Better manageability of new PCs

Availability of new attractive PC
designs

LATAM



Biggest security concerns
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56%

49%

39% 39% 37% 36% 35% 33%
31%

18%

Virus or other
malware
attacks

Identity theft PC being
stolen or lost

Phishing
attacks

Password
compromise

Ransomware Network
intrusions

Data theft by
employees or

others

Firmware
attacks

Transaction
security

US: Biggest security concerns 

Q. With respect to PC security what are your 
biggest concerns? 
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40% 39%
35%

31% 30% 29% 28% 28%

19%

Virus or other
malware
attacks

Identity theft Phishing
attacks

PC being
stolen or lost

Password
compromise

Firmware
attacks

Network
intrusions

Ransomware Data theft by
employees or

others

Transaction
security

Europe: Biggest security concerns 



Biggest security concerns
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73%

54%

43%

35%

26% 24% 23%
20% 18% 15%
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attacks

Password
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Identity theft Data theft by
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others

Phishing
attacks

Network
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PC being
stolen or lost

Ransomware Transaction
security

Firmware
attacks

APAC: Biggest security concerns 

Q. With respect to PC security what are your 
biggest concerns? 

68%

56%
50%

46% 46% 44% 41% 41% 41%

26%

Virus or other
malware
attacks

Network
intrusions

Phishing
attacks

Identity theft Data theft by
employees or

others

PC being
stolen or lost

Firmware
attacks

Transaction
security

Password
compromise

Ransomware

LATAM: Biggest security concerns 



Security incidents and security breach
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48% 53% 57% 58% 62% 64% 65% 63% 65% 66%

50% 42% 39% 37% 36% 31% 31% 31% 29% 29%

2% 5% 4% 5% 2% 5% 4% 6% 6% 5%

Virus attack Phishing
attack

Password
compromise

Network
intrusions

Stolen/Lost
Notebooks

Identity theft Data theft by
employees or

others

Online
transaction

security
compromise

Ransomware Firmware
attack

US: Types of security incidents experienced in the last 1 year

No Yes Don't Know / Not Sure

Q. Within the last one year have there been any security breaches / incidents or stolen/lost notebooks? 

39%

64% 59% 61% 62% 69% 71% 70% 68% 72%

57%

34%
34% 32% 31%

27% 24% 23% 22% 20%

4% 2% 7% 7% 7% 4% 5% 7% 10% 8%

Virus attack Stolen/Lost
Notebooks

Password
compromise

Phishing
attack

Network
intrusions

Online
transaction

security
compromise

Firmware
attack

Data theft by
employees or

others

Ransomware Identity theft

LATAM: Types of security incidents experienced in the last 1 year

No Yes Don't Know / Not Sure

43%
52% 57% 57% 61% 61% 63% 67% 62% 62%

50%
42% 34% 34% 31% 31% 30% 29%

29% 26%

7% 6% 9% 9% 8% 8% 7% 4% 9% 12%

Virus attack Phishing
attack

Password
compromise

Network
intrusions

Firmware
attack

Online
transaction

security
compromise

Identity theft Stolen/Lost
Notebooks

Data theft by
employees or

others

Ransomware

Europe: Types of security incidents experienced in the last 1 year

No Yes Don't Know / Not Sure

64%
77% 78% 78% 78% 81% 79% 80% 81% 81%

34%
20% 18% 18% 18% 17% 17% 16% 16% 16%

2% 3% 4% 4% 4% 2% 4% 4% 3% 3%

Virus attack Phishing
attack

Ransomware Password
compromise

Network
intrusions

Stolen/Lost
Notebooks

Data theft by
employees or

others

Identity theft Firmware
attack

Online
transaction

security
compromise

APAC: Types of security incidents experienced in the last 1 year

No Yes Don't Know / Not Sure



Attitude and approach to security
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78%

76%

74%

73%

72%

71%

70%

63%

62%

47%

17%

19%

20%

21%

20%

21%

20%

28%

26%

47%

5%

5%

6%

6%

8%

8%

10%

9%

12%

6%

We have formal security protocols in case of a
breach and/or a security incident

We equip our employees the latest devices or
hardware that offer better security protection

We have an accurate understanding of our 
organization’s cybersecurity posture

Cloud usage / services put us at a higher risk of a
data breach

We regularly communicate among internal or
external stakeholder about cybersecurity risk

We regularly conduct self-assessments or threat
models of internal technologies and tools

We are better prepared than others when it
comes to IT security

Mobility usage / services put us at a higher risk of
a data breach

Native security available on cloud platforms is
sufficient protection

IT Budget is not sufficient to meet our security
needs

US

Agree Disagree Unsure

Q. Please indicate if you agree or disagree or are unsure with the following statements as applicable to your organization? 

72%

70%

67%

66%

66%

60%

60%

59%

58%

37%

19%

21%

26%

24%

23%

24%

27%

22%

30%

54%

9%

9%

7%

10%

11%

16%

13%

19%

12%

9%

We have an accurate understanding of our 
organization’s cybersecurity posture

We regularly communicate among internal or
external stakeholder about cybersecurity risk

We equip our employees the latest devices or
hardware that offer better security protection

We have formal security protocols in case of a
breach and/or a security incident

We regularly conduct self-assessments or threat
models of internal technologies and tools

We are better prepared than others when it
comes to IT security

Mobility usage / services put us at a higher risk of
a data breach

Native security available on cloud platforms is
sufficient protection

Cloud usage / services put us at a higher risk of a
data breach

IT Budget is not sufficient to meet our security
needs

Europe

Agree Disagree Unsure



Attitude and approach to security
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Q. Please indicate if you agree or disagree or are unsure with the following statements as applicable to your organization? 

79%

79%

79%

76%

72%

65%

59%

49%

41%

35%

15%

13%

17%

19%

20%

21%

22%

37%

49%

59%

6%

8%

4%

5%

8%

14%

19%

14%

10%

6%

We have formal security protocols in case of a
breach and/or a security incident

We have an accurate understanding of our 
organization’s cybersecurity posture

We regularly communicate among internal or
external stakeholder about cybersecurity risk

We equip our employees the latest devices or
hardware that offer better security protection

We regularly conduct self-assessments or threat
models of internal technologies and tools

We are better prepared than others when it
comes to IT security

Native security available on cloud platforms is
sufficient protection

Mobility usage / services put us at a higher risk of
a data breach

Cloud usage / services put us at a higher risk of a
data breach

IT Budget is not sufficient to meet our security
needs

LATAM

Agree Disagree Unsure

81%

79%

74%

71%

71%

65%

54%

47%

47%

27%

14%

16%

21%

19%

20%

25%

39%

38%

39%

68%

5%

5%

5%

10%

9%

10%

7%

15%

14%

5%

We have formal security protocols in case of a
breach and/or a security incident

We have an accurate understanding of our 
organization’s cybersecurity posture

We regularly conduct self-assessments or threat
models of internal technologies and tools

We are better prepared than others when it
comes to IT security

We regularly communicate among internal or
external stakeholder about cybersecurity risk

We equip our employees the latest devices or
hardware that offer better security protection

Cloud usage / services put us at a higher risk of a
data breach

Native security available on cloud platforms is
sufficient protection

Mobility usage / services put us at a higher risk of
a data breach

IT Budget is not sufficient to meet our security
needs

APAC

Agree Disagree Unsure



Frequency of repair of older vs. newer 
Windows 10 PCs
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21% 21%

16%

20%

62% 63%

55%

64%
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US Europe APAC LATAM

Comparison of percent Windows 10 PCs repaired / fixed in the last 1 year

Percent Windows 10 PCs <4 years that need to be fixed/repaired per year

Percent Windows 10 PCs 4+ years that need to be fixed/repaired per year

Ratio of 4+ year / < 4 year old Windows 10 PCs

10,9 10,3

5,5

9,3

46,9 46,3

24,0

47,0
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US Europe APAC LATAM

Comparison of frequency of repair of Windows 10 PCs in the last 1 year

Frequency of repair of <4 year Windows 10 PCs Frequency of repair of 4+ year Windows 10 PCs

Ratio of frequency of repair (4+ year / <4 year)

Q. Approximately what percentage of PCs need to be fixed/repaired in a year?
Q. Approximately how many times have PCs been required to be fixed/repaired in the last one year?



Important PC Security features
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66% 76%
60% 61% 62% 60% 52%

28% 18%
33% 31% 30% 32%

31%

94% 94% 93% 92% 92% 92%
83%

Regular security
updates

Features that
reduce security

incidents

Multi-factor
authentication

Data encryption Hardware-based 
encryption (also 
known as TPM –
Trusted Platform 

Module)

Processor level
encryption

Biometric security
(Windows Hello,

Fingerprint
security)

US: Important PC security features

Very Important Moderately Important Very Important + Moderately Important

Q. In your experience how important are each of the following PC security features for your organization?
Q. Which of the following PC performance capabilities are important for your organization?

80% 70% 68% 66% 62% 61% 59%

15%
24% 25% 26% 30% 30% 31%

95% 94% 93% 92% 92% 91% 90%

Features that
reduce security

incidents

Regular security
updates

Data encryption Multi-factor
authentication

Hardware-based 
encryption (also 
known as TPM –
Trusted Platform 

Module)

Processor level
encryption

Biometric security
(Windows Hello,

Fingerprint
security)

LATAM: Important PC security features

Very Important Moderately Important Very Important + Moderately Important

63%
75%

60% 57% 55% 56% 49%

30%
17%

27% 29% 29% 27%
30%

93% 92% 87% 86% 84% 83% 79%

Regular security
updates

Features that
reduce security

incidents

Data encryption Multi-factor
authentication

Processor level
encryption

Hardware-based 
encryption (also 
known as TPM –
Trusted Platform 

Module)

Biometric security
(Windows Hello,

Fingerprint
security)

Europe: Important PC security features

Very Important Moderately Important Very Important + Moderately Important

51% 52% 60%
30% 30% 38% 29%

45% 39% 30%

50% 49% 40% 49%

96% 91% 90%
80% 79% 78% 78%

Features that
reduce security

incidents

Regular security
updates

Multi-factor
authentication

Processor level
encryption

Data encryption Biometric security
(Windows Hello,

Fingerprint
security)

Hardware-based 
encryption (also 
known as TPM –
Trusted Platform 

Module)

APAC: Important PC security features

Very Important Moderately Important Very Important + Moderately Important



Important PC performance capabilities
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87%
68% 60% 65% 55%

70% 67%
54%

12%
29% 35% 29% 38%

23% 25%
28%

99% 97% 95% 94% 93% 93% 92%
82%

Startup /
shutdown speed

of the PC

Speed of specific
applications

Startup /
shutdown speed
of applications

Speed of reading
and writing files

Time to takes to
login to the PC

Speed of multi-
tasking

Ability to connect
to multiple

screens without
performance
degradation

Digital pen
performance

US: Important PC performance capabilities
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US: Most attractive features of today’s PCs

Q. Which features are most attractive to you regarding PCs today? 
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Europe: Most attractive features of today’s PCs

Q. Which features are most attractive to you regarding PCs today? 
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APAC: Most attractive features of today’s PCs

Q. Which features are most attractive to you regarding PCs today? 
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LATAM: Most attractive features of today’s PCs

Q. Which features are most attractive to you regarding PCs today? 
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US: Top Features considered when purchasing a PC

Q. Please tell us which are the top 5 features that are considered when purchasing PCs?
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Europe: Top Features considered when purchasing a PC

Q. Please tell us which are the top 5 features that are considered when purchasing PCs?
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APAC: Top Features considered when purchasing a PC

Q. Please tell us which are the top 5 features that are considered when purchasing PCs?
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LATAM: Top Features considered when purchasing a PC

Q. Please tell us which are the top 5 features that are considered when purchasing PCs?
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Design vs. Security vs. Configuration feature consideration when purchasing a new PC
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Design vs. Security vs. Configuration as attractive features regarding today’s PCs

"Design" as an attractive feature (weighted) "Security" as an attractive feature (weighted)
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Use of MFA and Azure ATP
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Presence of MFA Policy

Not sure

No, we do not use and do not plan to use

No, we do not use but plan to use

No, we do not have a policy but some employees use it

Yes, we have a policy but it depends upon specific applications
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Current and Planned usage of Azure Advanced Threat 
Protection

Yes, we currently use Azure Advanced Threat Protection No, we do not use and do not plan to use Not sure

Q. Does your organization currently use multi-factor authentication (MFA)?
Q. Does your organization currently use Azure Advanced Threat Protection?  



Apple, Windows, Google - PC device with most 
effective security features
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Q. To the best of your knowledge which type of PC, Apple MacBook PC, Windows-10 PC or Google Chromebook has the most effective security capabilities that prevents?
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Apple, Windows, Google - PC device 
purchase if security is the only criterion
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Preferred PC device purchase if security is the only criterion

Apple MacBook PC Windows 10 PC Google Chromebook Ratio of Windows 10 PCs to Apple MacBook PC

Q. If security was the only criteria being considered when purchasing a new PC purchase, in your opinion and knowledge, which of the following would you purchase for your organization?


