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Disclaimer Note

The specifications and other technical information regarding the products contained in this document are subject
to change without notice.

All information in this document is believed to be accurate and reliable, but is presented without warranty of any
kind, express or implied, and users must take full responsibility for their application of any product specified in this
document.

Corent Technology disclaims responsibility for errors, which may appear in this document, and it reserves, the
right, in its sole discretion and without notice, to make substitutions and modifications in the products and
practices described in this document.

© Copyright Corent Technology 2020. All Rights Reserved

SurPaaS®, SurPaaS® Analyzer™, SurPaaS® Shift™, SurPaaS® MaaS™, SurPaaS® Scanner™, Shadow Shift™, Swift
Shift™, Smart Shift™, PaaS Shift™, SaaS Shift™, SurPaaS® SaaSOps™, SurPaaS® Meter™, Shift Agent™, SaaS Agent™,
Multi-Tenant™, Hybrid-Tenant™, Virtual-Tenant™, SaaS-Continuum™, and Multi Tenant Server™ are trademarks of
Corent Technology.

All other trademarks mentioned in this document are property of their respective owners.
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1. Purpose

The purpose of this document is to guide the user to retrieve the information required by SurPaaS$ for
integrating Azure Cloud account.

2. Prerequisites for SurPaaS Marketizer

The following Cloud account details are required to make an application publish-ready via SurPaa$
Marketizer:

e C(lientID

e TenantID

e Secret Key

e Subscription ID

The provided Client ID must have permission to:
e Access application VM(s) and associated resources
e Take snapshot

e Create new deployments

Microsoft Azure P Search resources, services, and docs > B L_P & o) ©
DEFAULT DIRECTORY
Dashboard > Default Directory - App registrations > Sample
Create a resource Sample A
#* Home S
« & .
W pelete @ Endpoints  cjient D & Tenant ID
Dashboard B Overview
foe e e o i Display name / Supported account types
All services @4 Quickstart Sample All Microsoft account users
FAVORITES Application (client) ID Redirect URIs
Manage Add a Redirect URI
88 All resources ctory ( ) V a o) ti al d y
B Branding Directory (tenant) ID Managed application in local directory
Sample
2 Authentication Object ID

Certificates & secrets

9 APl permissions

: X
& Expose an API <’ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more
i Owners
¥l Manifest
Call APIs Documentation
Support + Troubleshooting

Microsoft identity platform
Bg Authentication scenarios
Authentication libraries
Code samples
Microsoft Graph
Glossary
Help and Support

& )
K Troubleshooting @J
2 New support request E?

Build more powerful apps with rich user and business data

LI N
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Microsoft Azure

h resources, services, and docs

DEFAULT DIRECTORY

Dashboard > Default Directory - App registrations > Sample - Certificates & secrets

Create a resource Sample - Certificates & secrets b
Home «
@ Copy the new client secret value, You won't be able to retrieve it after you leave this blade.
Dashboard Overview (USING &N H1 1K SCNEMEJ. FOF @ NigNer 1evel oT AssUrance, We recomMeNd Using a Certricate (INstead of @ CIIent Secrer) as a creaenual.
All services Quickstart
Certificates
FAVORITES
Manage Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
All resources
f eranding Upload certificate
D Authentication THUMBPRINT START DATE EXPIRES

Certificates & secrets
Mo certificates have been added for this application.
-2 APl permissions
& Expose an APl
& owners .
Client secrets
[8 Manifest

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Support + Troubleshooting + New client secret SecretKey
K Troubleshooting DESCRIFTION EXPIRES VALUE \

-

New support request sample 28/05/2020 | Ih

=]

Microsoft Azure

= DEFAULT DIRECTORY

Create a resource Subscription 1D 7

Home -
Y I gancel su me =2 Switch Offer
Dashboard
. ~ Subscription ID Subscription name
A rvices QOverview N
FAVORITES H Activity log Directory Current billing period
i Access control (IAM)
My role Currency
X Diagnose and salve proble... usb
Offer Status
O Security Active
Events Offer ID
Cost Management &
% Cost analysis 4 For more cost management and optimizaticn capabilities, try Azure Cost Management =
Budgets
Costs
W Advisor recommendations
Costs by resource b

Billing

Invaices orderan
E3 External services - 28.40 usp
= Pavment methar A_ a

3. Deriving SurPaaS Field Values from Azure

To add Azure Cloud provider account in SurPaas, the user must provide the required information about
their Azure Cloud account in Register New Cloud Account screen.

SurPaaS Register New Cloud Account screen and its field explanation are provided below:
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Add New Cloud Account

Provide the necessary information to register new Cloud Account.

Cloud Provider Azure

* Cloud Provider Account Name Azure

* Tenant Id

* Client Id . '

" Secret Key

* Subscription Id

* Endpoint

1. Select Azure from Cloud Provider drop-down list.

2. Enter your Cloud account name in the Cloud Provider Account Name field.

3. Enter the following information in respective fields:

Tenant Id
Client Id
Secret key
Object key
Subscription ID
End Point

3.1Client ID, Tenant ID and Object ID

To retrieve Client ID, Tenant ID and Object ID from Azure console, follow the steps given below:

1. Log into the Azure Cloud console.
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Microsoft Azure

Create a resource
Home
Dashboard

All services

FAVORITES

2 All resources

Dashboard > Default Directory - App registrations

Default Directory - App registrations

o

Groups

Organizational relationships

Roles and administrators

. Enterprise applications

Devices

«

A

App registrations

App registrations (Legacy)
Identity Governance
Application proxy
Licenses

Azure AD Connect
Custom domain names
Mobility (MDM and MAM;

Password reset

'l Company branding

W Got feedback?

+ New registration @ Endpoints F4 Troubleshoating

@ elcome to the new and improved App registrations (now Generally Available). See what's new =

Looking to learn how it's changed from App registrations (Legacy)? Learn more
Still want to use App registrations (Legacy)? Go back and tell us why

| Owned applications

DISPLAY NAME

APPLICATION (CLIENT) ID CREATED ON

=

=
H

CERTIFICATES & SECRETS

2. Navigate to All Services > Azure Active Directory > App Registration from the home screen. Default
Directory — App registrations screen appears:

Microsoft Azure

Create a resource
Home

shboard
All es
FAVORITES

All resources

Dashboard > Default Directory - App registrations

Default

el

Groups

Organizational relationships

Roles and administrators

B Enterprise applications

Devices

App registrations

App registrations (Legacy)
Identity Governance
Application proxy
Licenses

Azure AD Connect
Custom domain names
Mobility (MDM and MAM

Password reset

1 company branding

<

”~

+ New registration @ Endpoints X Troubleshooting W Got feedback?

@ Welcome to the new and improved App registrations (now Generally Available). See what's new =

Still want to use App registrations (Legacy)? Go back and tell us why

DEFAULT DIRECTORY Qi

All applications  Owned applications

o

DISPLAY NAME APPLICATION (CLIENT) ID CREATED ON

Sample 21/05/2019

Dol

CERTIFICATES & SECRETS

Note: Default applications will be listed in the All application tab. Newly created applications will be
listed in the Owned applications tab.

3. Click the required application if it is already available in the Cloud account.

Note: For the existing application, proceed from step 9.

Or

4. Click New Registration to register a new application. Register an application screen appears:
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Microsoft Azure

DEFAULT DIRECTORY

Dashboard > Default Directory - App registrations > Register an application
Create a re Register an application

Home

Dashboard “Name

All services The user-facing display name for this application (this can be changed later).

FAVORITES | Sample ;

Resource groups
Supported account types

‘Who can use this application or access this API?

ccounts in this arganizational directory only (Default Directory)

ccounts in any organizational directory

Help me choose.

By proceeding, you agree to the Microsoft Platform Policies [

5. Enter the Application Name in the Name field.

6. Select Accounts in any organizational directory and personal Microsoft accounts (e.g. Skype, Xbox,
Outlook.com) option as the Supported account types.

7. Click Register. New application will be created and displayed in the Owned Application tab.

Microsoft Azure

DEFAULT DIRECTORY Q)

Dashboard > Default Directory - App registrations

Default Directory - App registrations # X
Home « ) ) a
o =+ New registration @ Endpeints K Troubleshocting W Got feedback?
Dashboard
Groups ~ @ Welcometo the new and improved App registrations (now Generally Available). See what's new =

rvices
Organizational relationships
FAVORITES Locking to learn how it's changed from App registrations (Legacy)?

Roles and administrators still want to use App registrations (Legacy)? Go back and tell us why
All resourc - .
#  Enterprise applications
All applications ~ Owned applications
0 Devices _—
= pel
i App registrations
DISPLAY NAME APPLICATION (CLIENT) ID CREATED ON | CERTIFICATES & SECRETS
¥ App registrations (Legacy)
(&) Identity Governance Sample s . - 21/05/2019
% application proxy f

Licenses

Azure AD Connect

# Custom domain names
Mohility (MDM and MAaM)
Password reset

1 Company branding

8. Click the created application. Application Information screen appears:
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Microsoft Azure AR Search resource es, and d > & ? © DEFAULT DIRECTORY

Dashboard > Default Directory - App registrations > Sample
Create a resource Sample b4
Home

= T € @ pelete & Endpoints
Dashboard #  Overview
Display name / Supported account types

All services “ Quickstart Sample All Microsoft account users
FAVORITES Application (client) ID Redirect URIs

Manage Add a Redirect URI
All resources & sranding Directory (tenant) ID Managed application in local directory

Sample
2 Authentication Object ID
Certificates & secrets N
2 APl permissions
7 _ _ _ X

& Expose an API J Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Leamn more

i Owners

¥l Manifest

Call APIs Documentation
Support + Troubleshooting
&

Microsoft identity platform
Bg Authentication scenarios
Authentication libraries
Code samples
Microsoft Graph
Glossary
Help and Support

X Troubleshooting m @
2 New support request E:>

Build more powerful apps with rich user and business data

ook

9. Copy the Application ID and Directory ID and paste them in the Client Id and Tenant Id fields of the
Register New Cloud Account screen respectively.

Microsoft Azure

DEFAULT DIRE(

Dashboard > Default Directory - App registrations > Sample

Create a resource Samp|e k4
Home _
____________________________________ @ Delete & Endpoints

Dashboard Overview

s Display name Supported account types
All services Quickstart Sample All Microsoft account users
FAVORITES Application (client) ID Redirect URIs

Manage Add a Redirect URI

B Branding Directory (tenant) ID Managed application in local directory

Sample
2 Authentication Object ID f
Certificates & secrets .
- AP| permissions
X

& Expose an API ‘_. Welcome to the new and improved App registrations. Laoking to leamn haw it's changed from App registrations (Legacy)? Learn mare

i Owners

Manifest

Call APIs Documentation
S rt + Troubleshootil
upport = Troubleshoofing ﬁ Microsoft identity platform

X Troubleshooting m @ﬂ s Eﬁ Authentication scenarios

Authentication libraries

o e support recues B =< e

Glossary
Help and Support

Build more powerful apps with rich user and business data

10. Click the application name in the Managed application in local directory field. <Application Name>
Properties screen appears:
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Microsoft Azure

Create a resource
¢ Home
W] pashboard
All services

FAVDRITES

@] Resource groups

Virtual machines.

¥ subsaiptions

W Azure Database for Post..

& Recovery Services vaults

© Recent

HH sample - Overview

B Overview
#. Diagnose and solve problems
Manage
Properties
& Owmers
28 Users and groups
Provisioning

B appli

on proxy

Security
% Conditional Access

+ Permiszians

Activity
D sign-ins

il Usage & insights (Preview)

ing logs (Preview)

Aeress reviews

eg sample - Overview
Properties
Name (@)
SA
’ sampls (@]
Application 1D 7
Object ID ()
Getting Started
@ 1 Assign users and groups 2) 2 Provisien User Accounts
Ak €

What's New

¥ou'll need fo create user accounts in
the application

(C 4 Self service

11. Copy the Object ID and paste it in the Object key field of the Register New Cloud Account screen.

Note: Provide Object ID wherever applicable.

3.2 Secret Key

If the secret key is already available for the application, enter it in Secret Password field of Register New
Cloud Account screen.

To generate a new secret key, follow the steps given below:

1. Log into the Azure Cloud console.

2. Navigate to All Services > Azure Active Directory > App Registration from the home screen. Default

Directory — App registrations screen appears:
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Microsoft Azure

Dashboard > Default Directory - App registrations

Create a resour Default Directory - App registrations # X

Home
5 « = New registration @ Endpoints K Troubleshooting W Got feedback?

~ @ Welcometothe new and improved App registrations (now Generally Available). See what's new =

Manage ~
FAVORITES Looking to learn how it's changed from App registrations (Legacy)? Learn more
Users still want to use App registrations (Legacy)? Go back and tell us why
Groups

. All application Owned applications
Organizational relationships —_—
£
Roles and administrators
. . DISPLAY NAME APPLICATION (CLIENT) ID CREATED ON  CERTIFICATES & SECRETS
B Enterprise applications
O Devices
B App registrations

B App registrations (Legacy)

Identity Governance
Application proxy

Licenses

Azure AD Connect

s Custorn domain names

Microsoft Azure

DEFAULT DIRECTORY

Dashboard > Default Directory - App registrations

Create a resource Default Directory - App registrations 2 X

Home
o « + New registration @ Endpoints F Troubleshooting W Got feedback?
Dashboard

Groups ~ @ Welcometothe new and improved App registrations (now Generally Available). See what's new =
All services

Organizational relationships

FAVORITES Loocking to learn how it's changed from App registrations (Legaq')?i,
Roles and administrators Still want to use App registrations (Legacy)? Go back and tell us why
¥ Enterprise applications
All applications ~ Owned applications
0 Devices _—
. pel
¥ App registrations
DISPLAY NAME APPLICATION (CLIENT) ID CREATED ON | CERTIFICATES & SECRETS
¥ App registrations (Legacy)
() Identity Governance Sample s . . 21/05/2019
I application proxy f
a Licenses

Azure AD Connect

s Custom domain names

ity (MDM and

Password reset

1 company branding

4. Click the required application. Application Information screen appears:
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Microsoft Azure RS es, and d > & ? © DEFAULT DIRECTORY
Dashboard > Default Directory - App registrations > Sample
Create a resource Sample
Home
SRt ] LR «,‘ @ pelete & Eendpoints
Dashboard #  Overview
Display name Supported account types
All services Quickstart Sample All Microsoft account u
FAVORITES Application (client) ID Redirect URIs
Manage Add a Redirect URI
All resources & Branding Directory (tenant) ID Managed application in local directory
Sample
2 Authentication Object ID
Certificates & secrets | N
2 APl permissions
X

& Expose an AP
i Owners

¥l Manifest

Support + Troubleshooting
X Troubleshooting

2 New support request

J Welcome to the new and improved App registrations. Looking to leam how it's changed from App registrations (Legacy)? Learn more

Documentation

Microsoft identity platform
Authentication scenarios
Authentication libraries
Code samples

Microsoft Graph

Glossary

Help and Support

6

Call APIs
il 0 50
s B

Build more powerful apps with rich user and business data

ook

In the Manage sub-menu,

5. Click Certificates & Secrets. Certificates & Secrets screen appears:

Microsoft Azure

vices, and docs

DEFAULT DIRECTORY

Create a resource

Home
Jashboard B overview
All services Quickstart
FAVORITES
Manage
resources
@ granding

Authentication

Sample - Certificates & secrets

«

Dashboard > Default Directory - App registrations > Sample - Certificates & secrets

Certificates & secrets

API permissions

Expose an APl

Owners

Manifest

Support + Troubleshooting
K Troubleshooting

2 New support request

=
@ Cory the new client secret value, You won't be able to retrieve it after you leave this blade.
(USING an H1 1Py SCNEME). FOT 3 NIgNEr Ievel OT assurance, We recommend using a Certmicate (INStead of a CIIENT Secret) as a creaental,
Certificates
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
Upload certificate
THUMBPRINT START DATE EXPIRES
| No certificates have been added for this application.
Client secrets
M secret string that the application uses to prove its identity when requesting a taken. Also can be referred to as application password.
DESCRIPTION EXPIRES VALUE
Sample 28/05/2020 [y o

6. Click New Client Secret. Add a client secret screen appears:
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Microsoft Azure . & & DEFAULT DIRECTORY )
Dashboard > Default Directory - App registrations > Sample - Certificates & secrets
Create a resource Sample - Certificates & secrets = X
# Home «
Add a client secret
=] Dashboard B Overview
At Quickstart Description
% FAVORITES Sample
Manage
£ Al resources
= Branding

D Authentication

Certificates & secrets

- APl permissions

& Expose an API

i Owners

[ Manifest Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

T New client secret

DESCRIPTION EXPIRES VALUE

Support + Troubleshooting
x Troubleshoating

@ New support request

No client secrets have been created for this application.

7. Enter a new Key in the Description field.
8. Select the expiry period from the Expires drop-down list.
9. Click Add. Secret Key will be generated.

Note: Do not close the screen before copying the Secret Key. If the screen is closed, the Secret Key has
to be generated once again for use.

Microsoft Azure R search resources, services, and docs > IS @ .
DEFAULT DIRECTORY
Dashboard > Default Directory - App registrations > Sample - Certificates & secrets
Create a resource Sample - Certificates & secrets b

Home «
) copy the new client secret value. You wen't be able to retrieve it after you leave this blade.

Dashboard
All services
s FAVORITES

=== All resources

B Overview

Quickstart

Manage

s Branding

2) Authentication
Certificates & secrets

-2 APl permissions

& Expose an API

& Owners

Manifest

Support + Troubleshoating

K Troubleshooting

2 New support request

(USING an H1 1k SCNEME). FOF @ NIgNEr Vel OT assurance, we reCOMMENa UsINg a Certmicate (INstead of a CIIeNt Secrer) as a creaental.

Certificates

Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as public keys.

Upload certificate

THUMBPRINT START DATE EXPIRES

Mo certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

T New client secret
VALUE \

DESCRIPTION EXPIRES
sample 28/05/2020 | |b

=]

10. Copy the Secret Key and paste it in Secret Password field of Register New Cloud Account screen.

3.3 Subscription ID

To retrieve Subscription ID from Azure console, follow the steps given below:

1. Log into the Azure Cloud console.
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2. Navigate to All Services > Subscription. Subscription screen appears with the list of available
subscription as shown below:

Microsoft Azure P Sea

DEFAULT DIRECTORY Q)

Dashboard > Subscriptions

Create a resource Subscriptions Documentation 2 & X
it Home
=+ Add
Dashboard
X Showing subscriptions in Default Directory. Don't see a subscription? Switch directories
All services My role @ Status @
FAVORITES 8 selected Vv || 3 selected v

£ All resources Apply

SUBSCRIPTION SUBSCRIPTION ID MY ROLE CURRENT COST STATUS

2 PoC . . Contributor O Active

3. Click the required active subscription. Subscription Information screen appears:

Microsoft Azure P Search resources, services, and docs >_ b J;P 5 2 () ,
DEFAULT DIRECTORY
Dashboard > Subscriptions > POC
Create a resource POC ]
Subscription

M Home « _ .

) ‘ O cancel su me =» Switch Offer
¥=| Dashboard

. ~ Subscription ID Subscription name

All services DR oy

% FAVORITES W Activity log Directory Current billing period

w4 Access control (JAM) N

My role Currency
X Diagnose and solve prable... usb
Offer Status
O Security Active
Events Offer ID

Cost Management A

& Cost analysis A For more cost management and optimization capabilities, try Azure Cost Management

©) Budgets

9 Costs
W Advisor recommendations
Costs by resource =

Billing

B3 External services ‘- 28.40 usD
4. Copy the Subscription ID and paste it in the Subscription ID field of Register New Cloud Account
screen.

3.4 End Point

For Azure public portal, provide this URL https://management.azure.com/ in Endpoint field of
Register New Cloud Account screen. If it is a private portal provide your own End Point URL.

3.5 Mapping Client ID with Subscription ID
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To map Client ID with Subscription ID, follow the steps given below:

1. Log into Azure console.

2. Navigate to All Services > Subscription > Access control (IAM). The Access control (IAM) screen
appears:

ces, and docs

Microsoft Azure P Search resource:

oetauLT DiRECIORY Ficco.. G

Subscriptions PSG_Internal - Access control (IAM)

Create a resource

+ Wstewna - Access control (IAM) x

Home

«
Dashboard
All services 2 Overview Deny assignments  Classic administrators  Roles
Add -agministrator
FAVORITES il Access control (IAM) o sirat
Subscriptions ¥ Diagnose and solve problems Check access
Review the level of access a user, group, service principal Add a role assignment
B Vit mactines O Ssecurity or managed identity has to this resource. Learn more 2
\i Grant access to res s at this scope by
W#/ Resource groups Find @ assigning a role to a user, group, service
Azure AD user, group, of service principal £ principal, or managed identity
&5 All resources Cost Management
- aarm more [2
“ SOL databases § Cost analysis m Learn more [

Storage accounts Budaet
| ge Budgets

@ Azure Active Directory % Advisor recommendations View role assignments

View the users, groups, service principals
and managed identities t o
assignments granting them a
nvoices scope.

8 sy coe e i
O External services Learn more [
-

Payment methods
[ - View deny assignments ©

& wonitor
Billing

% dvisor

Microsoft Azure P Ssearchr

ashboard > Subscriptions PSG_Internal - Access contral [IAM)

Create a resource & PLL esessal - Access control (IAM)

Home

®| o add

Dashboard

All services 2 Overview Check access  Role assignments  Deny assignments

4  FAVORITES s Access control [IAM) ‘

ose and solv Check access
Subs c ¥ Diagnose and solve problems
¥ subscriptions - P Review the level of access a user, gr
B virtual machines 9 Security or managed identity has to this resourcs B
) Resource groups Events nde
Azure AD user, group, or service principal ~
=2 All resources Cost Management
= SOl databases § Cost analysis
Selected members:
5 counts dacte f
S Storage accounts Budgets No members selected. Search for and add one or more members
you want to assign to the role for this resource
4 zure Active Directory $ advisor recommendations : B
& wonitor Leam more about REAC
Billing
& advisor
nvoices

W security Center

B External services
sy, SQL servers

Payment methods

= Disks ®
i

4. Select the role as Contributor from the Role dropdown list.
5. Select Azure AD user, group or service principal from Assign access to drop-down list.

6. Select the created Client ID to map the privilege from the Select dropdown list.
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Microsoft Azure P Search resources, services, and docs

Subscriptions PSG_internal - Access control (IAM)

Add role assignment

Create a resource stevnal - Access control (IAM)

Home « ~
Dashboard —
~
All services ~ Overview Check access  Role assignments  Deny assignments  Classic a
FAVORITES s Access control (IAM)
o Check access
ipti K Diagnose and solve problems

e h Review the level of access a user, group, service principal,

Virtual machines 0 Security or managed identity has to this resource. Learn more &

Resource groups Events Find @

Azure AD user, group v

All resources Cost Management

SOl databases & Cost analysis
B Storage accounts Budgets
@ Azure Active Directory ® Advisor recommendations

emo
&® wonitor
Billing
Advisor .
nvoIces

W security Center

B3 External services
-
=, SOL servers

e metness | see | Diara |
& Disks = sean

7. Click Save. The created Client ID will be mapped with the Subscription ID.
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