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Technical Overview

Office 365 Backup & Recovery

Your Cloud. Our SaaS. All-around Protection for Your Office 365 Assets.

Comprehensive Backup

Platform Protection - Unlimited backup of content in
Office 365—including Office 365 Exchange Online,
SharePoint Online, Project Online, OneDrive for Business,
Groups, Teams, and Public Folders.

Automatic Backup - Your environment is protected from
the moment you activate the product. Robust capacity
options ensure your backup process starts automatically
and runs up to four times a day (or every 6 hours).

Flexible Backup Schedules - Offer options to lower the
backup frequency and set the time for the first backup at
your own discretion, giving you more control over the
scheduled change windows throughout the day.

Storage on Your Terms — Store backups in our scalable
Azure Storage or any data center of your choice with
support for Microsoft Azure, Amazon S3, Dropbox, and
any data destination accessible via Secure File Transfer
Protocol (SFTP) and File Transfer Protocol (FTP).
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Backup Configuration - Near-zero configuration for daily
backup plans. Specify the scope you want to protect, and
we'll handle the rest.

Backup Status — Have a full view of your protection
across Office 365 Exchange Online, SharePoint Online,
Project Online, OneDrive for Business, Groups, Teams,
and Public Folders, all in one platform.

Backup Overview — View details of the four most recent
backups via an easy-to-read report dashboard including
job status, time finished, total number of successful/-
failed/slipped items, and suggestions for how to remedi-
ate issues.

Retention Policies — Leverage long-term retention

policies out-of-the-box to preserve data based on your
corporate policies.

Specify your storage information
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One Platform for all Office 365 Services
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Powerful Data Recovery

Granular & Full-Fidelity Restore — On-demand, granular
recovery of Office 365 content — including mailboxes,
conversations, projects, tasks, calendars, sites, libraries,
files, Groups, and Teams — to the online or offline storage
location of your choice while maintaining all metadata
and permissions.

Out-of-Place Restore — Restore content and conversa-
tions to mailboxes, sites, OneDrive, or Groups — not just
its original home.

Offline Restore — Export files, mail items, or conversations
directly to a local storage, allowing you to access data
immediately or maintain an offline copy.

Security Rollback — Granular restore doesn't just mean
an individual document or version—perform security
roll-backs to undo unintended permissions changes.

Simple Search — Quickly identify content for restore
based on properties—including content type, owner, date
created, file size, parent list name, parent folder name,
email subject, date sent, and more.
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Flexible Restore Options
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Object-based Restore — Directly locate business-critical
files or emails by utilizing the full-text search capability for
rapid discovery.

Point-in-Time Recovery — Recover quickly with time-based
restores using a simple and intuitive calendar interface.
Conflict Resolution — Provide intelligent conflict resolu-
tions at different object levels, to ensure the most authori-
tative copy of content is recovered without interrupting
normal business operation.

Restoration Overview — Review restoration details during
a specific period via an intuitive circle chart report.
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Centralized Management & Security

* Job Monitoring — Track, manage, and report on all
backup and restore processes through a centralized
management console to monitor and enforce compliance
with Office 365 policies.

* User Activity Auditing — Gain full visibility of how your
backup and restore service is being used by auditing user
actions, such as changing backup scope, altering system
settings, or downloading a report.
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Centralized Report Dashboard

* Data Encryption — Safeguard your data from cyberattacks
or leakage by utilizing Microsoft Azure Key Vault Encryp-
tion to meet compliance regulations around sensitive data.

* Email Notification — Receive advanced email notifica-
tions with a detailed summary of backup and recovery
information.
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For a comprehensive list of new features in this release, please view our AvePoint Cloud Backup for Office 365 Release Notes.
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