0 iPortalis Getting Started with iAnalyse360

What is the iAnalyse360 Health Check?

The Health Check service is a free of charge assessment on the utilisation of your
Microsoft Office 365 estate. It allows your company to understand a variety of statistics
that will empower your buying decisions and license utilisation. Your iPortalis Account
Manager will provide you a free consultation to discuss the output of the Health Check.

The health check will allow you to understand the follow areas:
Financial Reporting:

e Overview of your current investment and potential value post optimisation

NB: In order to show financial information in the report for 0365, we will require a copy of your licensing pricing for us to
upload into the portal. Azure costs are uploaded automatically as part of the onboarding as Microsoft provide these with
the service.

Service Optimisation:

e Overview of potential service optimisation
e Recommendations on license deallocation and reallocation to align with your
business requirements

e Represented as number of optimisation opportunities (deallocate or allocate an
alternate license).

Company Joiners and Leavers:

e Overview of company account and aging profile

e Potential identity risks, also a frequent source of licenses which can be freed for
reallocation

Security

e Highlights the key areas of risk
e Multifactor Authentication
e Identify what users have what defined administrator roles

Risk and Governance:

e Overview of areas of risk around account usage, malware etc.
Consumption:

e Represents allocation vs actual usage of key 0365 products.
Cloud Apps

e Applications under use and visible to Microsoft for data sharing purposes.
e Useful view to identify regional trends and general application usage
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What data do | need to grant permission to?

In order to fully provide the required data for your health check report the following
permissions are required for iAnalyse360.

API / Permissions name Type Description Admin Consent
 Azure Active Directory Graph (1)
Directory.Read.A Application  Read directory data Yes

~ Microsoft Graph (10)

AuditLog.Read.Al Application  Read all audit log data Yes
DeviceManagementManagedDevices Application Read Microsoft Intune devices Yes
Directory.Read.A Application  Read directory data Yes
IdentityRiskEvent.Read.A Application  Read all identity risk event information Yes
Policy.Read.Al Application  Read your organization's policies Yes
Reports.Read All Application  Read all usage reports Yes
SecurityActions.Read.All Application  Read your organization's security actions Yes
SecurityEvents.Read.All Application  Read your organization's security events Yes
User.Read Delegated  Sign in and read user profile -

User.Read.All Application  Read all users' full profiles Yes
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How do I sign up for a Health Check?

Please note, in order to complete the Health Check setup, the user logging in to sign
up for the service should have global administrator access to the Office365 tenant.

Step 1: Navigate to https://portal.ianalyse360.com/ and select “Sign in using Microsoft”.

O iPortalis
Sign in to start your session

- ] Sign in using Microsoft

Step 2. You will now need to the relevant Office 365 authentication details this will
include:

e Email
e Phone number
e SkypeID

Enter info and select next.

(NB. Please make sure this is being completed by a user with 0365 administration permissions otherwise you will be
presented with an error.

B® Microsoft

Sign in

No account? Create one!
Can't access your account?

Sign-in options

Terms ofuse  Privacy & cookies .-+
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Step 3. Enter your Office 365 password and sign in:

B Microsoft

Enter password

Forgot my password

Terms of use  Privacy & cockies - - -

Step 4. Dependant on your organisation’s security requirements the user might be asked
to validate sign in by entering an authentication code sent to the user via text message.

If so, enter the code and select Verify:

Enter code

[ We texted your phone +XX XXXXXXXX86. Please
enter the code to sign in.

Don't ask again for 14 days
Having trouble? Sign in anather way

More information

For help, contact support@itexactglobal.com

Termsofuse  Privacy & cookies  «+ -
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Step 5. User will be asked to accept that the third-party app is given read access to
certain areas of your tenant/user data:

B Microsoft

Permissions requested

This application is not published by Microsoft or

your organization.

This app would like to:

v Access the directory as you

~~ Sign you in and read your profile

« Read all user's basic profiles

\~ Access Azure Service Management as you (preview)
Consent on behalf of your organization

Accepting these permissions means th allow this app to use

your data as specified in their terms of service and privacy

statement The publisher has not provided links to their terms

for you to review. You can change these parmissions at
https://myapps microsoft.com. Show details

Termsof use  Privacy & cookies

Step 6. Check the box to grant “Consent on behalf of your organisation”, then Click the
“Accept” button:

28 Microsoft

Permissions requested

This application is not published by Microsoft or
your organization.

This app would like to:

Access Azure Service Management as organization users

preview

Consent on behalf of your organization
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Step 7. You must now select the applicable Microsoft subscription to use in to
iAnalyse360.

To onboard an Office 365 tenant, select the “Microsoft Office 365” option and click on the
“Create new application” button:

Welcome to iAnalyse360
Please complete registration

o Select primary type of cloud

Microsoft Office 365
O Microsoft Pay-As-You-Go
O Microsoft Enterprise

o Microsoft CSP

O Microsoft Azure Stack

Application ID *

Application Secret *
Create new application

Complete Registration

O | have read and agree to the terms of service.

8. A new application will be created automatically in Azure (using the credentials of the

global administrator performing the onboarding process), and the application details will
be inserted automatically.
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9. Within the green dialog box click the “GRANT ADMIN CONSENT” link to allow the new
application permissions:

Please complete registration
o Select primary type of doud
Microsoft Office 365
o Microsoft Pay-As-You-Go
(O Microsoft Enterprise

() microson CsP

Application has been created successfully.

Admin consent is not granted, please GRANT IN 18
1t can lake couple of minutes o be completed in background, but it is possible to
proceed with a registration,

b0cB22bd-de2c-49d5-89db-ac588c0236a6

Complete Registration

DO I have read and agree to the terms of service.

10. Your Azure Active Directory tenant will open in a new tab in your browser, please sign
in as requested, and select “Yes” to grant permission for all accounts in your
organisation:

Do you want to grant consent for the requested permissions for all accounts in Default Directory? This will update any existing admin consent records this application
already has to match what is listed below.

11. Once complete a dialog box showing the successful application of permissions will
appear in the top right-hand side of Your Azure Active Directory screen:

'ﬂ' Grant consent
Grant consent successful
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12. Navigate back to the iAnalyse360 onboarding tab in your browser and confirm that
you agree and have read the “terms of service”, and click “Finish:

Please complete registration

o Selact primary type of cloud

Microsoft Office 365
O Microsoft Pay-As-You-Go
(O Microsoft Enterprise

(O Microson csp

O Microsoft Azure Stack

Appiication has been created successfully.

Admin consent is not granted, please GRANT ADMIN CONSENT.
It can take couple of minutes o be completed in background, but it is possible to
proceed with a registration.

b0c822bd-de2c-49d5-89db-ac588c0236a6

Complete Registration

D | have read and agree to the terms of service.

13. The onboarding process is now complete. You will see the below notification screen
that your Office 365 tenant is in “Health Check™ mode:

= (o o wo P w ow £ o

Overview

OiPortalis

@ Home @ Overview

-
O iPortalis

Please Note: You are currently in Health Check.
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What happens next?

The Health Check starts to build and gather data from the point of sign up. We suggest 2
weeks to build a good data set. Some organisations require a quicker snapshot, but we
find 2 weeks provides a good representation of the data.

After these 2 weeks, your iPortalis Account Manager will arrange a free of charge
consultation where they will present you with the findings.
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