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Jericho Forum Microsoft Advocates Conditional NIST
Formally Established "Assume Breach” Access Released SP 800-207 (QRAFT)

~2004 2010 2014 2017
Network Access Forrester coins ~ BeyondCorp

Control (NAC) “Zero Trust” Term Published
Architectures
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Slow mainstream adoption for both network identity models:

$ Network - Expensive and challenging to implement Identity — Natural resistance to big changes
Google’s BeyondTrust success (s rarely replicated Security has a deep history/affinity with networking
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http://shop.oreilly.com/product/0636920052265.do
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Zero Trust is the term for an evolving set of network security paradigms that move network defenses from wide network
perimeters to narrowly focusing on individual or small groups of resources. A Zero Trust Architecture (ZTA) strategy is one
where there is no implicit trust granted to systems based on their physical or network location (i.e., local area networks vs.
the Internet). Access to data resources is granted when the resource is required, and authentication (both user and device)
is performed before the connection is established. ZTA is a response to enterprise network trends that include remote
users and cloud-based assets that are not located within an enterprise-owned network boundary. ZTA focuses on
protecting resources, not network segments, as the network location is no longer seen as the prime component to the
security posture of the resource. This document contains an abstract definition of ZTA and gives general deployment
models and use cases where ZTA could improve an enterprise’s overall IT security posture.
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https://csrc.nist.gov/publications/detail/sp/800-207/draft

“Zero Trust Model” &L\ TH1 Y DEA1L,
e MEEALEEZ (L UHELT

DUNME NISTF AU HE AR
NIST Zero Trust Architecture (ZTA)
SP 800_207 (DRAFT) https://csrc.nist.gov/publications/detail/sp/800-207/draft
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(ZTA) strategy is one where there is no implicit trust granted to systems based on their physical or network location (i.e.,local area
networks vs. the Internet). Access to data resources is granted when the resource is required, and authentication (both userand device) is
performed before the connection is established. ZTA is a response to enterprise network trends that include remote users andcloud-
based assets that are not located within an enterprise-owned network boundary. ZTA focuses on protecting resources, not network
segments, as the network location is no longer seen as the prime component to the security posture of the resource. This document
contains an abstract definition of ZTA and gives general deployment models and use cases where ZTA could improve an enterprise’s

overall IT security posture.
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NIST Zero Trust Architecture (ZTA) :
SP 800_207 (DRAFT) https://csrc.nist.gov/publications/detail/sp/800-207/draft
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T9, AZero Trust Architecture (ZTA) strategy is one where there is no implicit trust granted to systems based on their physical or network location (i.e., local
area networks vs. the Internet). Access to data resources is granted when the resource is required, and authentication (bothuser and device) is performed
before the connection is established. ZTA is a response to enterprise network trends that include remote users and cloud-based assets that are not located
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within an enterprise-owned network boundary.
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contains an abstract definition of ZTA and gives general deployment models and use cases where ZTA could improve an enterprise’s overall IT security
posture.
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Apple iOS macOS Android Windows 10
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